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			The Internet of things (IoT) is a network of connected physical objects or things that are working along with sensors, wireless transceiver modules, processors, and software required for connecting, processing, and exchang-ing data among the other devices over the Internet. These objects or things are devices ranging from simple handheld devices to complex industrial heavy machines. A thing in IoT can be any living or non-living object that can be provided capabilities to sense, process, and exchange data over a network. The IoT provides people with the ability to handle their household works to industrial tasks smartly and efficiently without the intervention of another human. The IoT provides smart devices for home automation as well as business solutions for delivering insights into everything from real-time monitoring of working systems to supply chain and logistics oper-ations. The IoT has become one of the most prominent technological inven-tions of the 21st century. 
		

		
			Due to the versatility of IoT devices, there are numerous real-world appli-cations of the IoT in various domains such as smart home, smart city, health care, agriculture, industry, and transportation. The IoT has emerged as a paradigm-shifting technology that is influencing various industries. Many companies, governments, and civic bodies are shifting to IoT applications to improve their works and to become more efficient. The world is slowly transforming toward a “smart world ” with smart devices. As a conse-quence, it shows many new opportunities coming up in the near “smart” future for IoT professionals. Therefore, there is a need to keep track of advancements related to IoT applications and further investigate several research challenges related to the applicability of IoT in different domains to make it more adaptable for practical and industrial use. With this goal, this book provides the most recent and prominent applications of IoT in different domains as well as issues and challenges in developing IoT applica-tions for various new domains. 
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			Preface 
		

		
			OVERVIEW AND GOALS 
		

		
			The Internet of things (IoT) is a network of connected physical objects or things that are working along with sensors, wireless transceiver modules, processors, and software required for connecting, processing, and exchang-ing data among the other devices over the Internet. The name “Internet of things ” was given by the British visionary Kevin Ashton, in 1999. These objects or things are devices ranging from simple handheld devices to com-plex industrial heavy machines. A thing in IoT can be a person with a hand watch having heart beats monitoring capability, a dog with a collar tran-sponder for location monitoring, a car with sensors to activate automatic brake when car is about to hit some objects, or any living and non-living object that can be provided capabilities to process and exchange data over a network. The IoT provides people with the ability to handle their household works to industrial tasks smartly and efficiently without the intervention of human. The IoT provides smart devices for home automation as well as business solutions for delivering insights into everything from real-time monitoring of the working system to supply chain and logistics operations. The IoT has become one of the most prominent technological inventions of the 21st century. The total number of installed IoT devices is nearly 13.8 billion in 2021, and it is expected that the number of IoT devices will reach 30.9 billion by 2025. 
		

		
			Due to the versatility of IoT devices, there are numerous real-world appli-cations of the IoT in various domains such as smart home, smart city, health care, agriculture, industry, and transportation. For example, smart homes have smart thermostats, smart appliances, and connected heating, light-ing, and electronic devices that can be controlled remotely by computers and smartphones at the ease of owner. In health care, the IoT offers many applications, including monitoring patients more closely by analyzing the data gathered by wearable devices. The IoT has emerged as a paradigm-shifting technology that is influencing various industries. Many companies, governments, and civic bodies are shifting to IoT applications to improve their works and to become more efficient. The world is slowly transforming 
		

	
		
			viii Preface 
		

		
			toward a “smart world ” with smart devices. As a consequence, it shows many new opportunities coming up in the near “smart” future for IoT professionals. Therefore, there is a need to keep track of advancements related to IoT applications and further investigate several research chal-lenges related to applicability of IoT in different domains, to make it more adaptable for practical and industrial use. With this goal, the book will provide most recent and prominent applications of IoT in different domains as well as issues and challenges in developing IoT applications for various new domains. 
		

		
			Below are some of the important features of this book, which, we believe, would make it a valuable resource for our readers: 
		

		
			• This book is designed, in structure and content, with the intention of making the book useful at all learning levels. 
		

		
			• Most of the chapters of the book are authored by prominent academi-cians, researchers, and practitioners, with solid experience and expo-sure to research in the IoT. These contributors have been working in this area for many years and have a thorough understanding of the concepts and practical applications. 
		

		
			• The authors of chapters of this book are distributed in a large num-ber of countries, and most of them are affiliated with institutions of worldwide reputation. This gives this book an international flavor. 
		

		
			• The authors of each chapter have attempted to provide a comprehen-sive bibliography section, which should greatly help the readers inter-ested in further digging into the aforementioned research area. 
		

		
			• Throughout the chapters of this book, most of the core research topics have been covered, making the book particularly useful for indus-try practitioners working directly with the practical aspects behind enabling the technologies in the field. 
		

		
			We have attempted to make the different chapters of the book look as much coherent and synchronized as possible. 
		

		
			TARGET AUDIENCE 
		

		
			This book will be beneficial for academicians, researchers, developers, engineers, and practitioners working in or interested in the fields related to IoT, wireless sensor networks, mobile ad hoc networks, and ubiquitous computing. This book is expected to serve as a reference book for develop-ers and engineers working in the IoT domain and for a graduate/postgradu-ate course in computer science and engineering/information technology/ electronics and communication engineering. 
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			2 Emerging Real-World Applications of Internet of Things 
		

		
			A bstrAct 
		

		
			Internet of things (IoT) is a network of physical objects with embedded systems that are able to communicate with each other via the Internet. It leads to a distributed network of devices that can communicate with humans and objects. The implementation of IoT will provide benefits, but it also raises security issues that affect data integrity and privacy of the companies. In order to overcome security issues, blockchain technol-ogy is used. This chapter is based on up-to-date research on the block-chain as well as IoT with the purpose of studying the blockchain as potential solutions to secure IoT data. Both blockchain and IoT are new research areas into existing research, which support the use of a quali-tative research method. The results indicate that blockchain is used to secure data management, but it is not a complete solution. Most of the security issues are related to devices, and blockchain technology handles information and secures identities, stock traceability and transactions, which are made without human interaction and with automated storage management. There are still some barriers to creating benefits work into reality. This chapter is focused on investigating the integration of IoT and blockchain to analyze and improve security issues. 
		

		
			1.1 INTRODUCTION 
		

		
			
				The blockchain is a distributed ledger technology gaining attention in areas beyond cryptocurrency roots since more or less 2014. In this chapter, the main focus should be on security on IoT and how blockchain can be the solution to it. In IoT context, security is a primary challenge and blockchain is a way to secure IoT. Park et al. 
				[24] 
				defined that IoT is the interconnec-tion via the Internet of the computing devices embedded into objects, which enables them to send as well as receive data. Malviya 
				[19] 
				stated that block-chain is an encrypted and distributed filing system designed to permit the creation of real-time records. The security issues are the most compelling reasons for using blockchain technology in organization. At present, failure to IoT system exposed to various devices, amount of highly personal data 
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			and supply chain partners. The security flaws revolve around three areas such as authentication, transaction and connection. By use of the blockchain technology, it is required to manage access to the data from the IoT devices. 
		

		
			
				Hassan, Aslam and Jang [14] analyzed and reported that IoT adoption continues to increase, with analysts forecasting nearly $15 trillion invest-ment in IoT by the year 2025. Seventy-four percent of the respondents have adopted these technologies and claimed that digital transformation is not possible without it. The blockchain model is based on cryptographically protected; furthermore, distributed ledger technology could improve IoT frameworks with automatic optimization of resources in addition to safety. The blockchain-enabled IoT deployment improves the overall data integrity by allowing the IoT devices to validate themselves against the network. Novo 
				[22] 
				concluded that applying blockchain model to IoT could solve the real-world digital business-related challenges. A new type of blockchain platform that can be involved in IoT deployment is required, with capabili-ties that can extend beyond the conventional models. 
			
		

		
			
				The IoT and blockchain are two topics that caused a great deal of excite-ment in the field of technology and the wider business world. This topic has been selected to gain more knowledge and skills related to blockchain technology. Various benefits can be attributed to the idea of building smart machines that are able to interact and function via blockchain technology. With the use of encryption, the data can be trusted by the parties involving in the supply chain 
				[22]. 
				This topic is selected for the research as blockchain is offering prospects of improving the overall security of IoT environment. The data that are generated by IoT are personal, as the smart devices have access to important details about the daily life of users. Allowing access to the data from the IoT devices to manage throughout blockchain would need an additional layer of security. It is sometimes possible that blockchain, as well as IoT convergence, would become necessity at some point. Both block-chain and IoT technologies have become a promise to be kept in the existing world 
				[13]. 
				A combination of both the technologies would minimize secu-rity risks that are caused due to technological changes. 
			
		

		
			1.2 RESEARCH MOTIVATION 
		

		
			
				The information system ’s trustworthiness problem is critical when there is no tracking of data alteration and an audit mechanism is applied to deal with sensitive transaction information in financial institutions. As a solu-tion to security challenges, this paper evaluates the concept of Bitcoin as virtual cryptocurrency sustains value without maintaining by the finan-cial entity 
				[23]. 
				The blockchain is such a mechanism that allows the trans-actions to verify a group of unreliable actors. Operational issues are also considered when the blockchain solution is taken as part of an existing 
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				business. The securities, as well as privacy policies, are based on encryp-tion, which is difficult to implement into IoT environment. Even though the blockchain technology can solve those problems, it also faces critical chal-lenges for application into IoT environment. IoT networks are predicted to include a more substantial number of nodes as well as a rapidly increasing rate such that blockchain technology scales poorly as there is an increase in the number of nodes into network 
				[24]. 
				These technology protocols create network traffic flow that is becoming a disaster for communication in IoT devices. The main role of this paper is to suggest blockchain technology for IoT entities. The performance of this method is adequately analyzed. 
			
		

		
			1.3 RELATED WORK 
		

		
			
				Zhang and Jiangtao Wen [32] stated that blockchain technology is a revolu-tion into the system for records. This technology is still quite early in devel-opment, and use cases are hypothetical. The most important application of blockchain technology is Bitcoin; it is a virtual currency implemented in the year 2009 that introduced blockchain technology. Novo 
				[22] 
				argued that blockchain is a data structure. This term is used to refer to a social phenomenon. The other names that is suggested to blockchain is digital ledger system. The technology uses a database structure that can be modi-fied by various parties at the same time and corrects state. While there are challenges in blockchain technology, still it is introduced as a solution to problems. It is required to understand the type of blockchain applications, but it is not the scope of the study. 
			
		

		
			This section is focused on security on IoT and how blockchain can be the solution to it. The study describes the characteristics and features of blockchain technology. It identifies different ways to integrate IoT with blockchain technology. There are various benefits in the financial service industry due to the adoption of blockchain in IoT. Mainly, there are secu-rity challenges in the industry, and therefore, blockchain can be a solution to that problem. Blockchain-IoT applications are reviewed in this chapter. 
		

		
			Blockchain can be described as a decentralized technology that makes use of a worldwide network of computers for the supervision of the data-base of records. According to Zheng et al. [33], blockchain has excellent credibility for the construction of prospect Internet system. The blockchain is a decentralized technology by nature. It stores a growing list of records, which are termed as blocks. These blocks of data are linked together to form a chain of records, which is termed as blockchain. The blocks of data are linked together with the help of cryptography to ensure secure data connection. Blockchain enables entry of a record of information in the blockchain network, which is controlled by a community of users [9]. The blockchain is, therefore, an undeniably ingenious invention. A closer look 
		

	
		
			Secure IoT data using blockchain 5 
		

		
			at the architecture of blockchain reveals that a blockchain network consists of a constant sequence of blocks that are linked together. 
		

		
			
				Each block in a blockchain network has a parent block with which it is linked. The first block of the blockchain network is called a genesis block as it does not comprise any parent block. A block header in a blockchain pos-sesses block version, Merkle tree, timestamp, nBits and nonce in addition to parent block. The block body of blockchain is composed of a transac-tion counter along with a number of contacts 
				[4]. 
				The blocks in a block-chain network are linked together with asymmetric cryptography, and each transaction in a blockchain is validated by asymmetric cryptography. The transactions in an untrustworthy environment are validated by the use of the digital signature. 
			
		

		
			
				Decentralization is one of the key characteristics of blockchain technol-ogy 
				[33]. 
				Unlike conventional and centralized transaction system, where each transaction is required to be authenticated by an expected agency, there is no need of a third party in the blockchain. 
			
		

		
			
				Persistency is another feature of a blockchain network. Transactions can be validated quickly in blockchain as it is basically impractical to roll back a transaction in blockchain 
				[30]. 
				The data persistence feature of the block-chain, therefore, enables rapid identification of an unacceptable transaction. 
			
		

		
			Immutability is of the best features of the blockchain. Blockchains are designed to be immutable. A block, once written to a blockchain, cannot be changed. One cannot add, edit or delete the block once entered in a blockchain. 
		

		
			The above-discussed points represent the main features of blockchain technology. There are a number of applications of blockchain technology, which include Bitcoin and smart contract Ethereum and so on. The tech-nology of blockchain can be integrated with IoT to increase the security of the same [20]. There are a number of ways for the integration of IoT and blockchain, which are needed to be identified. 
		

		
			1.4 BLOCKCHAIN AND IoT 
		

		
			1.4.1 Integration of IoT and blockchain 
		

		
			
				Internet of things or IoT is a network of physical devices or home appliances that are embedded with electronics enabling appropriate data exchange. The applications of IoT are distributed in nature similar to the blockchain technology, and therefore, it can be integrated with blockchain to achieve better security 
				[34] 
				(Figure 
				1.1). 
			
		

		
			This is possible since blockchain is designed on the basis of the applica-tions that are associated with transactions and interactions. Interaction is essential for IoT devices, and therefore, the possibility of integration of blockchain with IoT should be evaluated. This is needed since the tech-nology of blockchain is able to improve the security, cost efficiency and 
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				features of the blockchain. IBM has already been implementing this tech-nology, and it has extended its private blockchain network into its cogni-tive IoT. Thus, it is possible that the integration of IoT with blockchain will prove beneficial across the industries. There are a number of reasons for the need for the addition of IoT with blockchain. One of the main reasons for the need for the integration of IoT with blockchain is that the use of IoT has been increasing in recent years 
				[31]. 
				According to the research report of Gartner, there have been around 8 billion connected devices across the world. Majority of the devices include consumer-grade electronics, including smart home technology. However, ensuring security in the IoT devices is necessary as one of the main concerns associated with the blockchain technology is its security. The urgency of finding a viable solution to ensuring security in IoT gives rise to the need for a combina-tion of IoT and blockchain. The architecture of blockchain is the main reason behind its security. Each blockchain wallet is ruled by the use of private and public keys, and every message in the transaction is encrypted. This increases the security of blockchain. There is an increasing need to secure IoT devices since IoT defines the infrastructure of the organization 
				[1]. 
				The fundamental flaws of unsecured IoT devices can be eliminated with its integration with blockchain, which is a distributed digital ledger and is secure as well. The need for security of the IoT devices resides in the fact that IoT has been converting more and more offline assets online 
				(Figure 
				1.2). 
			
		

		
		
			Figure 1.1 IoT architecture. 
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				Another reason behind the need for the integration of IoT with block-chain lies in the fact that IoT is needed to be fast and reliable 
				[10]. 
				For that, the IoT needs to expand its capabilities for ensuring fast and reliable con-nection all the times. This can easily be achieved by integrating the same with the blockchain platform. Thus, in a number of ways, the blockchain and IoT are found to be perfect. Two of the most widely used applications of blockchain include a transaction of cryptocurrency and smart contract. The embedded smart contract and its decentralization nature can be a solu-tion to the security problems associated with the use of IoT. Furthermore, the use of blockchain can undoubtedly ensure continual connectivity that is needed for providing the services. Currently, the technology of blockchain is segregated among a number of companies and platforms. Developing a connection between the blockchain and IoT will allow efficient use of IoT devices. IoT and blockchain are growing together, and therefore, the col-laboration of IoT and blockchain will be advantageous. IoT mostly needs the features of blockchain so that the IoT services can be improved. There are a number of ways by which the technology of blockchain can be inte-grated with IoT. 
			
		

		
			1.4.2 Ways of integration of IoT with blockchain 
		

		
			
				The integration of IoT with the cloud has been proven to be priceless. However, the integration of blockchain and IoT can provide a number of advantages apart from security. Dorri 
				[11] 
				argued that these advantages or benefits include decentralization and scalability. This is removing the central points, failures and bottlenecks. The integration of IoT with block-chain will further help the participants of the IoT in easy identification of the different devices in the blockchain. The use of blockchain in IoT will 
			
		

		
		
			Figure 1.2 Benefits of integrating IoT and blockchain. 
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			furthermore help in empowering the next-generation application features in IoT, such as autonomy. With the integration of IoT and blockchain, each transaction can be made reliable, which is not possible as of now. 
		

		
			Blockchain can possibly enrich or be integrated with IoT by making use of trusted sharing service. This will increase the information reliability. With this integration, data sources can be easily recognized at some instance. Data leak in any part of an IoT network could slow down the process, and therefore, the integration of IoT with blockchain can help in addressing this problem. Thus, the integration of IoT with blockchain can be beneficial in certain areas including smart cities and smart cars. The three ways of inte-grating IoT and blockchain are as follows. 
		

		
			1.4.2.1 IoT-IoT 
		

		
			
				This approach is one of the fastest approaches of a combination of IoT and blockchain. This will make the IoT devices able to communicate with each other. In this approach, only the elements of the chosen IoT data are accumu-lated in the blockchain, while the interactions between the different devices of the blockchain network can take place without making use of blockchain technology 
				[26]. 
				This approach of integration of IoT with blockchain can only work in case of presence of reliable IoT data. Furthermore, to ensure that this interaction works, the IoT interaction should take place with low latency. 
			
		

		
			1.4.2.2 IoT-blockchain 
		

		
			Swan [28] stated that in this approach of integration of IoT and blockchain, all interactions associated with blockchain network can go through block-chain that will enable a permanent record of interactions. This can be con-sidered as the most viable option for the integration of IoT and blockchain. This is possible because this approach of integration will rightly ensure that all the interactions in IoT are traceable. However, there are definite issues connected with the recording of all the interactions in the blockchain as it will need an increase in the bandwidth with increasing data. If this approach of combining IoT and blockchain is chosen, the transaction data are needed to be stocked up in the blockchain network. 
		

		
			1.4.2.3 Hybrid approach 
		

		
			This is another approach for the integration of IoT and blockchain. In this approach, only a part of the interactions between IoT devices will take place via blockchain, while the rest can directly happen between the IoT devices present in the network. One of the issues related to the choice of this approach for the amalgamation of IoT with blockchain is that it is difficult to choose which transactions should go to blockchain and which 
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				transaction should not 
				[5]. 
				However, making use of this approach is consid-ered the best for the integration of both of the technologies since it allows leveraging of the blockchain technology along with the use of real-time IoT interactions. In this approach of combination of IoT and blockchain, the employment of fog computing can certainly help in addressing the limita-tions associated with blockchain and IoT. 
			
		

		
			
				However, in a typical IoT deployment, incomplete resource devices are used to send notes. Ouaddah et al. 
				[13] 
				expressed that endnotes are used to converse with a gateway accountable for forwarding the messages. If IoT can be integrated with blockchain, the endnotes will have to communicate with blockchain. This will help in integrating the cryptographic functionalities with IoT, thus achieving the desired results. Thus, these three approaches can be used for the integration of IoT with blockchain. However, there are certain challenges associated with the integration of IoT and blockchain, which is needed to be addressed. 
			
		

		
			1.4.3 Challenges in blockchain-IoT integration 
		

		
			
				The main challenges that are associated with IoT-blockchain integration must be addressed for secure deployment. The integration of blockchain with IoT is not trivial. Since the blockchain transactions are digitally signed, there are not many issues associated with the technology 
				[15]. 
				However, the integration of IoT with blockchain is challenging. Certain challenges that can possibly affect the integration of IoT with blockchain are as follows. 
			
		

		
			1.4.3.1 Storage capacity and scalability 
		

		
			The storage capacity of a blockchain network is under debate. The limi-tation of capacity and scalability can make the technology of blockchain unsuitable for IoT applications. However, there are certain processes by which these limits can be eliminated. The blockchain is not designed for storing a large amount of data. The integration of IoT with blockchain might require extra storage space. Thus, the integration of blockchain with IoT should deal with these challenges. 
		

		
			1.4.3.2 Security 
		

		
			
				The applications in IoT might need to deal with specific security problems at different levels. Liao et al. 
				[14] 
				discussed that the integration of IoT with blockchain, therefore, might result in an increase in risks in the blockchain. With the increase in the number of attacks in the IoT network, blockchain can be an explanation to the problems. One of the processes that increase data security in blockchain is that the data quality is checked before a trans-action is entered into blockchain 
				[8]. 
				However, the reliability of the data 
			
		

	
		
			10 Emerging Real-World Applications of Internet of Things 
		

		
			gained from IoT cannot be guaranteed. It is the capability of blockchain to identify the immutable data. In case of corrupted data entering into the blockchain system, the data will remain corrupted throughout. Thus, it is a significant issue associated with the integration of IoT with blockchain, and thus, it needs to be addressed. 
		

		
			1.4.3.3 Anonymity and data privacy 
		

		
			IoT applications mainly work with private data, and therefore, the inte-gration should also tackle the problem associated with data privacy and anonymity [5]. The problem associated with the preservation of privacy is that the data privacy in public blockchain is needed to be analyzed. The problems associated with ensuring the privacy of data in the blockchain make it more challenging to integrate IoT and blockchain. 
		

		
			1.4.3.4 Legal issues 
		

		
			
				Unregulated blockchain gives rise to specific legal issues. Thus, the integra-tion of IoT with blockchain can involve specific legal issues as well. With most of the existing laws becoming obsolete, the lack of regulation can act as a significant disadvantage of integration of IoT and blockchain 
				[17]. 
				The legal regulations are therefore expected to have an authority on the integration of blockchain and IoT, and therefore, this challenge needs to be addressed as well. 
			
		

		
			
				However, the integration of IoT and blockchain can offer a number of benefits 
				[7]. 
				One of them is the increased security and speed of IoT devices. The interactions between the IoT devices will be improved by following these processes, which is a significant advantage of this process. 
			
		

		
			1.4.4 Benefits of Integration of blockchain with IoT 
		

		
			The reason behind the need for the integration of IoT with blockchain needs to be evaluated. There are a number of reasons behind the anticipation of integration of the technology of blockchain with IoT. 
		

		
			Decentralization is one of the significant benefits of integration of IoT with blockchain. With the integration of IoT and blockchain, a bulk of the participants in IoT must verify the transactions. In blockchain, a sin-gle authority cannot approve the transactions. The integration of IoT and blockchain will help in achieving decentralization. 
		

		
			
				The integration of the blockchain technology with IoT will ensure faster processing power and less time consumption. In an IoT network, a number of devices with different computing capabilities are present. The integration of all the IoT devices with blockchain will enable easier data processing, thereby reducing the computational time 
				[9]. 
				However, many of the IoT devices may not work according to the computational power of blockchain, 
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			which might be an issue. The integration of IoT with blockchain is expected to improve the reliability of the data that are being stored or processed in an IoT network. This can be achieved mainly because of the fact that block-chain ensures data quality check before storing data in a network. This is an advantage as it will help in evaluating the data authenticity. 
		

		
			With the integration of IoT and blockchain, it is possible to deploy the IoT network securely. This can be achieved by making use of the secure and immutable storage offered by the blockchain network [17]. The increase in the traceability of each of the IoT devices is another significant advantage of the integration of IoT with blockchain. This is possible since the partici-pants in a blockchain network can easily identify every single device. 
		

		
			1.4.5 Blockchain platforms for IoT 
		

		
			The blockchain platforms, as well as applications, emerge from diverse areas due to the benefits of blockchain technology. This section analyzes blockchain applications and platforms. The blockchain technology is rec-ognized as a disruptive technology that affects the financial services indus-try. The total number of platforms is so high, and with regular changes, it is not possible to analyze every platform sufficiently [1]. Bitcoin is a crypto-currency and blockchain platform that provides a method to conduct mon-etary transactions in a reliable way that is included into applications as a protected payment system. 
		

		
			Based on IoT domain, the automated devices use Bitcoin to perform micro-payments. Smart contracts are such a solution that is required at the time of integration of blockchain with IoT. The financial service sector is offering use cases for the blockchain technology, although the application is proliferating in other industries. Dorri et al. [11] stated that there are a number of areas where the company uses blockchain applications for financial services. The applications are used in domestic as well as international fund transfers. In finance, there is an emergence of alternative cryptocurrency, which builds a new market and furthermore facilitates new forms of payments. The new market leads to the creation of new applications for payment, swapover as well as trading infrastructures for new currencies. Malviya [19] argued that blockchain could increase the autonomy of the devices as it is easier to inter-act and coordinate by offering distributed open ledger where IoT devices have trusted information. Aigang is used for insurance network for IoT assets. This application has created a custom virtual currency. It offers investment chances in various goods with various risk points. The smart contracts are connected intelligent devices with assurance policies. With the addition of Oracles to the account events, the claim handling is performed mechanically. 
		

		
			MyBit is planned to construct an ecosystem for the services where IoT assets are owned by people and revenues are to be shared. Within the IoT devices, it generates income and the investors will receive the profit split equivalent to possession stake. Hassan, Aslam and Jang [14] discussed that 
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			smart contract is accountable for controlling and updating the IoT platform. This platform defines various asset types in addition to IoT devices connected to the assets; once installed, it is sent along with request information through the use of API. Oracles are used for the connection of devices to the net-work. The blockchain of things is provided with a secured open communica-tion platform for industrial IoT integrations. Swan [28] reported that it was proposed by Catenis, a web service layer for the paid integration of block-chain technology with end-to-end encryption. In Catenis, IoT devices are represented as a virtual device into gateways. Each of the virtual devices is managed by a host of Catenis services for IoT devices. Those blockchain-IoT applications are examined to complete this research study, and a complete overview of interaction between blockchain technology and IoT paradigm is offered. The blockchain ledger is provided security to the Internet of things. With billions of devices linked together, the cybersecurity experts are wor-ried about how the distributed information system can stay secure. Huh [15] discussed that the blockchain ledger system ensures that the information is established as well as unconfined to the trusted parties. This system is a man-agement platform for examining a variety of amounts of data. 
		

		
			This section summarizes that blockchain is a decentralized way to record a list of digital transactions. It is best known as digital currencies such as Bitcoin. This currency is valued even higher than ever before. Due to the use of advanced technology, there are many challenges in the industry, but the integration of blockchain can overcome these security challenges. Because of the increase in the number of attacks in the IoT network, the data security in blockchain has to be increased by performing data quality check. The integration of IoT with blockchain is expected to improve the reliability of the data. It is possible to deploy the IoT network securely. It addresses the challenges which are associated with the protection of pri-vacy. Decentralization is a benefit of integrating IoT and the blockchain technology. The integration of this particular technology ensures faster processing and saves time. 
		

		
			1.5 BLOCKCHAIN AS A SOLUTION 
		

		
			Cocco, Pinna and Marchesi [8] stated that blockchain technology is fore-seen by the industry as a disruptive technology which plays a crucial role in managing, controlling and securing IoT devices. The security factors for the use of Bitcoin are introduced in this section. This chapter analyzes the use of blockchain technology as a solution to various problems in various industries so that the researchers can analyze its usage. Dudek [12] deter-mined and reported its benefits in various marketplaces in real time. Kane [17] argued that blockchain can be a solution to challenges including intel-lectual property, art as well as contracts while reducing the paperwork, speeding up the transactions and lowering the cost. 
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			1.5.1 Analyzing the use of blockchain in different industries The blockchain is one of the advanced solutions to the challenges in various 
		

		
			industries. With the use of blockchain, digital currency is able to change the way of handling money and performing transactions at the business level. Following are the industries where blockchain technology is used as a solution. 
		

		
			1.5.1.1 Insurance industry 
		

		
			
				Australia and New Zealand Banking Group Limited (ANZ) has announced blockchain solutions to improve the efficiency in the insurance industry. Working with the tech giant IBM as well as financial services of New Zealand, ANZ built a blockchain-based platform that aims to ease the data transfer as well as premium payments among the brokers 
				[20]. 
				The planned solutions stem from the proof of concept that can demonstrate the potential of the blockchain to solve the inefficiencies in the reconciliation of state-ments 
				[2]. 
				The proof of concept is built with Fabric, the blockchain-based platform developed by the Linux Foundation-backed Hyperledger consor-tium. The ANZ is involved in a number of blockchain projects and have successfully made some trial efforts in the year 2017, intending to digitize bank guarantee processes for the property leasing. 
			
		

		
			1.5.1.2 Information services industry 
		

		
			
				Due to the increase of Internet use, fingerprints are used to access services via mobile phones, and the users can seek access to websites in this way. Techgiant Google has decided to incorporate the speed of website into algo-rithm ranking factors. The search engine of this company considers a page to be slow if it is taking longer than 1.5 s to load. Blemus 
				[7] 
				stated that due to the use of blockchain technology, it is believed to transform the global Internet infrastructure 
				[12]. 
				The problems related to low Internet availability as well as pace in digital content progress because of higher content delivery costs are minimized with the use of blockchain as a solu-tion. A single transaction is being automated only due to smart contracts enabled by the blockchain technology. Andreev 
				[3] 
				believed that blockchain is a power in Web 3.0 and offers faster speed as well as decentralization to develop in the Internet age. 
			
		

		
			1.5.1.3 Real estate industry 
		

		
			
				Due to the participation of buyers, brokers, sellers and real estate agents, the processes of the industry become too slow. There is also a transfer of information from one point to other, which causes data privacy issues. The blockchain reduces the risks and also increases trust 
				[6]. 
				With home purchases, people rely on the companies for the verification of real estate 
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				transactions as well as ownership. This technology is used to perform trans-actions with the use of cryptocurrency in an international real estate mar-ket. It demonstrated an option to buy homes with the digital assets 
				[12]. 
				This technology eliminates the need for a trusted party to conduct digital transactions, allowing the transactions to be done in a distributed and peer-to-peer network. It makes the transactions more secure. 
			
		

		
			1.5.1.4 Banking industry 
		

		
			
				The banking industry in New Zealand is shifted from closed unilateral systems to decentralized banks as platform approaches. Deposits, insurance accounts and exchanges besides crypto-holdings are done with the use of single interfaces. The industry uses blockchain to reduce the time needed to settle the transactions. Rather than the normal duration of 1–3 days to ver-ify the fund transfers, the customers received verifications within an hour. As this technology is used in the banking applications, the transactions occur in real time. Ishmaev 
				[16] 
				believed that the strength of the blockchain technology is the elimination of the duplication of data. One of the compa-nies that have capitalized on the blockchain technology to capture a share of the banking industry is Ripple that assists the bank with the processing of international payments. The real-time gross settlement (RTGS) system is constructed on a modified blockchain model. Shared ledgers help the banks in transaction information. The blockchain enables the transactions to be completed quicker than the centralized systems. The time required to cap-ture information is very less 
				[13]. 
				Two security keys exist for the transac-tions: The public key is available for each user and private keys are owned only by parties for transactions. 
			
		

		
			1.5.1.5 Retail industry 
		

		
			
				The data provided by the blockchain help the clients to keep track of each end in the supply chain. For example, when a retail store is advertising of chocolate cake, then the blockchain data will let us to recognize when and wherever as well as by whom the cake is being consumed 
				[30]. 
				It tracks the individual ingredients used to formulate the cake. With the help of these data, the retailers can identify whether the company has used fresh ingredients and confirm no expired ingredients have been used. It helps to offer customers a fresh chocolate cake each time without being anxious about the selling of expired cake. The blockchain technology can offer complete confidence as well as clearness to the clients and also sellers as they are able to prove that the products are naturally sourced 
				[23]. 
				The technology also helps to deal with stealing of luxury items as well as resale of stolen items through tracking the owner. The retailers are able to track goods from the dispatch of the prod-uct to the delivery of shipments in addition to customer delivery. Finally, it benefits the retail industry as it is a trusted means of payments due to Bitcoin 
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				[7]. 
				It allows retailers to agree to cryptocurrencies with digital accounts that assist in reorganizing the refunds as well as return procedures. The compa-nies such as Expedia and Newegg accept Bitcoin as payment methods. 
			
		

		
			1.5.1.6 Healthcare industry 
		

		
			
				The digitalization of the healthcare records provides a significant change in the healthcare sector, but it is criticized for centralization as well as associ-ated with ethical issues. The blockchain technology helps to take care of the public health by creating a secured as well as flexible ecosystem for the exchange of electronic health records 
				[9]. 
				The technology makes space by creating provenances for critical drugs, organs and others. In addition to the medical licenses on the blockchain technology, fraudulent doctors can be prevented from working (Figure 1.3). 
			
		

		
			1.5.2 Blockchain cryptography solution 
		

		
			
				Hassan, Aslam and Jang 
				[14] 
				discussed that need for blockchain-based iden-tity management for use in the Internet age, in the form of the identity of the project documents and passports, and there is no such alternative system to secure online authentication and identity of the digital entities. Blockchain technology provides a secure solution to the problem. It is used to create an identity on the blockchain, makes it easier to manage and has control over the personal information. By a combination of decentralized blockchain and identity verification, a digital ID card is created, which acts as a digital 
			
		

		
		
			Figure 1.3 Statistical analysis of industries using IoT in blockchain technology. 
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			watermark that is assigned to online transactions. The challenges related to security deployment are solved by the use of blockchain cryptographic solutions. The integration of IoT and blockchain is a challenge; therefore, among all the blockchain solutions, the cryptographic method is the best solution for all the industries. Following are the challenges and respective solutions with the use of blockchain technology. 
		

		
			1.5.2.1 Storage capacity and scalability 
		

		
			
				Referring to one of the issues with blockchain, the number of transactions in a Bitcoin blockchain can process is limited. The transaction processing capacity is 7 tx/s maximum, and the Ethereum network has 15 tx/s. The confirmation time in the Bitcoin network is fixed at 10 min. The heavily loaded networks have a problem related to full blocks, which can trigger the problem of higher fees. For the Bitcoin blockchain, the proposed solution to the problem is SegWit, a name used for implementing soft fork change in the transaction format of cryptocurrency Bitcoin 
				[24]. 
				This function is added to support fast off-chain transactions and to increase the block size to 4 MB. 
			
		

		
			1.5.2.2 Security 
		

		
			
				Based on the security issues, the cryptographic method is used, and it is also known as encryption and decryption of information through complex mathematics. Miau and Yang 
				[21] 
				discussed that an example of cryptog-raphy is Caesar cipher. Each of the letters in a message is substituted with a letter that is 3 places to the left of the alphabet; then, the message is encrypted. Sun, Yan and Zhang 
				[27] 
				criticized that the blockchain technol-ogy uses cryptography to protect the identities of the users, encrypts the digital transactions and secures the information in addition to storing the values. Therefore, the blockchain technology has the confidence that some-thing is recorded in the blockchain, and in the same manner, it is preserved with security. The cryptography method used in the blockchain is named as public key cryptography, which is best suited to associate with technology as compared to systematic key cryptography. 
			
		

		
			1.5.2.3 Anonymity and data privacy 
		

		
			
				The Bitcoin blockchain protocols use cryptographic methods for digi-tal signatures as well as cryptographic hash functions 
				[25]. 
				The crypto-graphic algorithm used in Bitcoin is termed as elliptic curve cryptography. It provides the same level of the as RSA; it requires less computation, smaller key size and reduced storage and transmission requirements. Kim and Hong 
				[18] 
				explained that the digital signatures prove the ownership 
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			of assets and also allow controlling the funds. The digital signature is based on two functions: 
		

		
			Sign (Message, Private Key) → Signature 
		

		
			This message was sent to sign as well as the private key; this particular function produces an innovative digital signature for the messages. 
		

		
			Verify (Message, Private Key, Signature) → True/False 
		

		
			This message is used to verify the signature as well as the public key; this particular function provides a binary output based on whether the signa-ture is authentic or not. 
		

		
			1.5.2.4 Legal 
		

		
			
				The blockchain with its digital ledger function is promised to be effective, secure as well as immutable for storing the data required for property rights such as land ownership. The technology is applied not to track the custody of the documents, but to store documents. With the use of digital ledger, there is a permanent record of the chain of custody while the evidence is dig-itally preserved, such that no evidence is thrown out 
				[29]. 
				The legal industry applies the blockchain technology to protect their legal documents, which offers timestamps as well as fingerprints into the media files. 
			
		

		
			1.5.3 Disadvantages of blockchain technology 
		

		
			Following are the disadvantages of blockchain technology: 
		

		
			Extreme volatility: The virtual currency based on blockchain technol-ogy, such as Bitcoin, is subject to extreme volatility as there is a fluctua-tion in the price of the currency. As the blockchain technology is new to the market, extreme volatility is caused. The price of Bitcoin dropped to around $200 when China decided to ban the companies from raising ICO in the year 2017. 
		

		
			Crime: Due to anonymity, illegal transactions are caused. People have used this platform to perform illegal transactions based on virtual currency. 
		

		
			It is summarized that cryptographic methods contribute toward the secu-rity of the network by creating it hard for data manipulation along with providing personal security for the end users. It enables translucent transac-tions while retaining the privacy of the individuals. The Bitcoin uses pub-lic key cryptography to reach the project goal. Most of the industries use blockchain ideas in the value-producing network with higher security using the open-source power of the blockchain platforms. It will reduce the devel-opment time and will back the operations to support the critical workloads. 
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			Therefore, in order to overcome security issues, the blockchain technology is used in most of the industries. 
		

		
			1.6 CONCLUSIONS 
		

		
			It is concluded that Internet of things (IoT) is an exciting paradigm in the emerging technology. It has significant problems in its current stage; IoT is infeasible and also hazardous. IoT devices are connected with a web of devices that can operate with minimal computational power along with embedded chips for connectivity purposes. It has significant security flaws, and the researchers can demonstrate the capability as well as creativity in the breach-ing of IoT devices. The hackers can manage to control implanted devices, disable the cars remotely and prevent the launch of the DDoS attacks. It is analyzed that IoT security flaws revolve around three areas such as authenti-cation, transaction and connection. The distributed ledgers can seem such as there are some minor changes into IoT networks to consider how physically distributed the systems are being, and the blockchain is used as killer applica-tions. IoT devices interact with recognized as well as unrecognized devices. The application is tracking actions of network components that can verify that the record is another big goal for the IoT. The auditable feature of IoT and blockchain technology improves data analytics, network performance and the safety of the data. The blockchain is ideal to create consistent networks. With the use of blockchain applications, transactions are useful for IoT. They are performed by machine-to-machine interactions; micro-interactions ensure economic probability as well as optimality. The blockchain is considered an alternative to track registrations as well as system updation. 
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			A bstrAct 
		

		
			The Internet of Energy (IoE) paradigm is an advancing area of research in the field of energy efficiency encompassing data collection, processing, visu-alization, and decision making. Smart energy monitoring has witnessed technological advancements such as smart metering and IoE networking, allowing the expansion of smart energy networks in smart households. In this book chapter, we aim to understand energy behavior through big data collection and classification and improve energy efficiency using data 
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			lakes. A specialized case study is reported on the ODROID-XU4 mul-ticore platform to realize a setup developed at De Montfort University (DMU), UK, at the Energy Lab and Artificial Intelligence (AI) Lab. It is aimed to build a novel appliance-level energy data lake with contextual ambient environmental data. Also, a novel labeling system is introduced for classifying domestic energy consumption coupled with data visualiza-tion examples. In conclusion, the proposed work aids in exploiting energy efficiency technologies for improving energy efficiency via an innovative, automated energy efficiency framework. 
		

		
			2.1 INTRODUCTION 
		

		
			
				Energy efficiency, in the realm of domestic building, is in ever-increasing importance 
				[1]. 
				Individuals, societies, cities, and governments are taking bold steps toward reducing adverse effects of global warming on planet earth. Before the point of no return [2], the world must unite to curb pol-lution and take superb advantage of renewable energy resources, and most importantly, transform the behavior of individuals from energy consumer-ism to conscious energy saving 
				[3, 
				4]. 
			
		

		
			
				One of the approaches to battle end-user energy consumerism is through the utilization of smart technology, namely the use of big data and Internet of Things (IoT) [5,6]. To effectively manage and improve energy consump-tion, an understanding of the consumption and its surrounding context is required, whereby sensory devices are employed to collect power consump-tion data as well as ambient environmental conditions, together to gather a broad yet precise understanding of each specific environment ’s consumption patterns. Therefore, when enough data are collected, useful insights can be extracted, and more constructive energy decisions can be made with respect to the underlying context. Collectively, this engenders the term Internet of Energy (IoE), where IoT is used for energy efficiency purposes 
				[7 
				–9]. 
			
		

		
			In essence, the application of IoE without the use of data analytics would not yield effective outcomes. Since the nature of the collected datasets is large, artificial intelligence (AI) algorithms are applied to yield meaningful conclusions that help shape energy consumption toward higher efficiency. Hand in hand with AI, visualizing the data can be a powerful tool for extri-cating relevant knowledge from data. 
		

		
			
				As a subset of AI concerned with learning from data without explicit instruction 
				[10], 
				machine learning (ML) algorithms may require powerful computing platforms. Sometimes, ML tasks can be outsourced to cloud servers, a cost-effective, scalable, and high computational power option 
				[11]. 
				Despite the benefits, data privacy and application-sensitive latency can be potential pitfalls of relying on cloud computing for AI 
				[12 
				–14]. 
				Henceforth, the “edge ” comes into play, where local computational resources are 
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			securely exploited to train ML algorithms at high performance. After over-coming the initial setup cost of edge computing platforms, computational costs can potentially drop to a viable minimum, coining the term edge AI. 
		

		
			Edge AI for IoE is a vast unplotted map of research opportunities, com-prising three main sub-areas: (1) IoE data collection that involves sensors, embedded systems, wireless communication, and backend server configura-tion; (2) IoE data analytics with edge AI comprising pre-processing, classifi-cation, and data visualization; and (3) IoE decision making and integration where there are personalized recommendations based on the extracted meaning, coalescing to form a suitable energy-saving solution. 
		

		
			
				In terms of related work, a number of recent contributions can be found. First, Kafle et al. 
				[7] 
				addressed recent IoE solutions applied in several fields as well as technical challenges including security and commercialization. The key technologies are introduced with respect to the energy router as a significant element of the IoE network as well as storage devices, distributed renewable energy sources, plug-and-play interface, and electric vehicle inte-gration. The article also presents similarities and differences between IoE and current distributed Internet infrastructures. 
			
		

		
			
				Moreover, targeting building energy management systems (BEMS), Hannan et al. 
				[8] 
				investigated the challenges and recommendations for such systems employed with IoE. The article addresses the drawbacks of other existing systems, such as the net Zero Energy Buildings (nZEBs) to comply with issues including the complexity of large-scale BEMS data and network obstacles. The article also introduces a critical review over the IoE-based BEMS for the energy efficiency improvement. 
			
		

		
			
				On the other hand, Shahinzadeh et al. 
				[15] 
				specifically addressed IoE for the applications of smart power systems, as they are considered the main element of the energy ecosystem. The article addresses several aspects including renewable energy generation, large-scale energy storage, thermal power plants, system operations and protection, and end-user consumption management in smart buildings. 
			
		

		
			
				The authors of 
				[16] 
				highlighted that the availability of renewable energy sources, along with advances in sensing and communication technology, has resulted in the long-term functioning of contemporary energy systems. Also, main difficulties and unresolved concerns with the IoT when inte-grated with energy systems in a review are examined. They evaluated the feasibility of several IoT/IoE data transmission and communication pro-tocols for implementation in a contemporary grid system. Furthermore, various wireless IoT communication technologies are evaluated for their applicability in multilayer network architecture and energy system applica-tions. Because an IoE system may produce a significant quantity of data, the appropriateness of certain current IoT-supported device message pro-tocols and wireless connection or communication protocols is evaluated. 
				Figure 2.1 
				illustrates how IoT and IoE can shape smart cities. 
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				Similarly, utilizing the capabilities of sensor-based IoE technology, user behavior is anticipated, and their energy usage habits are detected and con-trolled. In 
				[17], 
				an IoE-based architecture is proposed to resolve the existing challenges in energy management in order to use and generate energy in the most efficient way possible, as well as provide guidelines for the develop-ment of a sustainable energy structure that will present both opportunities and solutions for current types of challenges with the help of IoE. 
			
		

		
			A BEMS design proposed in [18], is an efficient technique for monitor-ing and managing a building ’s energy requirements. To address the present building energy management system ’s existing difficulties, such as huge quantities of BEMS energy data, energy data loss, and energy overload, a BEMS based on the IoE has been suggested. In this article, the potential of IoE-based BEMS for improving building energy usage performance in the future has been discussed. 
		

		
			
				Furthermore, smart sensor networks provide a plethora of possibili-ties for smart grid applications such as power monitoring, demand-side energy management, distributed storage coordination, and the integration of renewable energy producers. The gathering of ever-increasing quantities of data presents new difficulties for big data storage and processing. As a result, suggestions and techniques for usage in the future of smart grid and IoE are discussed in 
				[19]. 
				The uses of smart sensor networks in the smart power grid sector are investigated as well as the methods for managing large data produced by sensors and meters for application processing. 
			
		

		
			From another control theory point of view, it is important to be able to predict the correct state of an IoE system with adequate accuracy; hence-forth, in [20], an IoE-focused H-infinity centralized state estimation model is proposed for microgrids. It shows that the authors ’ method can achieve superior evaluation metrics than existing approaches. Thusly, the proposed model can assist IoE smart grid communication systems by providing dynamic state estimations effectively. 
		

		
			Moreover, Shahzad et al. ’s study focused on the deployment of IoE in industrial IoT applications [9]. The article highlights the significance of 
		

		
		
			Figure 2.1 IoT and IoE architecture for smart cities. (Adapted from [16].) 
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			factory and industry applications, challenges, and architectures for the implementation of novel technologies. Challenges include the types of com-munication, cyberattacks, middleware, mobility, data integrity, and scal-ability and also: 
		

		
			1. Lightweight security features that work around the computational constraints of edge devices and fine-grained security features; 
		

		
			2. Extended investigation of potential cyberattacks and more effective physical intrusion detection mechanisms; 
		

		
			3. Revamped utilization of distributed computing as in secure mesh net-works and blockchain systems; 
		

		
			4. Optimized communication latency as well as bandwidth usage for edge devices; 
		

		
			5. More thorough consideration of data management and aspects such as collection, accumulation, aggregation, processing, and storage strategies, whether offline or online (e.g., cloud backups); 
		

		
			6. Developing context-aware edge devices that act based on ambient conditions, geolocation, preferences, etc.; 
		

		
			7. Enhancements to the software tools used to develop edge computing applications and algorithms; and 
		

		
			8. Standardized schemes for large-scale deployments of edge networks. 
		

		
			
				Moreover, big data problems provide a significant challenge to conventional data management and analysis methods. To solve these issues, the idea of a data lake was developed. A data lake is a vast unstructured data repository that stores and manages all data in any format 
				[21]. 
				It is a research area of interest, especially to IoE, where data storage is a crucial prerequisite to producing effective classification and recommendations. As illustrated in 
				Figure 
				2.2, 
				data lakes can be an effective means to feed classification algo-rithms and data visualization programs. It also illustrates, in a Lego blocks metaphor, the different forms of data lakes in terms of raw unprocessed data, processed data, and visualized data through a story. 
			
		

		
			Henceforth, this work deals with using edge AI for IoE data collection as well as data analytics with particular interest in data lakes for preparing for ML classification. A case study on an IoE testbed at a UK institution is reported in terms of design, dataset, implementation, and discussion. By the end of this book chapter, the reader will identify the following contributions: 
		

		
			1. The use of IoE sensing for collecting power consumption as well as temperature, humidity, presence, light level, and barometric pressure in a novel appliance-level dataset; 
		

		
			2. The employment of edge computing platforms for managing collected data in a data lake form; and 
		

		
			3. Managing and visualizing energy date lakes locally on an edge com-puting platform. 
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			The remainder of this book chapter is organized as follows: Section 2.2 gives an overview of the larger energy efficiency framework. Section 2.3 discusses the testbed used to create an energy data lake and the means of labeling it. The current results are reported and discussed in Section 2.4, and the work is concluded in Section 2.5. 
		

		
			2.2 THE BIG PICTURE: FRAMEWORK OVERVIEW 
		

		
			As part of an umbrella project encompassing different aspects of energy behavioral economics, the grand aim is to unleash building energy effi-ciency opportunities with the use of IoE technology packaged in a cohesive, integrated framework. In a nutshell, the overall energy efficiency frame-work ’s aims can be summarized as follows: 
		

		
			1. Effective, privacy-preserving, yet cost-effective contextual energy data collection system; 
		

		
			2. Robust classification and recommendation system accessible by energy end-users; and 
		

		
			3. A rich, open-access dataset of context-aware appliance-level data. 
		

		
		
			Figure 2.2 Overview of a data lake and its forms. 
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			More specifically, as shown in Figure 2.3, the proposed system is composed of two cores: a hardware core that corresponds to sensors and IoT devices, and a software counterpart that relates to logic (e.g., data acquisition and management) and intelligence (e.g., AI-based algorithms). 
		

		
			The hardware part comprises a testbed of an edge computing device con-nected to a sensing board for ambient condition sensing. Being connected to a wireless network, the edge device collects temperature, humidity, light level, barometric pressure, and occupancy. Also, a number of smart electric plugs gather voltage, current, and power data, wirelessly transferred to the edge computing device. In this work, an ODROID-XU4 is chosen as the edge computing platform, where it stores, processes, and makes the data available in an accessible data visualization interface on the web and mobile devices. 
		

		
			On the flipside, the software counterpart involves programming the sens-ing board to correctly sense ambient conditions, store them in a secure manner on the ODROID-XU4, make a copy at a cloud server, and process the data using a number of algorithms. The software part also deals with receiving power consumption data from smart plugs as well as configuring the data visualization interface. 
		

		
			Retrospectively, the most important developmental aspect is the integra-tion between hardware and software to harmoniously achieve the intended aims of the project. Moreover, in the seminal article by Kafle et al. on the future of IoE [7], parallels between the Internet and IoE infrastructures are indicated as well as contrasts. Extending the analogy further, we are adding a “data lake analytics ” module to the existing infrastructure to close one of the biggest gaps in IoE research, namely the use of data lakes for trans-forming energy behavior. In the upcoming sections, the creation of a novel contextual energy dataset is discussed, followed by a succinct description of the processing and visualization aspects. 
		

		
		
			Figure 2.3 Overview of the IoE framework. 
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				In this work, we aim to understand energy behavior through big data collection and classification to improve energy efficiency using behavioral economics, deep learning (DL)-based recommender systems, and intui-tive data visualizations. Hence, we will contribute to United Nation ’s Sustainable Development Goals 7, 8, 11, 12, and 13 on clean energy, contributing to economic growth, developing sustainable cities, endors-ing responsible consumption, and taking serious climate action 
				[22]. 
				Therefore, in terms of impact, urban living standards can significantly benefit from the outcomes and tools of such innovations, in addition to the immense social value gained from utilizing recommender systems in reducing energy consumption to the convenient minimum. 
			
		

		
			Motivated by the ever-evolving need for smart energy efficiency solutions, a study at De Montfort University (DMU) is taking place to investigate the use of AI in improving energy behavior by means of personalized, data-driven recommendations. The study is located in both the Energy Lab in the Institute of Energy & Sustainable Development (IESD) and the AI Lab at the Institute of AI (IAI) as data collection and analysis hot spots. 
		

		
			2.3 ENERGY DATA LAKES 
		

		
			2.3.1 Introduction 
		

		
			
				Conventionally, data come in three main representations: structured, semi-structured, and unstructured. Also, big data is used to identify datasets that are so large in entries that exceed traditional computational capabili-ties of managing them 
				[23]. 
				Correspondingly, data lakes are repositories of raw-formatted data, stored as their natural file types, whether binary, blob, JavaScript Object Notation (JSON), comma-separated values (CSV), Structured Query Language (SQL), etc. As less organized data representa-tions, data lakes allow facilitated processing using ML and visualization purposes. As the names hint, data lakes are designed to hold big data repos-itories that are usually unstructured 
				[23]. 
			
		

		
			In a data lake, a flat structure dominates the repository, where raw val-ues are semantically identified using a unique identifier (e.g., a timestamp) coupled with metadata tags. In spirit, data lakes support real-time or near-real-time data acquisition speed and are quite cost-effective in preliminary analysis of raw data using ML algorithms. 
		

		
			
				In this context, we follow a similar approach to collecting contextual appliance-level energy data. Using energy data lakes, power consumption information coupled with ambient conditions of the environment can be conveniently accumulated into an ever-expanding raw-formatted dataset. Specifically, 
				Table 
				2.1 
				describes the energy data lake. 
			
		

		
			Accordingly, such an energy data lake is created to facilitate knowl-edge extraction via ML algorithms as well as effective data visualization. 
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			Therefore, the hardware aspects of the data generation and storage are described next. 
		

		
			2.3.2 Edge computing platform and sensing testbed 
		

		
			
				Before delving into the sensory testbed used to fill up the energy data lake, we provide a brief introduction to the single-board, multicore edge platform employed as the datastore and manager, the ODROID-XU4 
				[24]. 
				It is a single-board computing platform that has low power usage and has a rather compact form factor relative to most other built-in ARM units. It houses the combination of an ARM Cortex-A15 and Cortex-A7 big.LITTLE CPU, and an ARM Mali-T628 GPU, which is advantageous when running deep ML algorithms locally in terms of processing time. 
			
		

		
			
				The ODROID-XU4 board does not only store data, but is directly con-nected to ambient environmental sensors and to the smart plugs to collect environmental and power consumption data, respectively. It also creates a cloud backup of the data, following hybrid edge-cloud approach. Also, the ODROID-XU4 handles all the means to process and visualize the energy data lake. This is considered an advancement in the field where all the acqui-sition and processing stages are efficiently consolidated in one edge device. 
				Figure 
				2.4 
				illustrates the edge computing platform role and the hybrid edge-cloud approach employed for creating the energy data lake. 
			
		

		
			
				As a complementary board used alongside the ODROID-XU4, the Google Coral Dev Board is a single board computer equipped with a quad Cortex-A53, Cortex-M4F, integrated GC7000 Lite Graphics, and a tensor processing unit (TPU) capable of conducting ML edge operations with a relatively higher speed 
				[25]. 
				The board is equipped with built-in wireless 
			
		

		
			Table 2.1 Energy data lake overview 
		

		
			Data format JSON 
		

		
			Datastore location Stored in both edge computing device and cloud datastore Frequency 5 sec–2 min 
		

		
			Data duration Minimum 3–6 months 
		

		
			Data size 100–500 MB 
		

		
			Acquisition site DMU AI and Energy Labs 
		

		
			Data contents 
		

		
			• Power consumption data (V, A, W) 
		

		
			• Temperature (°C) 
		

		
			• Humidity (%) 
		

		
			• Barometric pressure (Pa) 
		

		
			• Light level (lux) 
		

		
			• Carbon dioxide (CO2) level (PPM) 
		

		
			• Room occupancy (binary) 
		

		
			• Outdoor conditions (e.g., temperature, humidity, ultraviolet (UV) index, from an online weather service) 
		

		
			a 
		

		
			
				https://www.accuweather.com/en/gb/leicester. 
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			capability and can be connected to an external Environmental Board devel-oped by the same manufacturer. 
		

		
			
				In a testbed developed at DMU at the Energy Lab and AI Lab, it is aimed to build a novel appliance-level dataset with contextual ambient environ-mental data. Power consumption data are collected via smart plugs that transfer the data locally to the ODROID-XU4 board. The ODROID-XU4, on the other hand, accumulates temperature, humidity, luminosity, and barometric pressure via an externally connected WEATHERBOARD. After the ODROID-XU4 performs edge AI computations on the collected data, to clean it, summarize it, anonymize it, and classify it, it transmits them to a cloud server for further deep processing and storage. Henceforth, the innovation lies in the use of the mentioned platforms to collect, process, and visualize energy and environmental data via edge AI. 
				Figure 
				2.5 
				illus-trates the heterogeneous sensing setup. 
			
		

		
			
				Collected energy and ambient environmental data are stored both in the ODROID-XU4 and in a backup cloud server (i.e., Google Firebase Database). This allows for both local processing and cloud offloading of selected clas-sification tasks. Moreover, as signified in 
				Table 
				2.1, 
				the energy date lake is stored in a raw JSON format, the default structure of Firebase Database. 
			
		

		
		
			Figure 2.4 Hybrid edge-cloud for creating an energy data lake. 
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			It is worthy to mention that when running deep ML algorithms the data may be converted to CSV format via a script. 
		

		
			In order to ensure data correctness, a number of reference meters are used for temperature, humidity, light level, and power consumption to obtain accuracy metrics of the sensors used to build the data lake. As enumerated in Table 2.2, sensing reference apparatuses are compared with the employed sensors in terms of accuracy. 
		

		
		
			Figure 2.5 Proposed heterogeneous sensing setup. 
		

		
			Table 2.2 Sensing reference apparatuses 
		

		
			Sensing 
		

		
			Datasheet 
		

		
			accuracy 
		

		
			apparatus Component name Sensor used Temperature BME280 WEATHERBOARD 
		

		
			±1 C 
		

		
			ThermoPro TP52 Reference meter 
		

		
			±1 C 
		

		
			Humidity BME280 WEATHERBOARD 
		

		
			±4% 
		

		
			ThermoPro TP52 Reference meter 
		

		
			±2%–3% 
		

		
			Light level Si1133 WEATHERBOARD 
		

		
			±100 mlx 
		

		
			(milli-lux) 
		

		
			V·RESOURCING W-U113 Reference meter 
		

		
			±3% 
		

		
			Power Energenie MiHome Energy 
		

		
			Monitor Plug - MIHO004 
		

		
			Smart plug N/A 
		

		
			Energy Saving Appliance 
		

		
			Power Monitor for 
		

		
			Household Use - ENER00 
		

		
			Reference meter 
		

		
			±2% 
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			2.3.3 Labeling with the energy micro-moment (EMM) index To understand the contents of the energy data lake, proper labeling of 
		

		
			
				data is essential for effective classification, and in turn, recommendations. Another critical building block is the concept of micro-moments. Pioneered by Google for online marketing 
				[26], 
				micro-moments are considered as short contextual events comprising a specific end-user behavior. Adopted to the energy context, micro-moments represent an informational building block of a consumption action and can be considered as the missing link between behavioral economics and AI systems 
				[1,27]. 
			
		

		
			Building upon the empirical work of [28], Table 2.3 lists the five energy micro-moment (EMM) indexes, from healthy (EMM 0) to extremely excessive (EMM 5). They range from normal consumption to identify-ing appliance status change, and also classifying unhealthy consumption into environment-based consumption (i.e., consuming unnecessary power because of ambient environment), no-presence-based consumption (e.g., leaving heating on while outside room or house), and extreme consumption levels in terms of power magnitude. 
		

		
			To illustrate the EMM index further, let us take a case study of Adam liv-ing in an urban apartment. During the morning, Adam turned on the kettle (EMM 1) to make tea and retrieved milk from the fridge (EMM 0). Then Adam went for errands and forgot the heater is on (EMM 2). Later in the afternoon, Adam returned, turned off the heater (EMM 2), and switched on the lights (EMM 3) despite the fact that there was bright daytime light. In the evening, Adam fetched a meal from the fridge and cooked it in the microwave (switch on: EMM 1), but he forgot to close the fridge door, which increased its power consumption beyond normal levels (EMM 4). This example, despite its simplicity, reflect common healthy and unhealthy end-user energy habits. Thus, the EMM index can be used as a powerful tool to classify energy data lakes into meaningful cluster for further analysis. It is noteworthy to mention that this example involves a specific case study of a domestic end-user using a specific set of appliances in a given indoor and outdoor environment. In order to scale the example to span more case studies for a variety of appliances, behaviors, and environments, a large, rich dataset is required to train ML classifiers to be able to adapt accordingly. 
		

		
			Table 2.3 The EMM index 
		

		
			Index Description 
		

		
			0 Normal consumption 
		

		
			1 Switch appliance on/off 
		

		
			2 No-presence normal consumption 
		

		
			3 Context-based excessive consumption 
		

		
			4 Extremely excessive consumption 
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			2.4 RESULTS AND DISCUSSION 
		

		
			2.4.1 Testbeds overview 
		

		
			This book chapter is an introduction to the use of data lakes for IoE appli-cations, with particular interest in computing edge platforms. In this sec-tion, we overview some preliminary results concerning the sensing testbed and expound upon data visualization of a sample of energy data lake. 
		

		
			It is worthy to mention that the data are stored using a hybrid cloud-edge methodology where sensing data are uploaded to the cloud Firebase Realtime Database (as a NoSQL JSON database) as well as a local SQLite database on the ODROID-XU4 edge unit at the AI Lab using Home Assistant (HA). It is notable to highlight that two broadband 4G routers are used for connecting the ODROID-XU4 boards and the other sensing units to the Internet, placed at the AI Lab and the Energy Lab. 
		

		
			AI Lab: As shown in Figure 2.6, the testbed demonstrated in the AI Lab is designed to collect and analyze indoor ambient conditions such as temperature, humidity, light level, and barometric pressure. It also acts as an edge AI comput-ing platform, where the collected information from WEATHERBOARD chip is classified using a DL algorithm on the ODROID-XU4. The ODROID-XU4 in the AI Lab acts as the master datastore of the energy data lake. It also cre-ates continuous backups of the lake on Firebase Database. 
		

		
		
			Figure 2.6 AI Lab testbed. 
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			Energy Lab: Similar to the setup of AI Lab, the testbed includes an ODROID-XU4 that collects ambient conditions as well as voltage, power, and current from smart plugs connected to domestic appliances. It also gath-ers CO 2 concentration levels as well as occupancy data. Also, a TV screen is connected to the ODROID-XU4 board for real-time data visualization pur-poses. When the ODROID-XU4 is turned on, it runs an automated script that operates a HA-based real-time data visualization dashboard on the TV screen. Figure 2.7 shows the Energy Lab setup. 
		

		
			2.4.2 Sensing accuracy 
		

		
			
				Tables 
				2.4 
				and 
				2.5 
				summarize the sensing accuracy for the employed smart plugs and ambient environmental sensors, respectively. With respect to ODROID-XU4, the values have been compared with a similar setup of the Coral Dev Board and its Environmental Board. 
			
		

		
			As per the reported results, both power and ambient reading yielded rela-tively accurate data for the purpose of creating an energy data lake for data analysis purposes. Indeed, further measurements with a variety of appli-ances would improve data validation, which is the blueprint of future work. 
		

		
			Further, it has been noticed that a pronounced accuracy discrepancy between the Coral Dev Board and Environmental Board is witnessed for temperature, humidity, and ambient light level. Initially, the errors have been induced by the emitted heat of the Coral Dev Board, due to its physical prox-imity with the Environmental Board. After distancing the Environmental Board by installing additional header connectors, the discrepancy decreased, yet it remains considerable and not reliable enough for longitudinal studies. 
		

		
		
			Figure 2.7 Energy Lab testbed. 
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			With regard to the ODROID-XU4 WEATHERBOARD, it provides higher accuracy for the measured parameters; however, it is important to tighten its wiring to the ODROID-XU4 as loose wiring drastically affects reading fidelity. 
		

		
			2.4.3 Data visualization 
		

		
			
				Following data collection and analysis, interactive visualizations can aid in obtaining insights that highlight patterns and anomalies. For this purpose, we have utilized HA , an open-source home automation system. HA enables connecting multiple data sources (sensors, cloud, public data, etc.) all in a singular data repository. On HA, data are compiled into one SQLite database 
				[29], 
				another form of data lakes. Running on AI Lab ’s ODROID-XU4, HA includes a dashboard named LoveLace 
				[30], 
				which enables a number of use-ful visualizations of the energy data lake collected from the testbed sensors. LoveLace enables organizing data visualization as pages (i.e., AI Lab page and Energy Lab page) and offers different visualization options (known as cards) based on the nature of data (e.g., time series, binary, scale, and occupancy). Also, custom cards can be developed to allow for innovative visualizations. 
			
		

		
			
				Figures 
				2.8 
				and 
				2.9 
				show an example of a JSON representation of an energy data lake entry and sample visualizations created using the HA LoveLace, respectively. The history of a given parameter can be retrieved by taping on its corresponding card, as illustrated in 
				Figure 
				2.10. 
			
		

		
			
				To illustrate some of the data recordings in the AI and Energy Lab data lakes, 
				Figures 
				2.11
				–2.13 
				show ambient environmental conditions collected at the AI Lab for 8 hours on a given day, CO 2 and occupancy data at the 
			
		

		
			1 
		

		
			
				https://www.home-assistant.io/. 
			
		

		
			Table 2.4 Smart plug metering accuracy 
		

		
			Appliance Average power (W) Accuracy (%) 
		

		
			Vodafone R219 Mobile Wi-Fi 
		

		
			hotspot (fully charged) 
		

		
			1.4 
		

		
			±5.26 
		

		
			Coral Dev Board 3.8 
		

		
			±2.56 
		

		
			Table 2.5 Sensor accuracy 
		

		
			Parameter 
		

		
			ODROID-XU4 
		

		
			WEATHERBOARD 
		

		
			accuracy (%) 
		

		
			Coral Dev Board 
		

		
			Environmental Board 
		

		
			accuracy (%) 
		

		
			Temperature 
		

		
			±13.50 
		

		
			±26.57 
		

		
			Humidity 
		

		
			±0.90 
		

		
			±11.85 
		

		
			Ambient light level 
		

		
			±1.54 
		

		
			±57.3 
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			Energy Lab for 8 hours, and power consumption data for a full cycle of a washing machine at the Energy Lab, respectively. 
		

		
			2.5 CONCLUSIONS 
		

		
			In the pursuit of understanding energy behavior through big data collec-tion and classification and improving energy efficiency using behavioral economics, an edge IoE system for creating a novel energy data lake has been proposed. Specifically, a specialized case study is reported on the ODROID-XU4 platform at DMU at the AI Lab and Energy Lab. 
		

		
			Future work involves deeper data validation and developing ML algo-rithms for data classification into EMM indices and producing personal-ized energy-saving recommendations on a mobile application. 
		

		
			..., "1619545158" : { // 1619545158 is the Unix timestamp for April 27, 2021 "bar" : 99.986, 
		

		
			"hum" 
		

		
			: 27.641, 
		

		
			"lux" 
		

		
			: 367.36, 
		

		
			"temp" 
		

		
			: 35.765, 
		

		
			"occ" 
		

		
			: 1, 
		

		
			"co2" 
		

		
			: 406.31, 
		

		
			"power" 
		

		
			: 1.400, 
		

		
			“outdoor”: {…}, 
		

		
			}, ... 
		

		
			Figure 2.8 JSON representation of an energy data lake entry. 
		

		
		
			Figure 2.9 Smart data visualizations enabled by the collected data. 
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			In terms of impact, urban living standards can significantly benefit from the outcomes and tools of such innovations, in addition to the immense social value gained from utilizing recommender systems in reducing energy consump-tion to the convenient minimum. To conclude, vast positive impact can be created when innovation meets technology, in other words, when behavioral 
		

		
		
			Figure 2.10 Parameter history example on the HA dashboard. 
		

		
		
			Figure 2.11 Ambient condition data at the AI Lab for 8 hours on August 18, 2021. 
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			economics, micro-moments, recommenders combined to foster transforming the epicenter of energy efficiency challenges: the behavior of individuals. 
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			Internet of things (IoT) has become a trend that attracts many scientists, businesses, and application research and development organizations in recent years. However, security for IoT devices in general and resource-constrained IoT devices, in particular, has become an important issue. This chapter will present an overview of resource-constrained IoT devices and explain the characteristics of resource-constrained IoT devices that make integrated information security and safety solutions currently 
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			unavailable, such as traditional electronic devices (i.e., PCs, laptops, and servers). This chapter will also go through the issues related to the tradi-tional electronic device agents and the resource-constrained IoT device agents. Unlike traditional electronic devices with mostly i386-based processors and Windows operating systems, resource-constrained IoT devices use a variety of different processors such as MIPS32, MIPS64, ARM, ARM64, PowerPC, and SPARC and need limited resources (i.e., storage and processing). The data collected by the agent on the resource-constrained IoT devices are of different varieties (i.e., from network traffic data (PCAP) to system data of the device (syscalls, PID, etc.)); therefore, detecting and preventing cyberattacks against resource-constrained IoT devices is effective and practical when preventing cyberattacks is handled directly on resource-constrained IoT devices. 
		

		
			3.1 INTRODUCTION 
		

		
			The Internet is one of the most typical achievements of the Third Industrial Revolution (the 1990s). Humanity has been strongly using the Internet for different purposes in their daily life until the Fourth Industrial Revolution or Industrial Internet rapidly transformed the industry in every country, taking place globally. This revolution is characterized by a fusion, without boundar-ies between technology, physics, digital, and biology domains. The core tech-nologies in the Industry 4.0 are artificial intelligence (AI), Internet of things (IoT), and big data. In this chapter, the authors will focus on IoT. 
		

		
			
				Throughout the Fourth Industrial Revolution, several fields and applica-tions utilize the IoT for providing better services, such as education, medical healthcare, politics, society, and economy, with remarkable achievements in a short time 
				[1]. 
				IoT plays an important role in these applications and fields by providing multiple solutions to improve people’s lives. For example, in the medical healthcare sector, IoT improves medical quality by enabling remote medical consultation, continuous monitoring of a patient ’s condition, or automatic transmission and analysis of collected data by devices. In addi-tion to the conveniences brought by the Industrial Revolution 4.0, informa-tion security in cyberspace is becoming increasingly complex, potentially posing many risks that directly affect national security, the legitimate inter-est of the citizens. These threats are increasingly present as supply chains, factories, consumers, and related activities are interconnected. 
			
		

		
			
				Different from traditional computers, IoT devices are very diverse in hard-ware types and architectures, so it is the diversity of IoT devices that makes the number of IoT devices explode. It is expected that by 2025, there will be about 75 billion devices used in many fields and industries, which will bring many experiences to users such as smart homes, transportation, and health-care. According to Gartner’s research 
				[2], 
				by 2020, there will be an estimated 25% of attacks on centralized information systems and IoT devices, and more 
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			and more industries and fields will apply IoT technology, which will cause the number and scale of cyberattacks to continue to increase. In addition, a research by OWASP (Open Web Application Security Project) also shows that 75% of IoT devices are at risk of intrusion attacks. From an attacker’s perspective, IoT devices are an attractive environment because, unlike tradi-tional computers, IoT devices operate 24/7/365, are hard to be installed with anti-malware solutions, and use weak authentication, which makes it easy for attackers to get deep-level access to IoT devices (e.g., BusyBox). With that fact, many domestic and foreign individuals and organizations have paid attention to and invested in researches on ensuring information security for IoT devices. 
		

		
			Addressing the problems above, the chapter aims to: (1) present an over-view of resource-constrained IoT devices and explain the characteristics of resource-constrained IoT devices that make integrated information security and safety solutions currently unavailable, such as traditional electronic devices, and (2) present the traditional electronic device agent and the resource-constrained IoT device agent. 
		

		
			In order to achieve the stated research objectives, this chapter will focus on answering three research questions posed, which are as follows: 
		

		
			• Research Question 1 (RQ1): What is the difference between resource-constrained IoT devices and traditional electronic computing devices? 
		

		
			• Research Question 2 (RQ2): What are the current methods to effec-tively detect IoT devices cyberattack? Are these methods suitable for resource-constrained IoT devices? 
		

		
			• Research Question 3 (RQ3): Based on the information presented in RQ2, which method can be built for resource-constrained IoT devices for detecting and preventing cyberattacks and solving the resource-constrained IoT device differentiation problems outlined in RQ1? 
		

		
			This chapter describes the basic security principles that must be understood and addressed in intelligent agent deployment on resource-constrained IoT devices. It begins by exploring IoT device type classification and explains at an accessible level for resource-constrained IoT devices. Constrained IoT devices will have properties and architecture that affect the development of intelligent agent integrated on IoT devices in cyberattack detection and prevention. The chapter concludes by looking into future developments in security for constrained IoT devices using the intelligent agent. 
		

		
			3.2 BACKGROUND 
		

		
			To answer RQ1, in this section, we will focus on presenting three main contents: Internet of things devices, constrained IoT device operating sys-tems, and constrained IoT device cyberattacks. In this section, we will provide the readers with the awareness about IoT devices, in general, and 
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			resource-constrained IoT devices, in particular, thereby seeing the differ-ence between resource-constrained IoT devices and traditional electronic computing ones. 
		

		
			3.2.1 Internet of things devices 
		

		
			
				The term “Internet of things ” (IoT) in recent years has become popular and attracted a lot of attention from the technology world. In 1999, the idea of the term Internet of things (IoT) was first defined by Kevin Ashton, co-owner and CEO of Auto-ID Center 
				[3]. 
				However, as early as the 1980s, the first Internet-connected device was the Coke vending machine at Carnegie Mellon University. The term IoT was really popular after the 4th world conference on informa-tion technology (Internet Protocol version 6 or Internet Protocol 6th genera-tion) took place in France in 2014, on the basis of the concept of IoT that has been defined by many professional standardization bodies, organizations, and associations in the field of IK technology, as well as many previous research-ers. They include, for instance, International Telecommunication Union, IoT European Research Cluster, Cisco, and Oxford Dictionary. In this chapter, the authors use the term IoT to refer to a platform that includes “things ” (physi-cal and virtual) integrated on objects, people, environments, and the ability to connect, collect, share, and process data for services of different purposes. 
			
		

		
			
				According to the forecast results of market research company Statista (Germany) 
				[4], 
				the number of IoT devices will explode. In 2025, it is esti-mated to reach nearly 75 billion devices, 2.4 times higher than in 2020, as illustrated in Figure 3.1. 
			
		

		
			As can be seen, IoT is the fastest growing field in the recent history of computing. At the same time, through the concept of IoT, it is found that in the IoT environment, there are many different types of devices such as smartphones, personal computers, laptops, smartwatches, smart TVs, 
		

		
		
			Figure 3.1 Number of IoT devices from 2015 to 2025 [4]. 
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			printers, scanners, IP cameras, and routers. The explosion of IoT devices has a strong impact on human life, work, and society. IoT devices are pres-ent everywhere, in most industries and fields such as healthcare, production line management, energy management, intelligent transportation system, and power transmission system, as illustrated in Figure 3.2. 
		

		
			
				Applications of IoT devices are diverse, and there are many criteria to classify IoT devices 
				[5], 
				such as vendors, protocols, and connected objects. However, the above classifications are not comprehensive because the IoT is a relatively new and evolving field, and this classification is extensible to take new types into account. Therefore, to categorize IoT devices in a general way, suitable for the evolution and development of IoT devices in the future, IoT devices are broadly classified into two categories 
				[6], 
				con-strained and high-capacity IoT devices, as shown in 
				Figure 
				3.3. 
			
		

		
			• Constrained IoT devices: These are IoT devices with limitations such as low code storage (ROM/flash), low cache and state storage (RAM), low processor capacity, limited power availability, small device sizes, and low production cost, for example IP camera, routers, and SmartBox. 
		

		
			• High-capacity IoT devices: These are IoT devices that use the grid power and are capable of implementing power security features because the device configuration allows enough deployment resources (CPU, memory, and storage disk), for example server computer and personal computer. 
		

		
			
				Constrained IoT devices are divided into two subgroups 
				[7], 
				low-end IoT devices (Class 0) and middle-end IoT devices (Class 1). Class 0 or low-end 
			
		

		
		
			Figure 3.2 Illustration of the application of the Internet of things in real life. 
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			IoT devices are devices with confined resources such as power, memory, architecture, and computational competence. These IoT devices have sens-ing and actuating functions through lightweight communication proto-cols. They use a minimalist operating system with random access memory changing from 1 to 10 KiB (KiB = 1024 bytes) and flash memory changing from 10 to 60 KiB. With such resources, these IoT devices rarely deploy security solutions and hence become easy targets for cyberattacks. Class 1 or middle-end IoT devices are devices that have more resources as corre-lated to low-end devices. The RAM changes from 100 KiB to 100 MiB, and the flash memory ranges from 10 KiB to 100 MiB. Having more resources, these devices have abilities such as data filtering (i.e., router devices) and image processing (i.e., IP camera) and can be partially secured utilizing encryption of data. In this chapter, the authors focus on security research for constrained IoT devices with intelligent agents. 
		

		
			
				Constrained IoT devices have characteristics that differentiate them from current traditional computing technologies, such as 
				[8]: 
			
		

		
			• Uncontrolled Environment: Constrained IoT devices are highly por-table and self-propelled (IP cameras, routers, etc.). These devices can physically access multiple locations, depending on environmental con-ditions, and perform pre-programmed tasks without the need for user involvement. 
		

		
			• Heterogeneity: Unlike traditional data processing devices such as per-sonal computers with x86 processors, constrained IoT devices use a 
		

		
			Figure 3.3 Categorization of IoT devices. 
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			variety of processor architectures such as MIPS (Microprocessor with-out Interlocked Pipeline Stages), ARM (Advanced RISC Machines), and PowerPC (Performance Optimization With Enhanced RISC – Performance Computing). In addition, the heterogeneity is also reflected in the fact that IoT devices are based on different networks such as the Internet, telecommunications networks, and satellite net-works. Therefore, universal research for IoT devices is not easy. 
		

		
			• Constrained Resources: The constrained IoT devices are rarely deployed with security mechanisms to reduce production costs and reduce the size of devices, which makes constrained IoT devices resource constrained, such as low memory, small computing power, and low battery power capacity. 
		

		
			• Dynamic State: The state of constrained IoT devices changes dynami-cally, such as the time when they become active and asleep and the time when connected and disconnected, depending on the circum-stances of the devices, such as location, function, and moving speed. Furthermore, the number of IoT devices may also vary. 
		

		
			• Connectivity: Through IoT, things can be connected and interact with the global communication and information infrastructure regularly. Resource-constrained IoT devices are often active and connected 24/7 over a variety of protocols and large-scale interactions. 
		

		
			Typically, constrained IoT devices have a structure that includes the main components shown in Figure 3.4. 
		

		
		
			
				Figure 3.4 Structural overview of constrained IoT devices 
				[9]. 
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			Things are often very constrained in terms of size or power supply. Therefore, they are often programmed using microcontrollers that have very constrained capabilities. The software running on microcontroller-based devices aims at supporting specific tasks. Major component key blocks on resource-constrained IoT devices include operating system (OS/RTOS); hardware abstraction – a software layer that enables access to the hardware features of the microcontrollers, such as flash memory and serial interfaces; communication – driver and protocol allowing to connect the device to a wired or wireless protocol (i.e., Bluetooth, CoAP, Z-Wave, and XMPP) and enabling device communication; and remote management – the ability to remotely control the device to upgrade its firmware or to monitor its battery level. In addition, there are some other components in the HAL block, which are as follows: 
		

		
			• CPU: It controls all device operations based on operating system executables. 
		

		
			• ROM: It contains programs that check automatically and may have the most basic components such that the device can perform a mini-mum number of operations even without an operating system or when the operating system is damaged. 
		

		
			• RAM: It allocates memory for processes such as buffers, configuration files when running, and parameters to ensure the operation of the device. 
		

		
			• Flash: It is a memory capable of writing and erasing, with no data loss when power is lost. Usually, the device’s firmware is stored here. Depending on different devices, the operating system will be run directly from flash or uploaded to RAM before running. 
		

		
			• NVRAM (non-volatile RAM): It has the same function as flash, but with less storage capacity. NVRAM usually contains the device’s con-figuration file to ensure that when booting, the device’s default con-figuration is loaded to the correct state it was kept automatically. 
		

		
			
				The main component that ensures all the operations of constrained IoT devices is the firmware. The structure of the firmware is very diverse, depending on the function and design of each manufacturer. Firmware is divided into the following types 
				[10]: 
			
		

		
			• Full-blown (full-OS/kernel + bootloader + libs + apps): These are usu-ally Linux or Windows firmware because they contain a complete, but minimalist operating system. Applications can run in user mode, kernel modules, and drivers. 
		

		
			• Integrated (apps + OS-as-a-lib): This is an incomplete firmware; the functions and operating system are built as a library, not with all the necessary components as in the full-blown version. 
		

		
			• Partial updates (apps or libs or resources or support): This type of firm-ware contains only files used in updating the firmware to be upgraded. 
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			3.2.2 Constrained IoT device operating system 
		

		
			To build programs, in general, and agents, in particular, to execute on IoT devices, the files need to satisfy the execution conditions for operating sys-tems on IoT devices. 
		

		
			
				The operating system is a collection of programs that act as a link between an application or user and devices. Programs are constructed and run on the operating system platform. In other words, the operat-ing system acts as a resource manager for complex systems. In a typical information system, these resources include processors, memory, tim-ers, disk drives, network interfaces, security, and support for multime-dia and power consumption. The operating system is installed on IoT devices to allow executable files to run on IoT devices and help operate and manage the devices. Therefore, it can be said that the operating system is responsible for managing and monitoring power consumption, allowing to run commands, programming the IoT device for its proper-ties, and allowing devices to communicate back and forth. Due to the heterogeneous nature and strict constraints on the characteristics of IoT devices such as energy capacity, capacity, memory capacity, and compu-tation, the operating system needs to be customized to meet the require-ments of constrained IoT devices. Therefore, operating systems such as Windows, Linux, Android, and iOS are dominant on the laptops, serv-ers, PCs, and mobile devices that are not directly suitable for devices in the constrained IoT space. Instead, the operating system should be light-weight to meet the requirements of constrained IoT devices with mini-mal hardware, yet following the security requirements. However, the operating system must ensure the three properties of IoT devices, includ-ing controlling, connecting, and communicating 
				[11]. 
				Thus, with the characteristics of constrained IoT devices, the commonly used operating system, based on the Linux platform, has been appropriately customized 
				[12]. 
				For example, through the 
				Shodan.io 
				search engine, the authors found that most network devices use the Kernel Linux 2.6.x kernel-based operating system. According to a review by Eclipse Foundation, Linux variants are the most utilized operating systems for constrained IoT devices, as shown in 
				Figure 
				3.5. 
			
		

		
			In addition, points to pay attention to when designing an operating sys-tem for constrained IoT devices are the following: 
		

		
			• Architecture: There are many architectures to choose from for operat-ing system design, such as monolithic (utilized for multilayer application system), microkernel (only the major functionalities run on kernel-land; other functionalities run in thread), modular (allows automatic addi-tion and replacement of components to the kernel at runtime), and vir-tual machine (virtual system over the actual running system). 
		

		
			• Programming model: The programming model of the operating system affects the development of applications and the selection of 
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			application programming languages. There are two main types of programming models, event-driven and multi-threaded. 
		

		
			• Scheduling: Scheduling strategy directly affects operating system capabilities. 
		

		
			• Memory management: It is the allocation and deallocation of memory resources. Memory can be divided into two types, static and dynamic memory. Static memory is allocated fixedly, while dynamic memory is flexibly allocated when it is required. 
		

		
			3.2.3 Constrained IoT device cyberattack 
		

		
			
				In this section, the risks associated with cyberattacks for resource-constrained IoT devices are presented. Many studies have presented information security threats to IoT devices 
				[14]. 
				However, such an approach to cyberattack risks will not be general, so this chapter presents an overview approach according to security requirements. For any information system or computing device, the three major security requirements that need to be satisfied are confi-dentiality, integrity, and availability, or the CIA triad 
				[15]. 
				Confidentiality ensures that messages are only accessed (read) by authorized objects (people, computer programs, etc.), and others are impossible. Integrity ensures that deleting or editing messages is impossible for any object except the targeted recipients and ensures that messages remain accurate when stored or trans-mitted. In addition, integrity maintains the authenticity of the data in the IoT system. Availability ensures that the system can be accessed anytime and can work in hostile situations. The CIA triad is not sufficient to take into account new attacks that arise on IoT devices. Therefore, in addition to the CIA triad, there are plenty of other security requirements that are specifically important for IoT devices, such as non-repudiation, privacy, accountability, audit, and credibility, as shown in 
				Table 
				3.1. 
			
		

		
			
				Figure 3.5 Ranking of operating systems for constrained IoT devices 
				[13]. 
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				There are different types of attacks to damage and breach security elements. Conceptually, cyberattacks on constrained IoT devices may be grouped into two complementary categories – active and passive attacks 
				[17]. 
			
		

		
			Active attacks are those where an attacker tries to modify the information or create a false message. Preventing these attacks is not easy because there are many potential physical, network, and software vulnerabilities. Rather than prevention, it emphasizes detecting the active attack and recovering from any disruption or delay caused by it. In contrast, passive attacks are attacks where the attacker performs unauthorized eavesdropping, simply monitoring the transmission or gathering information. The eavesdropper does not make any changes to the data or the system. In passive attacks, pre-vention is more concerned with detection. The significance of these attacks in constrained IoT device security is the basis for providing specific security solutions applied on constrained IoT devices for active and passive attacks. 
		

		
			Active attacks require state-of-the-art security mechanisms to prevent risks and mitigate damage, impact on the device, and network performance deterioration. Unlike active attacks, the defense mechanism deployed for passive attacks is limited to monitoring and mainly uses data encryption methods, so it has little impact on device and network performance. Some common attack forms under active attack and passive attacks against con-strained IoT devices are as follows: 
		

		
			
				Table 3.1 Major security requirements for IoT systems 
				[16] 
			
		

		
			Requirements Description 
		

		
			Confidentiality It is strictly forbidden to disclose information to unauthenticated 
		

		
			objects or to enter other systems, including the viewing of data in the real device or the cloning of device firmware itself. 
		

		
			Integrity Needed to ensure the data cannot be modified without detection. Availability All devices must be accessible while being used. The system is always 
		

		
			ready when needed, even during the attack. High availability and clustering solutions can support devices and services availability. 
		

		
			Non-repudiation It prevents data owners (or data generators) from the denial of 
		

		
			previously created data. 
		

		
			Privacy IoT devices have widespread connectivity. Recently, it has become 
		

		
			easier to track and identify objects, thus raising privacy concerns. For example, with BYOD devices, our bodies will be connected to the Internet, and with IP cameras, indoor space will be transmitted over the Internet. Therefore, the user’s private information must be kept confidential and prevent unauthorized disclosure. 
		

		
			Audit The ability of devices to implement defined privacy rules that allow 
		

		
			control of sensitive data. 
		

		
			Accountability The ability of devices to assign the responsibility of actions and 
		

		
			decisions to an entity. 
		

		
			Credibility The ability of devices to establish identification and ensure trust 
		

		
			between third parties (users/processes). 
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				• Denial-of-service attack 
				[18]: 
				A denial-of-service attack is one of the techniques to prevent legitimate users from accessing and using any information technology service, leading to loss of system availabil-ity. In order to perform an effective denial-of-service attack that can bypass the defense of the attacked object, the attacker organizes an attack with simultaneous participation from many different devices (usually from various IP ranges). This form of attack is often referred to as a distributed denial-of-service (DDoS) attack. DDoS attacks are the most common and easiest to perform attacks on constrained IoT devices due to the enormous amount of devices scattered all over the globe. It is greatly dangerous in military communication, energy transmission sectors (e.g., electricity, oil, and gas), and emergency operations (e.g., fire and medical facility). 
			
		

		
			
				• Traffic sniffing attacks 
				[19]: 
				Traffic sniffing attacking in general terms refers to secretly gathering working data in order to find confidential information. From an information security perspective, sniffing refers to capturing the traffic or routing the traffic to a target and later uti-lizing it for attacks such as DDoS attacks. This information can be usernames, passwords, unencrypted data info, authentication types, hardware details, or any information that is of value to the attacker. There are two kinds of sniffing – active and passive. Sniffing in the switch is active sniffing, and the process of sniff through the hub that has no memory to store data and can only run in half-duplex mode is passive. Most of the constrained IoT devices currently on the market do not have enough security mechanisms to mitigate such attacks and easily fall victim to such attacks. 
			
		

		
			
				• Masquerade attack 
				[20]: 
				A masquerade attack is any attack that uses a fake identity, such as a network identity, to gain unauthorized access to the target device or system through legitimate access identification. If an authorization process is not wholly protected, it can become immensely vulnerable to a masquerade attack, as it helps the attacker gain access much more easily. Once the attackers gain access, they can get into all the device or system data to delete or modify them, steal sensitive data, or alter routing information and network configura-tion. Most constrained IoT devices are used by users using the manu-facturer ’s default authentication info, which are values that hackers easily bypass. Therefore, constrained IoT devices with weak authori-zation processes are highly vulnerable and at high risk. Masquerade attacks perpetrate utilizing either stolen passwords or user credentials to gain unauthorized access to information systems through existing legitimate authentication processes. Access levels over masquerade attacks depend on the level of permission the penetrator achieves. Therefore, such attacks are usually triggered by someone inside or outside the organization. Therefore, such attacks are usually triggered by someone inside or outside the organization. For example, most of 
			
		

	
		
			Cyberattack detection and prevention on IoT devices 53 
		

		
			the constrained IoT devices are from outside the organization since they are always connected to the Internet. 
		

		
			
				• Message replay attack 
				[21]: 
				A replay attack is a category of network attack that can be organized in three steps, including eavesdropping on the secure network communication or data transmission between IoT devices or gateway, interception, and then fraudulently delaying or retransmitting it to misdirect the receiver into doing what the attacker wants (i.e., duplicate transactions). The danger of replay attacks is that an attacker doesn ’t even need high-level skills to decrypt the data transmitted after capturing because the entire message can be resent to gain access to the server. 
			
		

		
			
				• Port scanning 
				[22]: 
				A port is a point on a computing device where infor-mation exchange between programs and the Internet to other devices takes place. A port scanning is a typical method that attackers use for determining open ports or weak points on a device or network. This method also helps discover whether an organization is using active security devices such as firewalls. With constrained IoT devices, the port scanning has the following elements – SYN requests, source, target port, packets, firewall, open nodes, and listening nodes. There are sev-eral techniques of port scanning, but with constrained IoT devices, the half-open scan or SYN (short for synchronize) scan method is the most used. In this tactic, the attackers only send an SYN message and wait for an SYN-ACK response message, but don ’t complete the connection. Since the TCP connection was not completed, the system doesn ’t log the communication and leaves the target hanging. It’s a quick and sneaky technique aimed at learning if the port is open or not on target devices. 
			
		

		
			
				To combat the attacks on constrained IoT devices, employing a firewall is considered as the first layer of defense, but it is not an effective solution as the alteration and complication of IoT architectures 
				[23] 
				(e.g., diverse communication protocols). Therefore, an intelligent agent solution that is integrated right on constrained IoT devices to detect and prevent network attacks is necessary. 
			
		

		
			3.3 INTRUSION DETECTION AND PREVENTION 
		

		
			
				Despite having a large and direct impact, security studies for IoT devices, in general, and resource-constrained IoT devices, in particular, have not been given due attention from security individuals and organizations. One of the effective approaches to secure IoT devices is to use intrusion detection systems. In the early 1980s, Anderson performed intrusion detection stud-ies 
				[24]. 
				An intrusion detection system (IDS) is one of the main techniques utilized for the protection of traditional computer networks and adaptation to diverse technologies in the IoT environment 
				[25]. 
				The operations of an 
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				IDS are illustrated in Figure 3.6. The activities of an IDS are divided into three phases. The first phase is the collecting and monitoring stage, which relies on host-based or network-based sensors. The second phase, the analy-sis phase, relies on feature extraction techniques or pattern identification techniques. The last phase, the detection phase, relies on anomaly or sig-nature intrusion detection. The IDS observes the stream of network traffic to determine potentially harmful activities, and possible attempts may be logged or trigger an alert for system administrators 
				[26]. 
			
		

		
			Based on the first phase, the IDS is classified as host-based IDS (HIDS) and network-based IDS (NIDS). NIDS links to one or more network seg-ments to observe network traffic for malicious activities. HIDS is combined with a computer device and monitors abnormal activities happening within the device. Unlike NIDS, the HIDS analyzes both network-level informa-tion and system-level information, such as system calls, file system changes, and running processes. 
		

		
			
				Typically, agents are deployed on devices with high computing capacity. IoT device networks are composed of devices with constrained resource. Therefore, finding devices with the capacity to support IDS agents are more complex in IoT devices networks. The second distinct characteristic is rel-evant to the network architecture. In a traditional computer network, serv-ers connect directly to particular nodes (e.g., routers and access points) that are responsible for delivering the message packets to the destination. Meanwhile, the network of IoT devices is multi-hop. Based on the second phase, detection methods are classified into three main classes: signature-based, anomaly-based, and specification-based methods 
				[28]. 
			
		

		
			
				• Signature-based or misuse-based methods: This IDS detects a cyberat-tack when a system or network activity matches a cyberattack signature (a set of predefined rules) stored in the IDS database 
				[29]. 
				If any sys-tem or network behavior matches the stored signatures database, alerts are triggered, and the behavior will be treated as an intrusion. The advantage is that it is highly accurate and effective in detecting known 
			
		

		
			Figure 3.6 Overview of IDS operations [27]. 
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				threats (high detection rate with low false alarm rate), and its mecha-nism of action is easy to understand. However, unfortunately, it cannot detect zero-day/unknown/unseen attacks due to a lack of signatures. Therefore, the signature database in the signature-based IDS needs to be continuously updated, which results in low performance because of its need to store an enormous amount of cyberattack signatures 
				[30]. 
			
		

		
			
				• Anomaly-based methods: The anomaly-based IDS has knowledge of normal behavior, and it compares the activities of a system at an instant against normal activities to look for anomalies and generates an alert whenever the difference from normal behavior surpasses a threshold. The advantage of using this approach is that it enables the detection of new and unknown attacks, particularly those attacks related to misuse of resources. However, the primary limitation is that it might result in high false-positive alarms because knowing the entire range of normal behaviors is not a simple task 
				[31] 
				and normal profile activities are customized for each device and each network. So, in order to construct a set of normal behaviors, researchers often use statistical techniques, or mining or machine learning algorithms to improve the robustness of this kind of method, but these techniques are often resource-intensive for constrained IoT devices. 
			
		

		
			
				• Specification-based methods: The concept of a specification-based IDS was first proffered in 1997 
				[32]. 
				Specification-based methods have the same logic as anomaly-based detection. It looks for usage anomalies by sampling normal activities and an alert of abnormal behaviors 
				[33]. 
				Specification is a set of predefined rules and thresholds by the system administrators (human experts). These security specifications are gener-ated based on the functions and security policies for the computer system. If the rules are violated or the threshold is exceeded, the IDS will detect the anomaly and take appropriate action. This approach reduces high false alert rates as compared to anomaly detectors because each speci-fication is defined manually by a human expert. However, this may not adapt to diverse environments and is time-consuming and error-prone. 
			
		

		
			• Hybrid: The hybrid method refers to utilizing a combination of signa-ture-based, specification-based, and anomaly-based detection methods in the same IDS to overcome the shortcomings of a single method and maximize their advantages. However, the obvious weakness is that the entire IDS will become very large and complicated. This makes the whole system more difficult to operate and also more resource-intensive. 
		

		
			Besides IDS, intrusions can be prevented with IPS (intrusion prevention sys-tem). IPS is an IDS that responds to a potential threat or cyberattack to prevent it successfully or minimize damage. Some of the blocking responses are device reset, killing malicious processes on the device, dropping sessions, and blocking packets. However, an IDS only responds after detecting pass-ing cyberattacks. Thus, it can be seen that in IDS systems, it is necessary to 
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				fully collect data from IoT devices and then process the data to detect and prevent cyberattacks against IoT devices 
				[34]. 
				Current studies have also been interested in the heterogeneity between IoT devices in terms of interoper-ability between different standards, data formats, heterogeneous hardware, etc. Currently, most IoT devices use Simple Network Management Protocol (SNMP) in collecting data on devices to detect abnormalities. However, for resource-constrained IoT devices, most do not support SNMP. Data col-lected from SNMP are application-level data only, not system-level data such as system calls. In addition, current solutions only partially meet the require-ments of resource-constrained IoT devices. There is no overall system that addresses all three phases, including data collection, data preprocessing, and detection and prevention of cyberattacks against resource-constrained IoT devices. Therefore, building intelligent agents that can be directly installed on IoT devices and fully meet the above three phases is necessary. The pro-posed approach details are presented in the next section. 
			
		

		
			3.4 INTELLIGENT AGENTS FOR CYBERATTACK DETECTION AND PREVENTION 
		

		
			
				At this point, RQ1 and RQ2 have been answered in the content presented above. And to answer RQ3, this section will present a cyberattack detec-tion approach aimed at resource-constrained IoT devices based on develop-ing an agent that can be installed directly on the constrained IoT devices. There are many studies on agent software, such as 
				[35] 
				and 
				[36], 
				but this chapter finds that according to Wooldridge’s research, a software agent is a computer system that can interact with its environment and is capable of making autonomous decisions on behalf of its owner to meet its certain objectives that are relevant and general. Agent software has many charac-teristics such as mobility, interaction, cooperation, adaptability, coordina-tion, and negotiation 
				[37]. 
				Software agents enjoy a wide range of other characteristics, making it impossible for any researchers to include all of these in a single type. However, three distinguished characteristics of soft-ware agents include reactivity, proactiveness, and social ability. 
			
		

		
			• Reactivity: Software agents have the ability to sense their surround-ings and interact with them in a customized way to achieve a goal. 
		

		
			• Proactiveness: Software agents have the ability to change their behav-ior toward a goal by initiating a request in order to achieve their objec-tives and goals. 
		

		
			• Social ability: Software agents have the ability to socialize and inter-act with other agents to achieve their goals. 
		

		
			To detect cyberattacks against resource-constrained IoT devices effectively, the first thing to do is to collect data for cyberattack detection, which is also 
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			an important function of the intelligent agent in this context. A cyberattack can be defined as a set of actions that compromise the integrity, security, and availability of a resource. Therefore, it is necessary to apply measures to detect network attacks to protect the participants in a network system. Data collection for detecting cyberattacks is divided into two main catego-ries: system-level and network-level. System-level data such as system calls, CPU usage metrics, RAM, power consumption, and running processes are logged so that a predictive model can be generated for constrained IoT device attacks. However, on-device monitoring consumes many resources and can affect device operation, which may not be suitable for constrained IoT devices, so network-level data collection is required. Network-level data collection can be performed individually on each device as system-level data collection or the entire system (reducing resource consumption in the operating system). In network-level data collection, information of the network flow is to be collected, including services, source/destination addresses, source/destination ports and status flags, which will make it easier to detect cyberattacks in constrained IoT devices. The disadvantage of this method is that the manifestation of a network attack will be shown on network traffic only if the device has been compromised. Therefore, it is not as effective as monitoring the device at the system level and detecting immediately when the IoT device is attacked. Each data collection method has its advantages and disadvantages and helps in detecting cyberattacks. Therefore, developing an intelligent agent that can be installed directly on a limited IoT device to collect system call data, system information, and network flow data from IoT devices will help take advantage of the above two methods. 
		

		
			
				An overview of the model of the network attack detection and prevention system targeting constrained IoT devices using intelligent agents is shown in 
				Figure 
				3.7. 
				The system consists of three main subsystems as follows: data collection; data processing and analysis; and centralized monitoring, warn-ing, and preventing cyberattacks. 
			
		

		
			3.4.1 Data collection segment 
		

		
			This segment includes the chain of agents installed on constrained IoT devices. An IoT agent is software that can control groups of constrained IoT devices and aggregate the data they collect into a combined stream and send it back to the central IoT analyzer. The intelligent agent is a decisive component to the management quality of the whole constrained IoT devices network monitoring system. The intelligent agent has a prerequisite role in determining the outcome of the entire information management process. The task of the intelligent agent is to actively monitor the information of the installed device, such as system information, system calls, and network flow information. To install agents into constrained IoT devices, there are two common methods: 
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			• The first is through the agent ’s executable file: With the method of installing the agent through an executable file (such as ELF format on Linux operating systems or EXE on Windows operating systems), the executable file needs to be downloaded to the internal memory of the IoT device through a physical or an Internet connection. In other words, the agent is installed indirectly through network service ports such as SSH and Telnet. The method of passing the agent ’s executable file has the advantage that it does not require intervention, modifica-tion of the firmware, and kernel of the constrained IoT device. This method ensures that the agent is installed in RAM and will be lost when the IoT device crashes, loses power, or restarts. 
		

		
			
				• The second is through agent-built firmware: This method requires the intelligent agent to be built into the IoT device ’s firmware before it is released to the market and shipped to the end-users. The built-in agent will run with the IoT device system. However, when you want to update to a new version of the agent, you need to repeat the agent integration process and load the new firmware directly into the device. Simple firm-ware is stored in read-only memory, or OTP/PROM, while more com-plex firmware is stored in flash memory. The usual reasons for updating the firmware include fixing bugs or adding functionality to the device 
				[38]. 
				This method helps the agent work stably on the constrained IoT 
			
		

		
		
			Figure 3.7 Overview model for detecting and preventing network attacks on constrained 
		

		
			IoT devices using IoT agent. 
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			device and not lose when the device reboots. However, integrating the agent into the firmware is not straightforward because it affects the integrity of the firmware and the operating system kernel. 
		

		
			From the perspective of monitoring and ensuring network security for con-strained IoT devices, the agent first needs to collect system-level and net-work-level information of IoT devices placed in the network. The module is designed according to the model shown in Figure 3.8, and the components have specific functions as follows: 
		

		
			• Thread producer: This component is responsible for creating threads that collect data and process synchronously between threads. 
		

		
			• Connection: This component is responsible for handling features that build and maintain Internet connections. 
		

		
			• Job: This component is responsible for building information collec-tion features on the device. This component is subdivided into the main workgroups that include the following: 
		

		
			• Encryption: The work is related to encryption and decryption of data. • PCAP (packet capture): The work is related to network-level data 
		

		
			collection. 
		

		
			• System call: Jobs related to the collection of system calls are being called on the device (under construction). 
		

		
			• File handling: Jobs related to the collection of system-level device parameters, which are stored in system files. 
		

		
			Figure 3.8 Components in the architecture of agent operations on constrained IoT devices. 
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			Unlike traditional electronic computers, most of which use Intel x86 pro-cessor architectures, IoT devices use a variety of processor architectures such as ARM, ARM64, MIPS, MIPS64, PowerPC, and SPARC. To avoid building agents for each processor type and each firmware platform on limited IoT devices, a specialized cross-compiler is needed, which allows the compilation of a high-level language program into an executable pro-gram to run on numerous processor architectures. For example, as shown in Figure 3.9, a cross-compiler compiles a program developed on the X86 architecture into an executable program on the ARM architecture. 
		

		
			
				Given resource constraints, an agent developed on constrained IoT devices must also meet size constraints after compilation and resource consump-tion on the device during execution. For example, the agent after compiling on the IP camera (ARM architecture) is 322KB and, on the router (MIPS architecture), it is 418KB; the resource consumed when executed on the device here is the RAM information that the agent occupies, which is about 300KB. The file is executed on an IoT device capable of collecting system-and network-level data, and the data collected are illustrated in 
				Figure 
				3.10. 
			
		

		
			After the collection process, raw data will be sent and processed at the data processing and analysis segment. 
		

		
			3.4.2 Data processing and analysis segment 
		

		
			This segment is developed in a distributed direction with each independent management pointing a set of IoT devices. From the obtained data, the seg-ment analyzes and warns against network attacks before sending them to the centralized monitoring segment. Each of these analysis points consists of two main modules: 
		

		
			• Module for preprocessing and normalizing data collected from devices under the management of each point in the system; 
		

		
			• Module for applying machine learning model in analyzing and detect-ing cyberattacks. 
		

		
		
			Figure 3.9 Cross-compiler translates from x86 to ARM. 
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			Figure 3.10 Information collected by the agent at the system level (a) and network level (b) on the IoT device. 
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			To avoid data loss during preprocessing and analysis, data processing models based on Apache Kafka, Spark, and MongoDB can be used. Using Kafka as a buffer helps to avoid bottleneck situations when the amount of data to be processed is too large and affects device resources (Figure 3.11). 
		

		
			3.4.3 Centralized monitoring, warning, and 
		

		
			preventing cyberattacks segment 
		

		
			In order to improve the system ’s ability to analyze and warn about the risks of network attacks, the centralized monitoring server is responsible for updating abnormal network/system behaviors, new malware sam-ples, and IP addresses, etc. from trusted open-source sources. These data sources are used to train the model before updating the scatter points. In addition, the monitoring server is also a bridge to update new agent patterns and help administrators manage their devices through the threat broadcast module. 
		

		
			
				• Integrate cyberattacks prevention measures into the agent installed on constrained IoT devices with termination of abnormal processes on the device: Distinguishing between anomalous processes and legiti-mate processes on the system involves looking at how the processes are running. In some cases, anomalous processes will immediately show suspicious characteristics, such as an established network connection with an Internet Relay Chat (IRC) server or an executable file stored in a hidden folder. More subtle signs of a malicious process include files it has opened, a process running as root without permission, and the amount of system resources system in use 
				[39]. 
				Identifying a malicious process leads to many other properties. Killproc is a command-line utility to terminate or kill Unix processes by PID. During a memory 
			
		

		
		
			Figure 3.11 Proposed data acquisition and preprocessing model. 
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				dump, a process ’s name and its process identifier (PID) are associated with other things such as 
				[40]: 
			
		

		
			• Loaded DLLs: This may include attacker-provided libraries that you have not previously identified and where they are stored. 
		

		
			• File handling: This can include other files provided by the attacker. • Handling the registry: This will tell you what registry keys are 
		

		
			being accessed by the process, possibly including registry keys used to start the executable files at startup automatically. 
		

		
			• Sockets and network connections: The PIDs are all associated with active sockets or network connections. This helps to identify which servers are connected to limited IoT devices. 
		

		
			• Set up constrained IoT device restart: One of the most effective ways to prevent the spread and impact of devices when attacked is to dis-connect that device from the network. 
		

		
			• Automatically update security patches, specifically firmware updates from manufacturers ’ websites. 
		

		
			• Automatically change/update strong passwords for Telnet/SSH proto-cols after a certain period. With the characteristics of compact devices and especially lack of awareness from users, limited IoT devices often keep their default passwords, which are simple and easy to guess such as admin, 123456, and root. Therefore, changing strong passwords will make attacks through remote administration protocols such as Telnet or SSH more difficult for hackers. 
		

		
			3.5 FUTURE RESEARCH DIRECTIONS 
		

		
			This chapter has provided an overview of IoT devices, highlighting the unique characteristics and security challenges of constrained IoT devices. For resource-constrained IoT devices, the level of system information col-lection currently stops at user-land, while collecting system calls from IoT devices is limited to kernel-land by implementing hooking function to system call table. In addition, this chapter also paves the way for the exploration of various intrusion detection and prevention solutions and constrained IoT devices protection mechanisms using agents installed directly on the devices. 
		

		
			3.6 CONCLUSIONS 
		

		
			The Industry 4.0 era, also known as the 4th Technological Revolution, can be understood as the breakthrough development of a series of new technol-ogies that blur the lines between people and technology. At the same time, it also greatly affects the development of the economy, society, education, and politics. The main areas of interest in the 4.0 Revolution can be mentioned 
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			as artificial intelligence (AI), nanotechnology, biotechnology, big data, and especially IoT that makes everything possible, including more convenient connection and data exchange, helping users have more experiences in life. Besides these advantages, ensuring safety and information security for con-strained IoT devices is very urgent in today ’s time. Moreover, to prolong battery life, constrained IoT devices typically possess low processing capa-bilities and limited memory and storage on flash or RAM. These character-istics lead to a lack of security designs inside these devices, thus leading to security issues of leaking private data as operating system disruption, attack of IoT botnet, and so on. This work assumes that the agent is essentially a viable solution for cyberattack detection and prevention in constrained IoT devices. In general, the segments in the general model are described in detail, in which the agent development segment plays an important role in determining the accuracy in detecting and preventing cyberattacks inte-grated directly on the device. In this chapter, we cover constrained IoT device characteristics, structure, and cyberattacks against constrained IoT devices to have necessary features in building and developing agents on the appropriate IoT device. Focusing more on data collection on constrained IoT devices, we identify system-level and network-level information that has different meanings and roles in detecting network attacks, such as DDoS attacks and port scanning attacks. This chapter also outlines the compo-nents required for agent development on constrained IoT devices and how to represent and transmit data for cyberattack detection and prevention. 
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			A bstrAct 
		

		
			In the field of clean water treatment, the use of artificial intelligence is becoming imperative to achieve two main objectives at present, the control of water quality and the reduction of operating cost constraints. Treatment plant output quality variables play an important role in water control and monitoring. Although some parameters can be measured continuously using low-cost physical sensors, the software sensor-based system can provide an efficient and cost-effective means of addressing these issues. Our work can be considered as a contribution to the pro-posed solutions to problems of strategic interest of national and inter-national concern, using modern tools based on advanced techniques and artificial intelligence. In this context, we present a contribution to the study of intelligent sensors used in the monitoring and control and management of processing stations. These algorithmic sensors based on artificial intelligence techniques and representing a very attractive way to cope with the lack of specific sensors have become highly coveted. 
		

		
			4.1 INTRODUCTION 
		

		
			
				Today, clean water, as a source of life, is one of the most closely watched food products in the world. Indeed, in recent years, the importance of mod-ern technologies for its treatment has increasingly attracted the attention of developing countries 
				[1,2]. 
				Adding to this, lower-quality treatment activi-ties further increase the risk of disease through the use of polluted surface water 
				[3,4]. 
				In order to improve the quality of this vital resource, the use, development and dissemination of increasingly modern treatment technolo-gies are becoming a priority in countries ’ strategic choices. 
			
		

		
			
				Indeed, the field of water monitoring is often under increasing pressure to produce drinking water of higher quality at lower cost. This represents a saving not only in terms of cost, but also in terms of environmental friendli-ness. These are very specific characteristics that must be taken into account in the construction of an overall risk prevention approach. Controlling the sanitary quality of water undoubtedly alleviates the serious consequences that materialize in terms of the risks to public health. The requirement for very strict regulation by the public authorities in this area is therefore well and truly justified. It should be emphasized at this point that a modern drinking water plant has two main functions: to meet the demand for water and to ensure a uniformly high level of quality 
				[5]. 
				Permanent monitoring systems must therefore ensure the control of the various treatment pro-cesses and facilities, especially those parameters related to the quality of the water leaving a production plant 
				[6]. 
			
		

		
			When we talk about water monitoring, we are in fact talking about know-ing its state on a continuous basis, based on various parameters, known as 
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			descriptors, relating to its quality. Traditionally, a number of useful measure-ments of the descriptor parameters are usually made of raw water for quality testing, such as bacteriological control, disinfection control and physical dis-infection and physicochemical control, to finally decide on its clean condition after applying the appropriate techniques and methods to make it potable. The disadvantage of this procedure is that it requires non-stop interventions and travel on site by the operator. It does not in fact allow the evolution of the quality of the raw water to be followed in detail and has the disadvantage of having a relatively long response time. This is the advantage of having an automatic control system for better treatment efficiency and reduced operat-ing costs. Water control at production plants must therefore be immediate, based on continuous monitoring of quality parameters throughout a treat-ment chain that ensures both monitoring and control. Automated monitor-ing can in fact eliminate certain human weaknesses, increase reliability and improve the operating conditions and performance of the installation by eliminating a maximum number of repetitive and tedious tasks for the opera-tor. Automating treatment processes can therefore have various objectives, the most common of which are to increase the performance of the production system, to guarantee product quality, to monitor treatment plants and equip-ment, to reduce production costs and to improve the safety of the industrial plant and its environment. Furthermore, automation coupled with informa-tion storage allows statistical studies of the data collected, opening the way to modeling studies and therefore to the optimization of treatment processes. In this context, automation and computer supervision have led to an increase in comfort by allowing better control, even at a distance, of a large amount of information, which simplifies the tasks of operation, monitoring, main-tenance and management. The use of techniques from the field of artificial intelligence appears to be the main alternative for tackling these problems when it is necessary to take into account the intervention of experts in the field or to process information of a qualitative nature. 
		

		
			
				In water quality monitoring, as in other similar fields, effective monitoring depends mainly on the accuracy and depends mainly on the accuracy and reliability of the measurement sensors used 
				[7]. 
				On the other hand, water is considered as a process input and has several descriptor parameters to be controlled and monitored. Moreover, the heterogeneity of these parameters measured by the sensors is considered a real challenge for water quality 
				[8,9]. 
				These quality parameters actually play a fundamental role in ensuring clean water quality. Although some of these parameters can be measured continu-ously with low-cost sensors, there are other parameters that require specific and costly laboratory analyses due to the lack of dedicated sensors 
				[10,11]. 
				In fact, and for several reasons, such as the high cost of some sensors, their number, the time spent on their control, cleaning, calibration and replace-ment routines, it often becomes difficult for them to function properly. 
			
		

		
			In view of the above-mentioned problems, soft sensors based on algo-rithms inspired by artificial intelligence techniques have become an 
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				effective and very attractive way to overcome the lack of physical and/or specific sensors 
				[12]. 
				Indeed, the deployment of microelectronic devices has led to a drastic reduction in costs, which has allowed the emergence and development of these software sensors and their software sensors and their widespread application, such as in biochemical systems 
				[13], 
				bioprocess monitoring 
				[14], 
				biological wastewater treatment 
				[15] 
				and treatment and process prediction 
				[16]. 
			
		

		
			This research work is an evaluation study of several regression techniques derived from artificial intelligence and a new method for the prediction of the water treatment process in the field of wastewater treatment, in order to improve the efficiency of the process. The objective is to implement a monitoring system architecture based on the use of software sensors based on these techniques that can be integrated into intelligent sensor platforms. These hybrid sensors can be used more economically to make appropriate decisions in the control and monitoring of processes for better water quality. 
		

		
			4.2 LITERATURE REVIEW 
		

		
			
				The transformation of surface wastewater into water fit for consumption involves a wide range of treatment processes that must be assembled in a specific sequence to provide a finished product that meets drinking water standards. The effectiveness of the treatment adopted will also depend on the way in which the plant is operated. In order to achieve the desired objec-tive, the operator will need to respect certain basic principles to ensure the control of the treatment process and control of the treated water and, on the other hand, to have a certain number of technical and human resources. However, existing techniques are being developed and improved. This evolu-tion is reflected in the search for new processes and in the implementation of numerous automatic systems. Below, we present the most complete and most common water treatment methods, particularly without going deep into the fine details of the processes. From these processes, it can be assumed that the complete typical chain consists of five main stages 
				(Figure 
				4.1) 
				[17]. 
			
		

		
			
				Monitoring of certain parameters of drinking water quality means know-ing the state of the water on a continuous basis (at any given moment), based on the various parameters related to its quality. A number of use-ful measurements of the various parameters that describe the quality of raw water are generally carried out, such as bacteriological, disinfection and physicochemical controls, in order to decide on its proper state after applying the techniques and methods to make it drinkable 
				[18,19]. 
				The dis-advantage of this technique is that it requires non-stop interventions and travel on site by the operator. In fact, it does not allow the evolution of the quality of the raw water to be followed in detail and has the disadvantage of having a relatively long response time. Here is the advantage of having an automatic control of this process for better treatment efficiency and a 
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				reduction of the operating costs. Water control at production plants must therefore be immediate, based on continuous monitoring of quality param-eters through a treatment chain that provides both monitoring and control. The automation of these processes for monitoring will make it possible to overcome certain human weaknesses, increase reliability and improve the operating conditions and performance of the installation by eliminating a maximum number of repetitive and tedious tasks for the operator 
				[20]. 
				Automating treatment processes can therefore have various objectives, the most frequent being to increase the performance of the production system, to guarantee the quality of the product quality, monitoring of processing plants and equipment, reducing production costs and production costs and to improve the safety of the industrial plant and its environment. In addi-tion, automation coupled with information storage allows statistical studies of the data collected, opening the way to modeling studies and therefore process modeling and therefore optimization of treatment processes 
				[21,22]. 
			
		

		
			
				In more recent times, automation and supervision by means of computers have led to an increase in comfort by enabling better control and management, even from a distance, of a large amount of information, which simplifies the operation, monitoring, maintenance and control tasks 
				[23]. 
				The use of tech-niques from the field of artificial intelligence appears to be the main alternative to tackle these problems when it is necessary to take into account the interven-tion of domain experts or to process information of qualitative nature. 
			
		

		
			4.3 PROPOSED SYSTEM 
		

		
			The whole process, actuators, sensors and control part, constitutes the automated system. This loop exchanges information with the operator from whom it receives instructions and to whom it provides information. 
		

		
		
			Figure 4.1 System of surface water treatment. 
		

	
		
			74 Emerging Real-World Applications of Internet of Things 
		

		
			
				An installation supervision system consists in carrying out this loop which passes through the operator. Data acquisition is a function that links the control part to the supervision function. This consists in managing and monitoring the execution of an operation or a work done by man or machine, then proposing machine and then proposing corrective actions 
				[24]. 
				Monitoring is an operation of continuous collection of control signals of a process in order to reconstruct the actual operating state. Thus, moni-toring uses sensor data from system or process to represent the operating state and then detect changes. 
			
		

		
			
				The development of new technologies has introduced additional com-plexity to real-time systems by combining both hardware and software elements. Maintaining the safety and uninterrupted operation of these systems has become an important issue. The purpose of monitoring the process diagnosis is to identify the causes of a set of observed symptoms that indicate degradation or failure of certain system components leading to abnormal behavior of the physical system. Monitoring methodologies are generally divided into two categories: model-based and model-free moni-toring methodologies 
				[25]. 
				As a result, it is often difficult to determine the most appropriate method for solving the monitoring problem. Model-based monitoring methods are often preferable, especially in a dynamic context. These methods and the type of model associated with them differ not only in the nature of the knowledge available about the physical system and its failures, but also in the way this knowledge is exploited. 
			
		

		
			
				The two approaches automatic and artificial intelligence can be combined for more advantages. Automatic methods are by nature close to the system being monitored, as they work directly from sensor data and are therefore mainly used for alarm generation. AI methods, on the other hand, are more oriented toward communication with the operator and focus on the trans-formation of a set of raw and unrelated information into information that can be directly interpreted by the operator in charge of the driving task; they are therefore used for the interpretation of alarms and decision sup-port. In the case of the use of AI tools, the monitoring function is often seen as a pattern recognition application where the patterns represent the input vector composed of the different process parameters. However, a diagnostic problem can be defined as a pattern recognition problem 
				[26]. 
			
		

		
			4.4 MATERIALS AND METHODS 
		

		
			In industrial instrumentation, particularly in measurement chains, any physical or chemical quantity to be measured is first converted into an elec-trical signal by a device called a sensor. The latter acts as a transducer, deliv-ering at its output a signal as an information carrier that can then be used in various operations such as acquisition, analysis, recording and transmis-sion. Sensors are designed to be used in generally hostile environments. 
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			These sensors must therefore be very robust. A harsh environment often combines several stresses applied to the sensor at the same time: shock, vibration, acceleration and temperature. In the field of water monitoring, the constraints imposed on sensors are mainly humidity and the nature of the water. These sensors, which are often immersed, require periodic clean-ing of the measuring probes, as deposits on them cause more drift; hence, regular calibration is necessary. Reliability is defined as the ability of the sensor to function properly, i.e., to provide data with adequate accuracy and with a robust hardware design. 
		

		
			4.4.1 Multi-parameter probes 
		

		
			
				There are devices on the market for monitoring water quality, called water quality probes. These probes allow measurements of some parameters/ descriptors of water quality. This probe is equipped with a set of six spe-cific sensors designed to make measurements of fluid properties in water wells. The use of the latest smart sensor technology may avoid the need for complex on-site calibrations 
				[27]. 
				Corrections to standard temperature and pressure measurements are made automatically on surface systems. 
			
		

		
			4.4.2 Intelligent sensors 
		

		
			
				The integration of signal processing functions within physical sensors is representative of the concept of the “intelligent sensor ”. The continuous progress in this area is an archetype of technological innovation. The incor-poration of dedicated signal processing increases the design flexibility of measuring devices and thus enables new complex functions to be realized. The other consequence is a reduction in the load on the central process-ing units and on the devices for transmitting the information obtained, by distributing the data to the central processing units. From the information obtained, it distributes the operations in the measurement systems them-selves 
				[28,29]. 
			
		

		
			4.4.2.1 Conjunction of needs and technology 
		

		
			
				The contributions of intelligent sensors are related, in the first place, to their primitive functions and therefore concern performance improvements (accuracy, response time, etc.). As sensors are used in many systems for the production of goods (continuous or manufacturing processes) or services (tertiary sector), they are also used in the production of goods (continuous or manufacturing processes) or services (tertiary and embedded systems), and the contribution of intelligence is linked to the general performance and to the particular increase in the measurement credibility 
				[30]. 
			
		

		
			However, users have other information needs which concern the following: 
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			• Monitoring and control, in order to be informed in real time in a qualitative or quantitative way the state of the system and/or the char-acteristics of the product manufactured or the service provided; 
		

		
			• Safety, with certain measures causing reflex arcs that make it possible to protect operators, equipment or the environment; 
		

		
			• Maintenance, to know the state of degradation of the system and con-sequently its state of operation; 
		

		
			• Production management, to obtain balances and characteristics of the various products or energy flows; 
		

		
			• Technical management, to know the availability of the process. 
		

		
			For manufacturers, the intelligence of a piece of equipment leads to a reduction in the costs and timescales of its development, as well as the costs of its production. Once the investment in equipment and personnel has been amortized, the interests lie essentially in improved performance (self-compensation, taking into account nonlinearities, self-calibration, etc.); 
		

		
			• Traceability of the life of the equipment; 
		

		
			
				• Configuration and tuning aids. In summary, the main gains brought by intelligent sensors, in terms of both metrology and functionality are as follows 
				[31]. 
			
		

		
			4.4.2.2 Construction of smart sensors 
		

		
			
				A smart sensor is achieved by combining sensor technology, electronics and computing. An intelligent instrument is a piece of equipment that incorporates additional or advanced functionality to improve what it was designed to do. It is through the new services included that an intelli-gent instrument is distinguished from a standard component. Generally speaking, the evolution of instruments shows a graduation from analog to digital to intelligent. An instrument is often considered to be intelligent as soon as it incorporates at least one digital process (complex or not), regardless of its contribution in terms of services. Apart from marketing reasons, this is due to the great similarity between the hardware archi-tecture of the digital instrument and that of the smart instrument. The distinction between “smart sensor” and “intelligent sensor” is illustrated in 
				Figure 
				4.2 
				[32]. 
			
		

		
			The smart instrument has features that improve its metrological perfor-mance, through on-board data storage and processing functions. 
		

		
			The smart instrument enriches this with a capacity to make its function credible, associated with a greater involvement in the realization of the functions of the system to which it belongs. The intelligent sensor corresponds mainly to the integration in the body of the sensor of an internal calculation device (microprocessor and microcontroller), a 
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				signal conditioning system (programmable or controlled) and a data processing system. From a hardware point of view, a smart sensor then consists of four units shown in Figure 4.2 
				[33]. 
			
		

		
			A measure-specific main sensor has its signal acquisition and digitization devices such as a transducer, a conditioner that adapts the electrical signal for transmission, a multiplexer for transmission, amplifier, and sample and hold analog/digital converter. The transducer allows the detection of any variation of the physical quantity at the input of the sensor. Its design is closely linked to the field of application for which the sensor will be used. 
		

		
			A digital computing device (microcontroller, microprocessor or dsPIC) is used to calculate and manage the acquisition, correction of the effects of the influencing variables by means of parameters stored in PROM, linearization and diagnosis of the sensors. 
		

		
			A communication interface (radio or wired) links the sensor to a central computer and allows a bidirectional dialogue of digital data with the automation system. It also allows the intelligent sensor to receive the information from the system necessary for the elaboration of its mea-surement and its validation. It can also be used in the calibration and commissioning phases of a device in its working environment. 
		

		
			A power supply ensuring voltage stabilization is necessary for the instrument ’s electronics. A battery can be considered to maintain certain activities in the absence of an external power source (clock, memory, etc.). An intelligent sensor can therefore be considered as a real autonomous embedded system, which will have to have its own operating system allowing it to cooperate within an organization of other intelligent sensors. 
		

		
		
			Figure 4.2 Smart sensor and intelligent sensor. 
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				The function-oriented design revolves around what the equipment does, without looking very closely at how it does it. Without paying much atten-tion to how exactly it does it, the designer is interested in the output of a “black box”. This point of view leaves the choice to the designer-producer to adopt the most suitable technology in terms of expected performance and cost 
				[34]. 
				There are four main application areas in which smart sensors are used, which are the following: 
			
		

		
			L ’industrie manufacturière, caractérisée par des contraintes de temps-réel fortes et des contraintes environnementales variables suivant le type d’application; 
		

		
			The “continuous process ” industry, characterized by rather low real-time constraints but must satisfy strong environmental constraints (chemical or thermal processes, etc.); 
		

		
			Embedded systems, which must also satisfy very variable time con-straints depending on the application, but very strong environmental constraints; 
		

		
			Finally, the tertiary sector, which is most often the least constraining in terms of both real time and the environment. 
		

		
			4.4.2.3 Intelligent sensor networks for 
		

		
			water quality monitoring 
		

		
			In a larger geographical area of deployment with a dimension beyond the range of the sensors radio frequency coverage, detection becomes a very difficult task. To overcome this difficulty, an ad hoc network of sensors called a wireless sensor network (WSN) is built up as and when the required resources are available and without infrastructure as shown in Figure 4.3. 
		

		
		
			Figure 4.3 Multi-hop or cooperative communication in an FSCN. 
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				In the literature, various studies have been carried out on the implemen-tation of water quality monitoring systems using WSN technology 
				[35]; 
				for example, a distributed water quality measurement system is designed and implemented. Sensors for temperature, conductivity, pH and turbidity are connected to a field point, from which the data are sent via a GSM mobile telecommunications network to a ground station. This study focuses on processing the sensor data using Kohonen maps (auto-associative neural networks). In a water environment system based on WSN that detects and monitors video data of key areas and water parameters such as tempera-ture, turbidity, pH, dissolved oxygen and conductivity, the data are sent from the data monitoring nodes and the video data base station to a remote monitoring center using Zigbee and CDMA (code division multiple access) technologies 
				[36]. 
				The parameters are measured with standard sensors, and the data are sent to a base station via GPRS (general packet radio service). A water quality monitoring and measurement system based on Zigbee WSN is presented. The system allows remote probing and real-time monitoring of descriptor parameters, as well as observation of current and historical water quality status 
				[37]. 
				A watershed-wide WSN for agriculture and water monitoring, called “Soil Weather ”, is implemented in [38]. The network uses GSM and GPRS technologies for the transmission of sensor data. The DEPLOY project is introduced to monitor the spatial and temporal distri-bution of water quality and environmental parameters of a river basin. 
			
		

		
			The aim is to demonstrate that an autonomous network of sensors can be deployed over a wide area and that the system measures parameters such as pH, temperature, depth, water quality, conductivity, turbidity and dissolved oxygen. The data collected from different sensor nodes are sent to a second-ary base node and from there to a monitoring station using a GSM network. An inexpensive seawater probe, capable of measuring chlorophyll a, conduc-tivity, turbidity and temperature, was used. The authors suggested that the implementation of the solution would result in an immediate improvement in the efficiency of surface water quality monitoring. However, the use of a single probe to detect all water parameters is not very reliable, as all data will be lost in case of malfunction. Data will be lost if the probe malfunctions. 
		

		
			The characteristics of the platform are as follows: 
		

		
			• Quick and easy sensor addition and/or change. 
		

		
			• Solar-powered external panel option. 
		

		
			• Available radios: 802.15.4, 868 MHz, 900 MHz, WiFi, 4G, Sigfox and LoRaWAN. 
		

		
			• Radio link programming (OTAP) of multiple nodes at once (via WiFi or 4G radios). 
		

		
			• Optional industrial protocols: RS-232, RS-485, Modbus and CAN bus. • GPS receiver. 
		

		
			• External battery module. 
		

		
			• External SIM connector for 4G models. 
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			In view of the essential functions that can characterize an intelligent sen-sor, it would be quite possible, for the sake of flexibility and performance, to integrate sensors into the system. Possible to integrate possible software sensors into a smart sensor platform, or even into a sensor itself, for the sake of flexibility and performance. Software sensors within a smart sensor platform, or even at the level of a smart sensor. 
		

		
			4.4.3 Sensors software 
		

		
			Industrial processes are well equipped with a variety of sensors, designed for online supervision, monitoring and control, as well as for maintaining a constant product quality. Some variables, however, cannot be automatically measured online, due to the lack of sensors or the high cost of the sensor, resulting in a lack of sufficient information on the status of the system in real time. Usually, laboratory tests on product samples are carried out to measure the quality of the product offline on a real-time basis. In order to measure quality variables in real time, computer intelligence methodologies can be used to build intelligent/computational sensors to infer the target quality value or variables from other process variables measured online. The construction of such sensors is based on the fact that the values of the target variables have a functional relationship with other process variables that can be measured online. This type of sensor is generally referred to as a 
		

		
		
			Figure 4.4 Smart sensor platform. 
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			“soft sensor ”. In general terms, soft sensors can be defined as inferential models that use measurements from sensors that are available online (easy-to-measure variables) for online estimation of quality variables (hard-to-measure variables) that cannot be measured automatically at all, or can only be measured at high cost, sporadically or with long delays (e.g., laboratory analysis). 
		

		
			
				It is worth noting that over the past two decades, researchers have begun to use the data measured and stored in industry to design and develop predictive models based on these data. These models have thus been called soft sensors. The term “soft sensor ” is a combination of the word “software ”, because these models are based on computer programs, and the term “sensor ”, because these models provide information similar to that of hardware sensors. Software sen-sors are virtual instruments that can be used for similar purposes as their hard-ware counterparts. They are computer programs, and a model at the base will process information typically produced by hardware instruments 
				[39]. 
			
		

		
			
				A soft sensor is classically described as an input-output model. The inputs to the model are usually the secondary variables that can be easily and reli-ably measured, with reasonable costs (often presented as easy-to-measure variables). The outputs of the model consist of information associated with these primary variables that are difficult or very expensive to measure reli-ably (often reported as hard or difficult to measure). The information con-tained in the input and output variables are empirically modeled in the software sensor (Figure 4.5) 
				[40]. 
			
		

		
			The various physicochemical sensors used in the field of water were par-ticularly presented. The intelligent sensor as a basic microelectronic ele-ment in a modern measurement chain was also introduced, a solution that could be beneficial for water quality control systems. According to the char-acteristics of this type of sensor, software sensors based on algorithmic approaches could possibly be integrated into these architectures to compen-sate for the lack of specific sensors and especially for more flexibility and performance. 
		

		
			4.5 RESULTS AND DISCUSSION 
		

		
			In a given field of application, the resolution of a regression and/or clas-sification problem is carried out by comparing models in order to choose the most suitable one to solve the problem. The evaluation of models is 
		

		
		
			Figure 4.5 Software sensor described as an input-output model. 
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			therefore an unavoidable prerequisite for the selection. The state of the art proposed in the previous chapter shows the large number of approaches, both for classification and for regression. 
		

		
			This chapter is devoted to a simulation study and aims mainly at evaluat-ing the performance of the proposed techniques as a solution in the design of software sensors used in the field of clean water quality monitoring. This work therefore presents a contribution to the study and development of soft sensors used in this field. A comparative study between MLP, RBF, SVM and ELM techniques in terms of learning time and other regression and classification parameters is then presented. The objective is to imple-ment a multi-sensor system based on software sensors in order to make a decision suitable for the control and monitoring of water quality problems. An example of application is planned for this purpose; it is to develop a software sensor for chlorine seen as a regression problem, allowing the con-tribution to the control of the potability of water. 
		

		
			4.5.1 Architecture of the Monitoring System 
		

		
			Figure 4.6 shows the architecture of the multi-sensor system for monitoring and controlling the quality of clean water. It consists of an input of data obtained from physicochemical sensors and a data acquisition system and software for data processing and decision making on the quality of the monitored water. Software sensors are, in fact, used for various reasons (as already highlighted), namely the high price, the large number of sensors, the cleaning operation, the calibration routines, the replacement of sensors as well as the time spent on checking these sensors. 
		

		
			4.5.2 Description of input data 
		

		
			We seek to build the software sensor and decide on the quality of water through its descriptor parameters. We have no a priori knowledge of a type of model that perfectly represents this model and the process, but we can make our judgment on the quality of this water from some descriptive data. The objective behind collecting data on these parameters is to find a regression 
		

		
		
			Figure 4.6 System architecture for clean water quality monitoring and control. 
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			model to distinguish between the software sensor and a classification model after selecting the adopted technique. The quality of the water reflected by its potability is in fact based on a correlation that can only be identified sta-tistically. Experimental descriptive data collected over a long period of time (several years) could achieve this goal. In this work, a total of 774 samples are obtained from 10 water quality data variables. Descriptive statistics of these physicochemical parameters are shown in Table 4.1. Figure 4.7 represents graphically the temporal evolution of these different parameters. 
		

		
			The input variables are pH, DO, SS, BOD, Ca, Cl and Mg, which repre-sent the negative logarithm of the concentration of hydrogen ions in water, dissolved oxygen, suspended solids, biochemical oxygen demand, calcium, chlorine, magnesium, respectively. These inputs are selected for analysis because of their continuity of measurement over the timescale. 
		

		
			4.5.3 Sensor application for system 
		

		
			The results obtained, showing the classification rate for the potability deci-sion for these three cases, are shown in Figure 4.7. It can be seen from this figure that there is a significant deterioration in the classification rate in 
		

		
			Table 4.1 Statistics of the parameters used 
		

		
			Parameter Min. Max. Median Standard deviation pH 6.7 9.1 7.6 0.4 
		

		
			SS 0.50 625 21.2 47.1 
		

		
			BOD 0.3 7.8 3.3 1.5 
		

		
			Ca 2 71 16.2 9.2 
		

		
			Cl 0.01 38 10.2 6.1 
		

		
			Mg 0.5 9.5 4.5 2.1 
		

		
		
			Figure 4.7. (a) Classification rates obtained; (b) execution times obtained for the three 
		

		
			scenarios. 
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				the case of the second scenario (case of sensor failure), while in the third scenario, a high classification rate is obtained, i.e., 97.33% (case of replace-ment of the failed sensor by the software sensor for Cl). Comparing the execution times, it can be seen that in the case of the third scenario, the time is higher than that of scenarios 1 and 2, because it is the classification time that is added to the execution time of the soft sensor, whereas in scenarios 1 and 2, the execution time is only that of the classification time 
				(Figure 
				4.7). 
			
		

		
			The results obtained showed that these four models were similar in terms of execution time, which gives them the advantage of being integrated into a dynamic monitoring system. However, the MLP, RBF and SVM models, in particular, showed a major drawback related to training time, which was fortunately overcome by the ELM model, chosen for this purpose for its speed in this training phase and its qualities presented in terms of RMSE and correlation coefficient. This model is well adapted to the learning of large databases and has, in fact, presented many advantages, both in terms of the use and application of this model to the training phase was very suc-cessful. The use and application of this model could have a direct impact on design, environmental and economic aspects. 
		

		
			4.6 CONCLUSIONS 
		

		
			The development of clean water quality monitoring and control systems based on software sensors was performed. Equipped with physicochemi-cal sensors, such as temperature, pH, dissolved oxygen and conductivity, these systems ensure continuous online monitoring and control of water quality. The software sensor was deliberately introduced because some quality control variables cannot be measured automatically online, either because of sensor failures and the high cost of replacement, or the dif-ficulty of the measurement itself, requiring travel to the site. The various physicochemical sensors used in the field were particularly described. The concepts of intelligent sensors and software were introduced. In the third chapter, software sensors, in particular, were discussed as an interest-ing means of bypassing the use of certain physicochemical sensors. The results obtained showed that the possibility of using both physical mea-surements and soft sensor estimates in a complementary way in the pro-cessing operation was demonstrated by means of the proposed switching system. Software sensor estimates are usually used as a backup option for existing instruments when they experience downtime or are used when physical sensors are not used at all to measure process variables. This pro-posal, in particular, opens up new opportunities for the scientific commu-nity, not only with regard to water treatment, but also for other industrial sectors. The application of the technique can have a direct impact on the economy, the environment, and the design and development of monitoring systems in general. 
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			While inexpensive long-range (LoRa) transceivers have captured the imaginations of Internet of things (IoT) enthusiasts, existing protocols in the amateur radio community provide opportunities for very long-range communication (what may be termed “VLoRa ”). Digital amateur radio protocols such as WSPR utilize different error correction algorithms and typically operate in the high-frequency (HF) bands of the electromag-netic spectrum. When imagining the future of IoT, engineers and enthu-siasts might consider how promising protocols such as Joe Taylor’s Weak Signal Propagation Reporter (WSPR) can be used to transmit and receive sensor data over distances in range of thousands of kilometers. In this chapter, I propose the use of Raspberry Pi (or other inexpensive micro-controllers such as Arduino) to create low-cost transmitters to advance the promise of IoT devices over very long ranges (VLoRa). 
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			5.1 INTRODUCTION (WSPR VERSUS LoRA CSS) 
		

		
			LoRa operates in the non-licensed band below 1 GHz and uses a deriva-tive of “chirp spread spectrum modulation ” to achieve relatively long-range communications between devices (Sinha, et al., 2017, p. 16). Chirp spread spectrum (CSS) modulation has been used in military applications since the 1940s, but in recent years, small microcontroller devices have made CSS applicable to the burgeoning Internet of things (IoT) movement by provid-ing manageable data and symbol rates for transmission of small amounts of data over several kilometers of distance. LoRaWAN allows remote sen-sors, monitored by inexpensive microcontrollers, to transmit data on bat-tery or solar power back to receiving stations connected to the Internet. “The LoRaWAN network applies an adaptive modulation technique with multichannel multi-modem transceiver in the base station to receive a mul-tiple number of messages from the channels ” (Sinha, et al., 2017, p. 16). The most appropriate applications of LoRa are “with smart sensing applications working on the IIoT non-authored spectrum ” (Nurelmadina, 2021, p. 338). 
		

		
			WSPR, the Weak Signal Propagation Reporter, is an amateur radio proto-col used largely for antenna testing and monitoring propagation conditions. WSPR was created by Princeton Astrophysicist and Nobel Prize Laureate Joe Taylor, K1JT, in 2008. WSPR is now part of a suite of software for weak signal digital communications called WSJT-X. The WSJT-X suite is designed for studying radio propagation with low power under less-than-ideal conditions. Power is communicated in terms of dBm, such that 30 dBm = 1W and 37 dBm = 5W. 
		

		
			WSPR transmissions consist of a call sign, the maidenhead grid locator of the station, and the signal strength in dBm (transmit power). For example, see Table 5.1. 
		

		
			An encoded 50-bit WSPR message would be: 
		

		
			10 1 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 0 0 0 1 000100 0 1 100 1 01 0 0 0 1 1 111 1 0 0 1 0 1 0 0 0 0 1 0 0 0 1 0 1 0 1 1 1 0 1 0 0 1 0 0 1 0 1 0 0 1 0 0 1 0 0 1 0 0 1 0 0 0 0 1 0 1 0 1 1 0 0 0 0 1 0 1 0 0 1 1 0 1 0 0 0 1 1 1 1 0 1 0 0 0 1 0 0 1 1 1 1 0 0 1 00 0 1 1 1 1 0 1 1 0 1 1 1 1 0 1 0 0 1 1 0 0 1 0 0 0 1 1 1 
		

		
			Receiving stations report “spots ” of transmissions back to a central data-base called WSPRnet, via an Internet-connected computer decoding signals from a radio transceiver. Simple resources such as WSPRnet are “powerful tools for remote sensing the ionosphere. These voluntarily constructed and 
		

		
			Table 5.1 WSPR message bit configuration 
		

		
			28 bits 15 bits 7 bits 50 bits 
		

		
			Call sign Grid locator Power Total 
		

		
			K8KJR EN91 37 
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			operated networks provide real-time and archival data that could be used for space weather operations, forecasting, and research ” (Frissell et al., 2014). 
		

		
			WSPR transmissions occur over a time synchronized period of two min-utes at a rate of 25 bits per minute. The seven bits allocated to the transmit-ter power output report are expressed in decibels per milliwatt. Decibels are effectively “dimensionless ”, but when expressed relative to milliwatts, dbM is a logarithmic measure of relative power. For the purposes of WSPR transmissions, dBM is an appropriate report of power since the protocol is intended for minimal power. A Raspberry Pi GPIO pin can output approxi-mately 10 mW or 37 dBM. 
		

		
			All GPIO pins on the Raspberry Pi support software-based pulse-width modulation (PWM). When PWM is applied, the GPIO pin produces a square waveform with a wide range of possible frequencies and duty cycles. The minimum and maximum PWM output frequencies are 10 Hz and 8 KHz, respectively. Duty cycles of 0 or 1 mean the waveform is always, respectively, high or low (MathWorks, n.d.). However, by simply modulating the voltage on a single pin via software, the Raspberry Pi GPIO pins can break free from the audio range into generating square waves between 0 and 250 MHz, thus making the possibility of a single-in digital transceiver possible. 
		

		
			WSPR and other tracking networks have generated a “MF and HF propa-gation data set with greater spatial, temporal, and spectral coverage than any prior amateur radio citizen science experiment” (Frissell et al., 2018). The WSJT-X software enables radio amateurs to experiment with antenna designs and propagation conditions by season or solar cycle and gather massive amounts of data for future analyses. “Radio activities including low-power DXing, meteor scatter, moonbounce, and precise frequency measurement — all of them possible with relatively modest station equip-ment” (Taylor, 2010, p. 31). Taylor insisted the WSJT-X suite of software is not intended to be robotic or automatic and should require a control opera-tor to manage two-way communications. 
		

		
			Although the WSJT-X software expects to decode 50-bit messages restricted to the specified pattern, its encoding-decoding algorithms are open source and could be adapted for other purposes currently used by LoRaWAN networks. Because the algorithm used by WSPR expects data to conform to particular constraints within bit ranges of each transmission, IoT-type data otherwise transmitted via LoRa networks would either need to be constrained to the WSPR algorithm, or the WSPR algorithm would need to be adapted to accommodate more flexibility in encoding and decod-ing messages. The tradeoff for longer-range high-frequency communication may be worth the effort. 
		

		
			LoRa transceivers are intended for long-range and low-power distributed applications (Khutsoane, Isong, and Abu-Mahfouz, 2017). Mesh networks comprised of LoRa gateways from local and remote devices provide more complex data transfer (Lee & Ke, 2018). However, amateur radio-derived protocols such as WSPR can provide unconventional opportunities for very 
		

	
		
			92 Emerging Real-World Applications of Internet of Things 
		

		
			long range (VLoRa) data transmission using the characteristics of HF ion-ospheric propagation. Such applications could complement existing LoRa networks rather than supplant them. Amateur radio protocols may contrib-ute a holistic vision for the future of IoT, which utilizes traditional wired Internet infrastructure, mesh networks, VHF, UHF, microwave, and even HF frequencies. 
		

		
			In the VHF, UHF, and microwave ranges, radio amateurs have employed packet radio protocols for decades. Terminal node controllers were once popular devices which connected amateur radio transceivers to personal computers via serial cables for over-the-air data communications. Currently, the AX.25 (Amateur X.25) protocol, which was derived from the X.25 data link layer protocol employed in the 1980 –1990s, is used for location reporting such as APRS (Automatic Packet Reporting System). APRS pack-ets can be routed to the Internet via an “igate ” station, not unlike LoRa gateways. APRS is often used for transmitting telemetry data via weather balloons or space stations. DireWolf is a software-based solution, which essentially replaces the traditional TNC devices (in effect a “virtual TNC ”) and can be easily deployed on a Raspberry Pi. Much like LoRa transceiver chips, APRS transceiver chips (as stand-alone beacons or integrated with microcontrollers) are commercially available. 
		

		
			Although packet radio has a long history in amateur radio and modern solutions such as DireWolf are aiding a resurgence of relevance of packet radio, the advanced forward error correction, low power design, and vast popularity of the WSJT-X suite make the “JT protocols ” interesting oppor-tunities for expanding IoT applications into the HF bands, especially for very long range. For the purposes of this chapter, the simplicity of modu-lating a GPIO pin on a Raspberry Pi as a transmitter provides a unique opportunity for expanding the IoT to the HF (and even LF) bands without an additional amateur radio transceiver. 
		

		
			While HF frequencies introduce confounding challenges to transmissions to long-range communication such as ionospheric fluctuation and space weather disruptions, VHF, UF, and microwave frequencies typically employed with LoRa are not without their challenges as well. Zourmand et al. (2019) noted that within and between buildings, the range and quality of LoRA networks depend on “the distance from the gateway” and also “the effect of path loss due to the structural element”. However, Zourmand et al. also demon-strated that “using a single receiver in the LoRa network, it is able to handle many nodes at multiple locations within the area, unlike Wi-Fi-based system which needs to have many access points to increase the coverage area ” (p. 324). The most promising applications of both LoRa, WSPR, and WiFi are potentially integrative and complimentary rather than competing alterna-tive technologies. Different circumstances and applications may warrant the implementation of LoRa transmissions, VLoRa transmissions, packet radio, and WiFi or cellular transmissions for a rich integration of IoT devices and ad hoc networks. 
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			5.2 THE WSPR PROTOCOL AND IoT APPLICATIONS 
		

		
			Not unlike the CSS modulation used by LoRa to overcome interference and poor conditions, the WSJT-X suite, including WSPR, depends on strong digital message error correction to propagate signals in poor conditions. Digital messages propagate because of “controlled redundancy”, so “trans-mission errors can be recognized and corrected ”. Of course, “simple repeti-tion of each symbol is a trivial form of redundancy” (Taylor, 2017). 
		

		
			Instead of simple repetition, forward error correction (FEC) is used by the WSJT-X software suite. The WSJT-X suite, including WSPR, depends on encoding and decoding digital messages with error correction. After encoding, WSJT-X generates a code word, whereby “powerful redundancy can be arranged by mapping each sequence of k message symbols in a con-trolled way into a unique and longer sequence of n symbols called a code-word ” (Taylor, 2017). 
		

		
			The code rate for WSPR is expressed as k / n ; in that, for every k bits of use-ful information, the coder generates a total of n bits of data, of which n - k are redundant. “The mathematics underlying design of such k -to-n mapping schemes and their corresponding n-to- k reverse transformations forms a major branch of modern communication theory ”. Redundancy can be “character-ized by the ratio n / k , and its reciprocal k / n is the code rate ” (Taylor, 2017). WSPR uses a constraint length of K = 32 and rate r = 1 ⁄2. Relatively speaking, 32 is a high K for a convolutional code algorithm, which is used by WSPR. 
		

		
			The algorithm is a finite state machine in computer science. Convolutional code algorithms for error correction are used in digital video, cellular data, and satellite transmissions (Griffiths, 2020; Harold, 2021). Convolutional algorithms can be recursive or non-recursive. WSPR is non-recursive. In convolutional code algorithms, “each output not only depends on the cur-rent input but also on previous inputs ” (Taylor, 2017). 
		

		
			For WSPR, the convolution procedure extends the 50 user bits into a total of (50 + K – 1) × 2 = 162 one-bit symbols. The WSJT-X protocols use block codes in which the values of n and k are fixed and labeled as ( n, k ) codes. WSJT-X uses a fixed length of 28 bits for a call sign and 15 for a grid locator (plus 7 bits for the power). A standard amateur radio call sign is usually a 1 –2-character prefix followed by a number (i.e., K8 or KE8), followed by a 1 –3-character suffix, (i.e., KJR). “Within these rules, the number of possible call signs equals 37 × 36 × 10 × 27 × 27 × 27, or somewhat over 262 million ” (Taylor, 2017). “Similarly, the number of four-digit Maidenhead grid locators on Earth is 180 × 180 = 32,400 … so a grid locator can be encoded uniquely with 15 bits ” (Taylor, 2017). 
		

		
			WSPR operates on price two-minute cycles. The computer ’s clock must be accurate to within one second of UTC time (WSPR Manual, version 4.0). “Reception of transmitted symbols requires accurate synchronization of time and frequency between transmitting and receiving stations ” (Taylor, 2017). Any remote IoT device in the field using the WSPR protocol would 
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			need GPS or atomic clock synchronization, which will inevitably put more demands on battery power. While such transmissions are far from instan-taneous, the benefit of error correction over very long ranges, especially for non-critical monitoring of sensor data, may outweigh the constraints of slow transmission and a synchronized clock. 
		

		
			A two-way WSPR transmission consists of the following steps, whereby “steps 1–5 take place at the transmitting station, and steps 6 –9 at the receiv-ing end ” (Taylor, 2017). 
		

		
			Transmitting station 
		

		
			1. Generate a message. 
		

		
			2. Compress message to k symbols of q bits per symbol. 
		

		
			3. Add error-correcting redundancy to produce code word of n symbols. 4. Add synchronizing pattern and modulate onto a carrier. 
		

		
			5. Transmit modulated waveform over a radio channel. 
		

		
			Receiving Station 
		

		
			6. Receive, synchronize, and demodulate to yield n symbols, some of which might be in error. 
		

		
			7. Decode n received symbols to recover k error-free message symbols. 8. Decompress k symbols to recover original message in human-readable 
		

		
			form. 
		

		
			9. Deliver message to receiving user. 
		

		
			According to Taylor, “the most crucial are steps 3 and 7. Step 7 likely requires the most computational resources ” (2017). Proof-of-concept WSPR transmitters have been created using ATMega/Arduino 328 micro-controllers, but processing and decoding received WSPR signal audio accu-rately and quickly may require more computing power, especially because the subsequent transmission window begins almost immediately. IoT appli-cations may comprise of low-cost WSPR transmitters operating on micro-controllers in the field and more powerful Internet-connected computers receiving and decoding the transmissions. 
		

		
			WSPR and other “citizen science ” initiatives aided in collecting valuable data during the 2017 solar eclipse. By having a global network of transmit-ting and reporting stations, scientists are able to gather more data about important space weather events. WSPR and the WSJT-X suite of software have opened new doors for radio amateurs to operate with low power and in weak propagation conditions. 
		

		
			Low-cost software-defined radio (SDR) receivers, available en masse in USB-dongle form factors, connected to low-end personal computers are suf-ficient to decode WSPR signals and report to the WSPRnet database. The US-based HamSCI organization, founded by physics professor Nathaniel Frissell (W2NAF), promotes a “citizen science ” concept to collect data for studying ionospheric propagation from simple amateur stations. “An 
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			ideal station would be able to receive signals omnidirectionally and simul-taneously with equal response across all bands of interest (typically 1.8 – 54 MHz) ” (Frissell et al., 2014). Anyone interested in radio science can set up a WSPR monitoring station and participate in sending decoded signals to the WSPRnet servers. In like manner, anyone with a personal computer, an SDR dongle, an antenna, and appropriate software could receive and decode signals from a field device transmitting using the WSPR protocol. 
		

		
			5.3 A RASPBERRY Pi WSPR TRANSMITTER FOR VERY LONG RANGE (VLoRA) COMMUNICATIONS 
		

		
			Lee and Ke (2018) argued that while other technologies exist to transfer data from widely distributed sensors that comprise the IoT, they are cost-prohibitive and impractical for most applications. Because WSPR signals can be modulated on low-cost devices such as the Raspberry Pi with no additional microcontrollers or hardware for transmitting, such hardware-software combination has the potential to dramatically expand the range of IoT communications devices. 
		

		
			While the prospect of LoRa transceivers communicating over a few kilometers and reporting data to the Internet is intriguing, the notion of very long range (VLoRa) communications using amateur radio protocols such as WSPR expands the possibilities for the future of IoT. Imagine a low-cost, low-power transmitter sending data from a remote sensor in Antarctica and receivers around the world regularly decoding the signal and reporting it to the Internet. Instead of ad hoc networks of devices every few kilometers, a VLoRa system would use the propagation characteristics of the ionosphere, even if in poor conditions, to send and receive data over very long ranges, potentially globally at the peak of solar cycles. 
		

		
			
				Open-source WSPR transmission software is available for the Raspberry Pi 
				(https://github.com/JamesP6000/WsprryPi/), 
				by modulating voltage on general-purpose input/output (GPIO) pin 4. Originally developed by Dan Ankers 
				(https://github.com/DanAnkers/WsprryPi), 
				the implementation has been forked on GitHub a number of times. Other than a Raspberry Pi and a low-pass filter, no other commercial radio equipment, transceiver or oth-erwise, is needed. In this configuration, pin 4 is modulated and pin 5 is used for ground. The open-source command-line WSPR program for Linux can modulate a signal on pin 4 at a specific frequency at about 10mW power, which, with an adequate low-pass filter and efficient and resonant antenna, is more than sufficient for global propagation under right conditions. The wsprrypi command-line syntax is: wspr K8KJR EN91 10 20m. 
			
		

		
			The wsprrypi software can repeat transmissions and terminate after x transmissions have completed successfully. A random frequency offset can be added to each transmission ( ± 80 Hz) to move the transmission window within the bandwidth of the waterfall to ensure the signal is not drowned 
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			out by stronger adjacent signals or signals at the exact same frequency. The software can calibrate against an NTP server if the Raspberry Pi is Internet-connected. 
		

		
			Because the Raspberry Pi GPIO pin modulates a square wave, a low-pass fil-ter is necessary to suppress harmonics. Practically, I have constructed a num-ber of low-pass filters for various amateur bands (10, 12, 15, 17, 20, 40, and 80 m) for use with the Raspberry Pi WSPR transmitter. The filters consisted of two inductors in series and three capacitors in parallel pulled to ground. Two small-signal fast-switching Schottky diodes precede output to the center con-ductor of the antenna feedline to provide some measure of protection against stray voltage and electrostatic discharge from the antenna system returning to the GPIO pins of the Raspberry Pi. Any input voltage to GPIO4 exceeding the expected 3.3V logical-level range will damage the Raspberry Pi. 
		

		
			In my own experimentation, I have used an SMA connector from the fil-ter board to my antenna. Figure 5.1 shows a schematic of the low-pass filter. 
		

		
			With a resonant antenna, I have received spotting reports by stations across the continental United States from my location in Northeast Ohio, the USA, at just 10 mW of power. I suggest using direct pin headers from the low-pass filter board to the Raspberry Pi to reduce spurious harmonic emis-sions even from the shortest of jumper wires. A small linear amplifier could improve the power, but with an efficient omnidirectional antenna system, 10 mW should suffice for most applications. For example, a 5 W wideband HF linear amplifier, on the front- or back-end of the filter board, can also aid in improving performance and preserving power consumption. 
		

		
			I have also transmitted WSPR signals on the LF bands, including 630 m ( ~ 475 kHz), which requires a more complex antenna system than the HF bands. The antenna system for the 630 m band consists of an impedance transformer, a tapped tuning coil, a loading coil (approximately 200 –250 μ H total), a ground rod and radial system, and a 100 foot tall vertical antenna wire. Using the Raspberry Pi, a low-pass filter built for 475 kHz, and a 5 W amplifier, I transmitted WSPR signals, which were heard hundreds of miles from my station, even with such a severely compromised antenna system. The potential applications of low-band WSPR transmissions include highly 
		

		
		
			Figure 5.1 Raspberry Pi low-pass filter. 
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				reliable ground wave and surface wave propagation, which are not subject to fluctuations in ionospheric propagation or the negative effects of space weather. Such highly reliable transmissions on the LF bands may be useful for emergency communications, where reliability is more important than speed. Even at such low frequencies, extraordinarily long ranges have been achieved; for example, currently, a distance of 16,832 km has been achieved via WSPR on the 630 m band (see 
				472khz.org). 
			
		

		
			It should be noted that a linear amplifier will likely be required to make the 630 or 2,200 m bands practical. Compromised antenna systems yield significant power losses because of shortened lengths, loading coils, trans-formers, and ground losses. Nonetheless, radio amateurs are restricted to 5 W EIRP (Effective Isotropic Radiated Power) on the 630 m band and 1 W EIRP on the 2,200 m band. Stations within 800 km (approximately 496 miles) of Russia (which only practically applies to locations in parts of the state of Alaska) are permitted 1 W EIRP maximum transmit power on the 630 m band. EIRP is calculated using the power supplied to the antenna multiplied by the gain of the antenna in a given direction, which is then considered relative to an isotropic antenna. EIRP can be calculated by mul-tiplying the ERP of an antenna system by 1.64. Needless to say, at least 100 W of input power at 472 kHz would be needed to yield 5 W EIRP in most compromised 630 m antenna systems. 
		

		
			
				In the USA, amateur radio operators are required to notify the Utilities Technology Council (UTC) before operating on the LF bands (630 and 2,200 m). Because the 135.7 –137.8 kHz (2,200 m) and 472 –479 kHz (630 m) frequencies may overlap with Power Line Carrier (PLC) systems operating on the same or overlapping frequencies, the UTC must notify radio amateurs if the fixed latitudinal and longitudinal coordinates of their LF antenna systems are within 1 km of PLC transmissions. According to the American Radio Relay League (ARRL), “located beyond a minimum separation distance from PLC transmission lines, which will help ensure the compatibility and coexistence of amateur and PLC operations, and promote shared use of the bands ” (2017). Operation on the LF bands are detailed in the Federal Communications Commission (FCC) rules Part 97 rule amend-ments, § 97.3, 97.15(c), 97.301(b) through (d), 97.303(g), 97.305(c), and 97.313(k) and (l) 
				(Figure 
				5.2). 
			
		

		
			5.4 PRACTICAL EXAMPLES: MALAYSIAN AIRLINES 
		

		
			FLIGHT MH370 AND SPACE WEATHER STATIONS 
		

		
			WSPR has been used for more than testing ionospheric propagation or amateur radio antenna systems. In an unpublished paper, Richard Godfrey (2021) suggested WSPR transmissions may hold the key to aid in the search for the missing Malaysian Airlines Flight MH370. Godfrey suggested WSPR transmissions logged in the WSPRnet database during the flight of MH370 
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				Figure 5.2 Example reporting from K8KJR at 10 mW on the 20 m (14 MHz) band 
				(https://about.google/brand-resource-center/products-and-
			
		

		
			
				services/geo-guidelines/). 
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			may help locate the lost aircraft through the synchronization of multiple WSPR transmissions. Aircraft produce both forward and side scatter, and if the path of the aircraft is known, related phenomena in WSPR transmis-sions can be identified within the WSPRnet database during the flight of a particular aircraft. Godfrey and others demonstrated the use of anomalous data in both short-path and long-path WSPR transmissions to potentially locate aircraft. 
		

		
			In final analysis, Godfrey only found 12 possible WSPR DX detections of MH370, but did not attempt analyses of hypothetical flight paths of the aircraft (p. 22). Although Godfrey ’s work is ex post facto , the collection of massive amounts of propagation data from the WSPR transmissions and receptions of global radio amateurs provides unique opportunities for solv-ing complex problems such as locating missing aircraft. While certainly not a unilateral solution, such data may prove useful for other similar problems in the future. 
		

		
			Another practical example of using WSPR for very long range communi-cations is for collecting data related to space weather phenomenon. Fallen (2018) proposed experimentation with data from the High-frequency Active Auroral Research Program (HAARP) ionosphere heater and the Weak Signal Propagation Reporter (WSPR) network for the purposes of assessing the effects of space weather phenomena. Frissell et al. (2019) noted that because HF communications are often used in emergency situations, such as immedi-ately following destructive hurricanes, studying the ionospheric propagation is critical not only to science, but to potentially saving human lives. Erratic space weather events “such as X-ray flares from the Sun and geomagnetic storms can alter the ionosphere to disrupt these communications ” (p. 118). 
		

		
			Because thousands of radio amateurs around the world may be collecting and reporting data from WSPR transmissions at any given time, concerns about “consistency, verification, and validation of volunteer observer data ” can mitigated through appropriate software and “the sheer number of available good observations, even with the presence of flawed observations, outweighs in scientific value a few perfect observations ” (Fallen, 2018). In a study of the effects of solar flares, Frissell et al. (2019) found that “emergency communicators suffered both the short-term effects of solar flare-induced radio blackouts and the longer-term effects of geomagnetic activity-induced ionospheric storms ” (p. 131). 
		

		
			Further, data primarily from the WSPRnet database revealed that single solar storms likely do not cause extended depressions in the propagation of HF signals, but a combination of multiple events is likely to be underlying causes. The study also revealed that effective HF propagation recovered from solar flare radio blackouts in tens of minutes to hours, while recovery from geomagnetic storms did not happen for days. Although more research is necessary, understanding the behavior of ionospheric propagation by analyzing large quantities of data collected and reported by radio amateurs will have implications for emergency communications in the future. 
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			5.5 OPPORTUNITIES AND CHALLENGES 
		

		
			Because no additional commercial hardware is necessary (not even the sx1276 LoRa chip), many new possibilities are opened for transmitting data using microcontrollers or single board computers such as the Raspberry Pi. The sophistication of Joe Taylor ’s convolutional code algorithm for error correction provides an alternative to spread spectrum transmissions with a proven track record of successful encoding and decoding of simple messages across a wide range of frequencies. Because the Raspberry Pi GPIO pin can be modulated at any frequency, non-licensed engineers and enthusiasts can experiment on non-licensed HF frequencies where available. The vision of the WSPR protocol extending the boundaries of LoRa networks should be received as an opportunity for advancing the IoT (Vangelista et al., 2015). 
		

		
			According to Frisell et al. (2019), “Radio communications using the high-frequency (HF) bands (3 –30 MHz) is important for emergency communi-cations because it is the only form of electronic communications that can travel over the horizon without relying on man-made infrastructure such as the Internet, satellite systems, or phone networks ” (p. 118). However, while LF transmissions, such as on the 630 m band, are highly reliable due to ground and surface wave propagation, antenna systems are impractical and, for many radio amateurs, unreliable, even for adequately low power transmissions at such low frequencies. 
		

		
			Challenges of implementation will also include clock synchronization of the transmitting device, power management, and antenna implementation. Perhaps the greatest challenge will be the latter, since most HF antennas are either 1/2 λ dipoles or verticals with extensive ground radial systems. To transmit efficiently at 10 mW in the HF spectrum, antennas will need to be constructed efficiently with few physical and electrical compromises. Although VHF LoRa applications accommodate smaller antennas because of operations at shorter wavelengths, they exchange skywave propagation for groundwave propagation and lose the benefits of global ionospheric refraction. A WSPR-based VLoRa IoT station would indeed require suf-ficient space for a resonant antenna, but specific transmitting stations for specific purposes may warrant such a footprint. The overall cost would remain low, as resonant wire antennas would suffice; extensive infrastruc-ture would not be necessary. As in any technological application, a cost-benefit analysis relevant to the presenting need would be prudent. 
		

		
			Further, Zhou et al. (2019) conducted experiments to improve LoRa network architectures for scalability and flexibility. While WSPR-based VLoRa would not provide the same kind of gateway-bridge configuration most typically deployed in LoRa typologies, it could contribute to what Zhou et al. call “decoupled modules ”, whereby WSPR transmitters provide data to a LoRa network as independent decoupled modules independent from, but part of, the LoRa deployment itself. Such an integrative approach 
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			to available technologies may increase the reliability and robustness of IoT ad hoc networks. 
		

		
			Finally, that most of the world licenses the HF spectrum and prohibits automatic beacons on HF frequencies would create additional restrictions for implementation. The extent to which such WSPR transmissions for the purposes of reporting IoT sensor data would be considered a “bea-con ” is debatable, but any such station operating within licensed fre-quencies would require a licensed control operator for legal operation. Each country has its own licensing requirements in cooperation with the International Amateur Radio Union or commercial licensing within their own jurisdictions. 
		

		
			5.6 CONCLUSIONS 
		

		
			In this imaginative yet practical proposal, I suggest using the WSPR pro-tocol for implementing very long range (VLoRa) low-power messaging systems to expand the IoT. Amateur radio has always been a force for innovation and experimentation. The WSPR protocol provides a software basis for transmitting short messages over very long ranges using a convo-lutional code algorithm for error correction and the natural benefits of HF ionospheric propagation. Combined with a low-cost Raspberry Pi trans-ceiver, low-pass filter, and resonant antenna system, a WSPR transmitter could be part of an IoT application, whereby sensor data are transmitted over thousands of kilometers and uploaded to the Internet for process-ing. With open-source software, inexpensive hardware, and “low-tech ” amateur radio engineering, VLoRa transmitters can become part of an ever-expanding future for IoT. 
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			A bstrAct 
		

		
			Blockchain was first conceptualised in 2008 and drew attention from the general public since the introduction of one of its applications, cryptocurrency, in 2014. Blockchain consists of several revolutionary characteristics and has already been applied in different industries. Therefore, it is also deemed as a computer technology that has the potential to change the traditional business model. The hospitality industry is one of the significant economic supports to New Zealand; this industry could take advantage of the implementation of block-chain technology. Moreover, applying blockchain technology in vari-ous industries is a new arena in the existing research. The results of qualitative research indicate that blockchain technology could benefit the hospitality industry by building a more trustable reputation sys-tem, smoothening operation flow, reducing operation cost, enhancing customer experiences, enhancing food safety, and providing conve-nient payment methods without the necessity of intermediaries. This chapter is focused on investigating how the implementation of block-chain technology benefits the hospitality industry, together with its potential drawbacks. 
		

		
			6.1 INTRODUCTION 
		

		
			The blockchain is a new technology that consists of public ledgers storing transactions that are distributed in a network. Most of the transactions are validated by the nodes within the network according to a majority consen-sus method before being added to the ledger and stored in a list of blocks. The chain grows as newly verified transactions are appended continuously. Once the transaction is validated and added to the ledger, it cannot be modified and removed from the ledger at any time. 
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				Initially, it was first mentioned in 1991 in a research paper written by Haber and Stornetta 
				[28] 
				who proposed the idea of sending a document through a timestamp server and having the server sign the document with the current timestamp. It also contains a pointer that links to the previous document. If the document is changed, the pointer will become invalid. By this mechanism, tamperproof is guaranteed, which is similar to the basic concept of the blockchain. However, it only started to attract the attention of the general public since one of its popular usages as a cryptocurrency (i.e. Bitcoin) in 2008. 
			
		

		
			
				Since 2014, researchers and investors switched their attention from Bitcoin to the blockchain technology itself. They started to realise that the block-chain technology itself can be separated from Bitcoin and used in various sectors and applications. According to Gatteschi et al. 
				[27], 
				the so-called Blockchain 1.0 is mostly related to Bitcoin or other cryptocurrencies. In Blockchain 2.0, smart contracts were started to be included in the block-chain. They are programmed to perform specific actions or transactions automatically without the interaction of a third party or intermediaries after certain conditions are met. In the state-of-the-art Blockchain 3.0, the appli-cation of blockchain is no longer limited to the finance sector. Researchers and investors are trying to address the advantages and possibility of imple-menting the blockchain technology in different sectors, such as government, supply chain management (SCM), health and IoT. The understanding of the potential about using blockchain in various fields is still at the beginning. 
			
		

		
			6.1.1 Advantage of the blockchain 
		

		
			The blockchain is deemed to be a revolutionary technology that will change most of the procedures in every sector of business nowadays. It provides several benefits. First, it can reduce the transaction cost and time needed by eliminating the intermediaries. In the blockchain, no central trusted authority is needed for the verification of transactions. The transactions are verified by the consensus mechanisms in the blockchain to maintain the data consistency. Second, all the transactions recorded in the blockchain can be validated quickly, and any invalid transaction will be rejected by the nodes participating in the consensus mechanisms. Moreover, it is almost impossible to alter or remove the transactions once they are validated and added to the blockchain. Thus, any attack or invalid transaction could be detected immediately before being added to the blocks for processing. Third, it provides anonymity. As all the users communicate with the block-chain by a generated address that does not include any real information about the identity of the users, the real identity information is being pro-tected. Lastly, the blockchain provides better security; all the transactions are encrypted by cryptography. Moreover, a majority of nodes are required to add the data to the chain. Blockchain relies on a distributed network, 
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			and all the blocks are replicated between nodes to ensure consistency. When a single node is down, the other nodes will take responsibility and provide the ledger for verification. 
		

		
			6.1.2 How blockchain can solve the existing 
		

		
			issues in the hospitality industry 
		

		
			
				As mentioned by Global Hospitality Portal 
				[64], 
				the whole hospitality and tourism industry accounted for around 8 trillion dollars in the global economy and will be expected to grow to more than 10 trillion by 2025. Nowadays, some issues still cannot be solved by the existing hospitality systems 
				[22]. 
				For example, the hospitality operator still relies on third-party trusted authori-ties for the payment process, which leads to a high transaction cost and time. The transactions may take days to verify and months for the amount to be debited into the operator’s bank account. Moreover, the hospitality industry is still an employee-intensive industry as many of the operations are still done by humans. Also, it is hard to trace the food source and other handling par-ties in case of food safety incidents. For the hotel operators, guests are always complaining about the slow check-in and check-out process as well as the lack of attractive redeemable items in the loyalty programmes. 
			
		

		
			
				The hospitality operators want to deal with these issues to have smooth-ened business processes and maintain a good relationship with the guests. When using blockchain, there are no intermediaries to process the payments and transactions. The transactions are verified, approved and executed by a consensus mechanism, and usually, it takes a few minutes with a rela-tively low transaction fee. Moreover, using the trusted identity of the block-chain helps to make the check-in and check-out processes faster without the identity verification by hotel staffs and thus save the operation cost. Furthermore, the special request can also be shared with the partners in the blockchain to provide a personalised experience to the guests 
				[67]. 
				Also, the loyalty programme could be enhanced by providing more variety of redeemable products with the operation with other vendors within the same blockchain network. By using blockchain, the time needed to trace a node throughout the manufacturing process of a product in a supply chain could be reduced from days to seconds 
				[36]. 
			
		

		
			6.2 RELATED WORK 
		

		
			6.2.1 Information system used in hospitality 
		

		
			and its advantages and challenges 
		

		
			
				In this section, the studies and researches are discussed. These articles pointed out the problem of the existing systems and the approaches for future developments. As far as 2005, Singh and Kasavana 
				[62] 
				conducted a survey 
			
		

	
		
			Applying blockchain technology to hospitality operation 107 
		

		
			
				using the data from a panel of 25 experts in the lodging industry and tried to find out how and what information technology could help the industry and forecast what and how information technology can be used from 2007 to 2027. The author has predicted that wireless technology will improve service delivery, lower the operating cost and enhance the overall guest satisfaction. Chathoth 
				[18] 
				studied the impact of information technology and developed a conceptual framework to describe how to use information systems to lower the operation cost and manage customer satisfaction, for a full-service hotel firm. The author also concluded that the legacy human-oriented system could be replaced by IT-based system to increase the efficiency, productivity and revenue. Muller 
				[48] 
				considered the use of technologies in hospitality, such as systems for information sharing, staff scheduling, credit card processing and inventory management. He mentioned that the use of Internet helps to speed up the operational processes as well as marketing to reach more customers. He also mentioned that the use of IoT could help to automatise a restaurant to build a smart kitchen, which in return lowers the operating cost by reduc-ing the employees needed throughout the business processes. Law et al. 
				[42] 
				studied and outlined the benefits of implementing information technology in the hospitality industry, which focuses mainly on hotels and restaurants. They mentioned that IT systems could help to enrich customer experiences. They also highlighted the challenges of why the management of the opera-tors resisted implementing IT to their businesses. Seric et al. 
				[59] 
				used the evidence from the hospitality industry to analyse the relationship between the advancement in technology and the enhancement of public relationship and the building of brand equity from the customer perspective. Schuckert et al. 
				[58] 
				reviewed and analysed the articles related to online reviews and reputation system in the tourism and hospitality industry. The study covered the studies about the online review platform in the lodging industries and res-taurants. The handling methods of online complaints and conflicts were also studied. At last, the authors also highlighted that consumers intend to check online reviews before making any decision on buying products or booking hotels and restaurants and the importance of these systems is increasingly vital for the businesses. Hua et al. 
				[31] 
				indicated that nowadays hotels keep putting more capital to implement e-commerce systems after ample researches proved that it does help in reducing the operating cost, increasing the rev-enues, attracting new customers, and increasing customer loyalty, especially for chained hotel groups. However, it does not apply to some categories of hotels or resorts. 
			
		

		
			
				Dragonchain 
				[56] 
				was originally developed by Disney in 2015 and con-sisted of various functionalities aimed at the hospitality industry to make the business processes smoother and to lower the operating cost as well as improve the guest satisfaction. Then, it was released as an open source in the late 2016, which is a private blockchain platform developed for use in vari-ous use cases and applications in different industries. Zhou et al. 
				[76] 
				pointed out that guests in hospitality concerned about their privacy as traditional 
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				online marketplaces were collecting lots of valuable personal information such as passport number and credit card information. Thus, the authors proposed a technique that uses a Bitcoin blockchain network to secure per-sonal information by interacting with those service providers anonymously. Dogru et al. 
				[25] 
				suggested that blockchain technology can make a change in the hospitality industry by providing a shared ledger and security and it can also be used to track customers and food and provide a better loyalty programme and a digital ID for identity verifications. Taylor 
				[67] 
				figured out some of the technologies that could enhance the guest experience which are mobile check-in, better Wi-Fi coverage, stronger cybersecurity, personalised customer experiences and robot. This also leads to the existing underlying issue that the customers want their experience to be improved by advanced technologies. Calvaresi et al. 
				[15] 
				suggested that trust is a critical element of the tourism industry. Trust can be built by transparency, loyalty and trace-ability, which are also the characteristics of blockchain technology. Thus, blockchain can be used for improving the loyalty programme, digital ID verification, guest and food tracking as well as online reviews and provide various benefits to both customers and suppliers. 
			
		

		
			6.2.2 Blockchain technology 
		

		
			In this section, the technical details of blockchain technology are dis-cussed, such as the mode of operation and consensus algorithm. In recent years, blockchain has become a popular academic perspective; researchers believed that it has the potential to be a revolution in business processes in any industry. 
		

		
			
				In 2016, Cachin 
				[14] 
				studied the Hyperledger, which is used to develop a standard platform for blockchain technology including the ledger frame-work and code bases for different industries, and Hyperledger Fabric, a platform for the running of smart contracts and allowing pluggable func-tions to be implemented. The Hyperledger Fabric was developed as an open source blockchain platform targeting business uses. Lin and Liao 
				[43] 
				ana-lysed the possible security issues and challenges that needed to be over-come. They first gave a brief description of blockchain technology and then pointed out six major challenges (majority attack, fork problem, scalability, time confirmation of blockchain data, current regulations of governments and relatively high integration cost) that might happen when implementing the blockchain technology. Xu et al. 
				[73] 
				discussed the details of the block-chain technology and proposed a design framework for a blockchain-based system. They also discussed the benefits and drawbacks of different consen-sus protocols as the protocol should be decided before building the system and will affect the performance and the stability of the whole blockchain system significantly. Keenan 
				[37] 
				highlighted the current and emerging security issues of blockchain along with a connection to a report from the European Union Agency for Network and Information Security in January 
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				2017, which proposed recommendations for ideal blockchain practices. Zheng et al. 
				[75] 
				published a paper on the architecture, consensus and pos-sible future trends in the blockchain technology in a conference. The paper described the details of different elements in the blockchain technology together with its challenges, possible solutions and the possible directions in which it can be developed. Kshetri [40] analysed the role of blockchain technology in enhancing cybersecurity as well as in protecting user privacy. The author explained how blockchain works towards security by various protective mechanisms and what blockchain is going to solve in different industries. Blemus 
				[12] 
				is a legal consultant and a PhD student in France; he discussed the legal status of blockchain in the USA and EU as well as the other countries. He focused on the regulations of virtual currencies. He found that none of the countries or major economic systems had clear guidelines or regulations related to blockchain, but the governments have already realised the importance of setting up rules for blockchain operators as this technology is growing rapidly. 
			
		

		
			
				Wolfskehl 
				[71] 
				analysed the reason why blockchain is not popularly implemented in business information systems and provided some examples of how blockchain can be used in some of the companies. Wüst and Gervais 
				[72] 
				analysed different blockchain systems used in different perspectives in different industries and developed a guideline to help the decision-makers to decide whether blockchain could help their business after outweighing the challenges. Puthal et al. 
				[54] 
				provided a general concept of blockchain including its characteristics, operation theories, consensus mechanisms, applications and challenges, which is suitable for anyone to gain some knowledge on blockchain technology. Ko š ť ál et al. 
				[39] 
				assessed different consensus mechanisms, such as PoW, PoS, chain-based PoS and BFT-based PoS, based on the energy efficiency of cryptocurrencies. After assessing dif-ferent mechanisms, they concluded PoW is not suitable for cryptocurrencies because of its performance and efficiency. Thus, PoS could be used. Finally, Santos and Swan 
				[57] 
				pointed out that PoW is not hard to implement com-pared to other consensus mechanisms such as PoS. Thus, they proposed to determine whether it is possible to utilise the advantages of both PoW and PoS by combining them into a hybrid protocol, while another research by Ogawa et al. 
				[50] 
				introduced a new mechanism called “Proof-of-Luck-ID ”. 
			
		

		
			6.2.3 Different applications in different industries 
		

		
			In this section, how blockchain has been implemented and going to be implemented in different industries is studied. The applications of block-chain technology have become a hot topic in recent years. Researchers published lots of papers regarding how blockchain technology could be used to maximise the benefit in different aspects. These articles also pro-vide some evidences and practical use cases to show how the blockchain system can be used to maximise the benefits, and some of them could also 
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				be implemented in the lodging industry. Sun et al. 
				[66] 
				proposed some sug-gestions that blockchain could be implemented to facilitate the operation of smart cities and sharing economies. It can be used as a medium for pro-viding trust, enabling residents to maintain privacy during identity verifi-cations and implementing smart contracts to finish transactions without human intervention. Lam 
				[41] 
				suggested a way to implement blockchain technology to an online review system to prevent the companies from removing any review that they think unfair and encouraging users to pro-vide quality reviews by providing rewards for their participation through a reward system. Ahram et al. 
				[6] 
				suggested some ideas of what can be done with the help of some blockchain characteristics to enhance the existing practices in the healthcare industry using a blockchain system based on an IBM blockchain initiative. These concepts can also be transferred and inspire the other researchers to have an idea to implement blockchain in other industries. Shrestha et al. 
				[61] 
				proposed a solution that shares user profiles with privacy within different businesses in tourism, such as travel agencies, hotels, restaurants and shopping malls. In their idea, the user profile was collected in any of the business nodes with some validation on site, providing the users the ability to select which information they want to share in preserving their privacy. The concept can also be used in other industries in order to facilitate business processes and data sharing across different parties. 
			
		

		
			
				Loyalty programmes, which are used in airlines, hotels and shops, have been implemented for decades. However, the result was not satisfying. The limited number of items redeemable restricted the interest from the custom-ers of loyalty programmes. Thus, Choi 
				[20] 
				wanted to propose a model on how to implement a loyalty programme for blockchain technology using credit card and making the tokens able to be spent in offline stores. The users use a credit card as a medium to store a personalised digital wallet that contains the loyalty tokens. When the user purchases at a shop, the credit card company will pay the amount to the retailers as a typical credit card transaction and will collect the user ’s tokens. The owner of the loyalty programme can pay the credit card company for the tokens, or the credit card company can sell the tokens to the market. Thus, the token can be used anywhere if the retailer accepts credit cards. 
			
		

		
			
				Marr 
				[45] 
				listed out many real blockchains practically used nowadays in different aspects and their applications, such as entertainment, social engagement, retail, cars, SCM, logistics, insurance, health care, real estate, charity and financial services. 
			
		

		
			
				Beck et al. 
				[9] 
				developed a proof-of-concept prototype for a coffee shop as an example and tried to find out the benefits and challenges of block-chain when switching from a trust-based punch card system to a trust-free blockchain-based system. The authors revealed that a trust-free blockchain-based system could minimise malicious or accidental exceptions, lowering the operation cost of printing and administering punch cards and providing 
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			transparency, trust as well as security. However, it does have its drawbacks, such as a longer block time compared to the existing punch card system. It was also quite complex to handle any change in smart contracts, and blockchain incurred a little transaction fee compared to the existing system. These findings also apply to another potential system that may be devel-oped in the future in other industries. 
		

		
			
				Initially, a vast majority of researches were focused on the finance area, but another usage of blockchain technology rather than cryptocurrency has already started to draw more attention from the researchers. Cocco et al. 
				[21] 
				discussed how blockchain helped to save cost in the banking indus-try, promoting economic growth and developing green technology. They assessed the limitations of cryptocurrency in blockchain systems through Bitcoin and described how to overcome these obstacles to handle financial transactions in a more efficient way. Papadopoulos 
				[52] 
				studied the reason why he thinks cryptocurrencies can be used in the conventional payment system and the challenges. He mentioned that cryptocurrencies provided a high degree of identity protection and double-key cryptography to secure the transaction and hashing to protect from modification and provide pri-vacy, which is essential for a payment system. However, cryptocurrencies are still illegal in some countries. Even cryptocurrencies can be used in the EU and USA; the governments concern about money laundering, financing crime and tax evasion due to their anonymity. Lastly, the author concluded that a reliable and professional solution is needed before cryptocurrencies can be used in the official payment system. 
			
		

		
			
				Yasin and Liu 
				[74] 
				proposed a framework that uses online digital identity and reputation information to generate a personal behaviour rating. The behaviour rating is linked to the digital identity only for using on online systems with the preservation of the real identity of the user. The user needs to sign on an account with real information to prevent fake account, and the account is stored on a blockchain network. Then the user grants per-mission to the reputation system to access the browser history, online social network account and email accounts; then, these historical data are used to generate an online behaviour rating for the specific user. 
			
		

		
			
				In recent researches, some researchers have focused on using blockchain for proving online identity. By using the pre-verified identity stored on the trustable platform in blockchain application, users can prove their identity easily without presenting any identification document to the checker to save time and cost when processing a transaction. Jacobovitz 
				[34] 
				discussed the applications and solutions focusing on digital identity management utilis-ing the blockchain technology. When a user creates an identity through the blockchain system, their physical identity documents or biometric infor-mation was uploaded and the individual can control who can have their personal information accessed. It also helps the organisations to check the identity beforehand to authorise a transaction as well as signing and notaris-ing documents. Nowadays, such blockchain-based digital identity systems 
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				are already in use for identifying individuals, devices, companies, software packages and websites. Rivera et al. 
				[55] 
				mentioned that blockchain-based digital identity helps to provide a secure platform with integrity and anony-mous way to prove a citizen ’s identity, which is necessary to build a smart city. The identity can be used in storing health records, voting, making the government operations transparent, authorising payments and using finan-cial services, and allowing the users to share their personal information with different organisations. 
			
		

		
			
				Many giants in SCM and logistics also implemented a blockchain sys-tem to speed up their processes and keep track of their transactions. Many researchers are also focusing on studying how blockchain can benefit SCM and logistics and future development together with its challenges and limi-tations. Abeyratne and Monfared 
				[3] 
				first explained what blockchain is and some current applications. They then explained how blockchain could be used in manufacturing SCM. They suggested different actors should reg-ister an identity on the blockchain, record the transaction of what they did and pass the ownership to others. By using the distributed nature and immutable record, it is efficient to provide a trustable record promptly. Korpela et al. 
				[38] 
				investigated and interviewed operators about the func-tions they wanted and the requirements of integrating blockchain into SCM systems. They considered four transformations are required in the organisa-tion as well as the investment cost. They also described the four integration models and how blockchain can be used to lower the cost and speed up the transactions. 
			
		

		
			6.3 BLOCKCHAIN INHOSPITALITY 
		

		
			
				In this decade, the hospitality sector and hotel industry are two of the fast-est growing industries all over the globe even though the global economy experiences some major crises. According to SOEGJOBS 
				[63], 
				hotel indus-tries have enormous growth because many large enterprises have opened their headquarters in various locations in the world and the number of international visitors in recent years has increased. In 2018, the total rev-enue of the hotel industry reached USD 500 billion. Moreover, the hotel industry accounted for 5% of the global GDP and the hotel industry itself had a growth of 6% –7% in 2018. The hotel industry is more significant and is thus focused in this paper, especially how to use blockchain technology to facilitate the business processes of the lodging sector. 
			
		

		
			6.3.1 Existing system and limitations 
		

		
			Traditionally, hotel management system (HMS) or property management system (PMS) has played a vital role in making hotel operations smooth and efficient. Hotel operators tend to find a solution for smoothening all 
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			the operations, such as front office, booking, finance, human resource, inventory, security, housekeeping and customer relationship management. However, in recent decades, technology advancement has had a massive impact on hotel management. Various computer systems are used within the same hotel or hotel group to provide various functionalities for the guests and backend staffs due to the increasing number of technologies aimed at enhancing customer satisfaction and improving the efficiency of backend operations. However, using more than one system in the same organisation is inefficient as the systems cannot always be integrated and collaborated very well to each other in most of the cases. Many human resources are wasted for inputting and double-checking the data inputted and processed by different systems, which increases the rate of human errors. 
		

		
			6.3.2 How does it work? 
		

		
			Blockchain can work with several industries and helps to smoothen the business processes as well as to lower the cost of operations. Some features are also applicable to the hotel industry if some customisations were made. 
		

		
			6.3.2.1 Supply chain management system 
		

		
			Food safety is becoming a cause for concern for all the people in the devel-oped countries. People are more concerned about whether the food they consume contains unnecessary harmful additives, such as chemical fertilis-ers and pesticides. Thus, there is an increasing demand for a traceable SCM of what raw materials are used in the cuisines provided in the restaurants. In addition, people are willing to pay more for a dish whose production was more environmentally friendly and socially responsible, especially in a fine dining restaurant in a hotel. The producers must provide evidence before their items could be sold as organic or fair-trade products fulfil all the requirements and attain the relevant certifications. 
		

		
			To go deeper, the blockchain will use a consortium model. It allows the owner to assign which parties are authorised to upload information and update the block data. In addition, the read permission is given to any-one in public to access the transaction history to trace the food. All the real identity of the producers, distributors and retailers are verified by the owner before granting the write permission to lower the risk of attacking by unknown adversaries. Thus, PBFT can be used for consensus in a consor-tium blockchain; as no mining is required, it can help to reduce the waste of energy and provide better efficiency. A block will be created for every batch of product or raw material. At first, the farmers are responsible for adding the first transaction with the batch information and timestamps of when they have harvested the crops or slaughtered the cattle together with any certificate information, nutritional information and allergens along with the farmer ’s blockchain address for identifying the producer, and thus, they 
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			create the block. They also add a transaction for recording when and where the produce will go with the information about transportation and their unique ID. When the food is received by the distributors, they update the status, check and verify the product as well as attach the time information and their ID to the block to indicate all the information is correct and thus append a transaction with a timestamp and the destinations of the batches to the existing block and transportation information. Similarly, when the items arrive at the retailers, they first update the status, check and verify the previous records and attach the time information, the retailer ID and destinations of where the food is to be sold, with the information of the transportation. All the transactions are digitally signed to ensure the integ-rity and make sure the transaction is submitted by the authorised parties in the blockchain. The records maintained should be immutable, transparent and tamperproof through every supply chain node. The restaurant oper-ators and customers could check their ingredients in the cuisine are safe and certified as the producers claim. In case of a food safety incident, all the records can be traced easily by any parties, including the government authority effortlessly. 
		

		
			6.3.2.2 Digital ID system 
		

		
			
				Fraud identity is an important issue in modern security systems, especially due to the fact that previous terrorist attacks happened in world-famous hotels. Digital ID system is one way to verify and prove the true identity of a person without checking the physical identity documents. With a private blockchain solution, privacy could be protected as the data in the blockchain are only available for the participating parties and the guests themselves. Only a computer-generated address instead of the full name of the users will be linked to the specific identity to preserve their privacy. In 
				Figure 
				6.1, 
				the physical identity document must be verified by a government authority in order to ensure the genuineness of the identity. The identity verified will be uploaded as a new block in the private blockchain. Then the verified digital ID can be used in all the participating hotels and restaurants. The ID could be used to make a reservation of accommodation or restaurant. The customers can also view their personal profile and update any special request as needed through the application connected to the blockchain sys-tem with their login credentials for identity verification. When a customer wants to make a booking, they could check with the booking system in the blockchain platform and confirm the booking using their unique digital ID. The system could also assign the rooms, facilities or restaurant seats according to their preferences if they did not select a particular room or dining table. When the customer arrive at the hotel or restaurant and show their digital ID in the mobile application, the front desk staff could check the booking details and verify whether the digital ID belongs to the specific user without knowing additional unnecessary information from checking 
			
		

	
		
			Applying blockchain technology to hospitality operation 115 
		

		
			the physical identity documents, or the customers can do it by themselves through a self-check-in kiosk. During the check-in process, guests could also finish the check-in process through the kiosk by logging in with their cre-dentials, biometrics or two-factor authentication without showing the travel documents. It could save the time needed for the verification of ID docu-ments. After the identity is checked by the system, a payment history could also be loaded to determine whether the payment has already been settled. If the guest has any outstanding balance that needs to be paid, they can pay 
		

		
		
			Figure 6.1 Framework for the digital ID system. 
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			it with cryptocurrencies and the transaction could be finished in minutes. After all the payments are cleared, a system-generated door key is issued and it could be a contactless key stored in the mobile application to unlock the hotel room instead of the physical key cards, which is faster and more convenient for the guests and enhances the customer experience. When age validation is required to consume alcohol and to enter some facilities such as bars and casinos, the guest could prove the eligibility by showing a yes or no answer in the application instead of the actual age to preserve the privacy. 
		

		
			6.3.2.3 Booking system 
		

		
			
				Blockchain can be used in the booking system for rooms, restaurants and hotel facilities. As in 
				Figure 
				6.2, 
				the hotel firm first provides all the informa-tion about its rooms and facilities to create a block and upload it to a public blockchain for public viewability through PoW consensus. 
			
		

		
			This helps to mitigate any invalid booking made by the attackers as they have to dominate the computing power to approve an adversary transaction. The guests could retrieve the real-time status and price of every room as well as the hotel facilities together with the description of in-house facilities using a portal application connected directly with the blockchain. If the cus-tomer logs in as a returning customer, their personal information and special requests will be retrieved from the digital ID system directly and appended to the booking record automatically. When guests want to book services or equipment, they will be directed to the payment system to make the payment if necessary. After the payment is settled, a status update will be verified and validated by the nodes in the public blockchain. In here, only the computer-generated code is used as the booking person and the code is linked to a private database that is only accessible from the hotel to preserve the users ’ privacy. Thus, the guests could be able to check-in the room and use the hotel facilities by using the portal application with the specific ID, which can be verified in the digital DID system. Similarly, for the restaurants operating in hotels, more information such as floorplan can also be uploaded. Customers could choose their desired tables, which gain access to specific views or facili-ties in a first come first serve manner by their identity from the digital identity system stored and authenticated by the mobile application. 
		

		
			6.3.2.4 Payment system 
		

		
			The massive amount of international payment incurs a large amount of transaction fee collected by different financial intermediaries. It also requires a long period of clearing to be processed. There are voices that blockchain technology is one of the hopes to ease this difficulty. In fact, one of the most popular services provided by blockchain technology is cryptocurrencies, such as Bitcoin and other cryptographic tokens. Hotels could build their payment system based on the existing cryptocurrencies 
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			payment gateway to accept cryptocurrencies or tokens from other loy-alty programmes. It could be used in transactions of purchasing and han-dling customers’ reservations in restaurants and hotels as well as handling transactions in casinos. The system could be built in a public blockchain based on an existing cryptocurrency such as Bitcoin or Ethereum. A wal-let application can be used to store and initialise transactions between cryptocurrencies. Users can protect their credentials by introducing two-factor authentication and authorising which devices could be used to access the account to prevent unauthorised access to the specific wallet and performing malicious transactions. Apart from this, all the sensitive 
		

		
		
			Figure 6.2 Framework for the booking system. 
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			information is encrypted by TLS and 192-bit AES and only accessible by the account holder. If there is any transaction, the digital signature will be checked before submitting the transaction for consensus. If both hotel firm and customers do not have their valid cryptocurrency wallet, a tradi-tional credit card can also be accepted. However, it may include a money exchanger as an intermediary. The customers first pay the amount to the money exchanger to buy some cryptocurrencies and store them to a spe-cific address on the public blockchain. Then, the cryptocurrencies will be verified and the transaction will reach consensus publicly by PoW. Then, the cryptocurrencies will be transferred from the sender ’s address to the address of the hotel firm ’s public blockchain and the cryptocurrencies are transferred back to a bank account by selling them through a money exchanger. After the payment is received, the hotel firm could provide products or services to their customers. Similarly, it is the best practice if both the customers and hotel firm do have a valid cryptocurrency wallet. The transaction could be processed directly without any intermediary. It can also be validated, deducted in a public blockchain and reach consen-sus by PoW. Then, the corresponding number of cryptocurrencies will be deducted from the users’ blockchain address and sent to the hotel firm ’s blockchain address directly within seconds or minutes (depends on the block time of the blockchain they are using), and then, the customers can receive the products or services they wanted in an almost immediate man-ner. Nevertheless, if either party (customer/hotel firm) does not have any cryptocurrency wallet, they can still use the payment system with the help of money exchangers without any issue. 
		

		
			6.3.2.5 Room service system 
		

		
			
				Room service could bring considerable income for hotel operators. 
				Figure 6.3 
				shows a system framework for the guests to log their room ser-vice orders, complaints and enquires directly to the blockchain system with the terminal located inside the room, which is already connected to the blockchain network as a trusted and approved node. A private blockchain can be used since all the transactions do not need to be verified by the public. Guests and front desk staff can check all the verified transactions through the terminals located in a room or the front desk. Moreover, it mit-igates the risk of adversary transactions and leak of information to any out-siders. PFBT could also be used in a private blockchain to save the energy used for consensus. After the guest checks in and arrives at their room, the status of the in-room terminal is changed to “activated ”. Transactions can then be uploaded to the blockchain with the creation of a new block for the specific booking for the whole period of staying. All the orders, sugges-tions and opinions made by the guest can now be checked through trusted terminals anytime throughout the hotel with the specific timestamp. This information could also be stored in the guest profile and be reused during 
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			their next stay. It helps to provide a full, immutable record for all the orders made by the guest within their stay and helps to reduce any dispute. During checkout, all the transactions stored in the specific block in the blockchain are retrieved and shown to the guest through the terminals in the room, and the guest can settle the payment by cryptocurrency or credit card through the payment system without going to the front desk. After that, the system-generated unlock key can be voided and the checkout process is completed. 
		

		
			6.3.2.6 Reputation system 
		

		
			Most of the users would check the reviews before they decide to dine in or accommodate a restaurant or hotel or before making a reservation, especially when they are unfamiliar with the place. Undoubtedly, trust is deemed to be the essential criteria for a reputation system. However, in most of the existing systems, it is hard to control the quality and truthiness of the reviews or comments the users post. In addition, some dishonest companies being reviewed may pay the reputation system platform provid-ers to delete any negative comment about their products and services and make the reputation systems untrustworthy. 
		

		
		
			Figure 6.3 Framework for the reputation system. 
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				In order to achieve accessibility and security, a public blockchain using PoW will be used. A public blockchain allows users to view, generate and review comments when they join as a node in the blockchain system. PoW is chosen as it requires the attackers to gain more than 51% of all the com-puting power to manipulate the network, which is too costly to most of the attackers and make them lose their intention. As shown in 
				Figure 
				6.3, 
				hotel operators should create a block of every room, facilities or restaurants they have and upload some necessary information about the venue. Users can reg-ister a digital ID, which is only used in the reputation system, or returning customers could use their identity stored in the digital ID system to post a review or comment; a voting value is introduced and checked to see if they are deemed a good user or adversary before generating transactions and appending them to the specific block. The other registered users, who act as a reviewer, could have two-way voting to determine if they agree or disagree with the comments to decide if it is an honest and genuine review. This will result in increasing and decreasing the voting value of the author. The records of reviewing the other authors will also be stored in the blockchain ledger of their ID and are accessible to all other registered users at any time. Finally, the general public could read the verified comments stored in the blockchain system through the website or mobile application without registering. 
			
		

		
			Additionally, in order to encourage users to write comments after they experienced the services provided by the hotels, casinos or restaurants, a token will be issued to the author automatically as a reward after a specific amount of positive voting from the other users is met. Similarly, the token would also be given to the reviewers if they reviewed a specific number of comments. These tokens could be integrated into hotel loyalty programmes for items or services redemption. Due to the immutable and transparent nature of a blockchain network, all reviews and voting could be publicly verified and checked against alterations and deletions. 
		

		
			6.3.3 Comparison and evaluation 
		

		
			Implementing a blockchain system could bring some differences and chal-lenges to the hotel firm. 
		

		
			6.3.3.1 SCM system 
		

		
			There is an increasing number of blockchain-based food traceability systems in the market. However, they are not widely implemented. Before imple-menting blockchain technology, although the restaurant operators and cus-tomers can access the origin of the ingredient of their cuisines through the webpages provided by the retailers, the records are stored on a centralised server that is controlled and can be manipulated by an administrator of the system [2,33,44]. This information may not include all trails to the records added. Moreover, consumers and restaurant operators have to trust 
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				the organisations or companies that the records are accurate. However, by using blockchain system similar to the platform provided by other vendors such as IBM Food Trust 
				[23], 
				supply chain events, transactions, master data and certificate data could be uploaded to the blockchain ledger. Different entities prove their identity through digital signatures; the transactions are immutable, publicly verifiable and stored forever. In the system, nutritional information and allergens could also be added to the distributed ledger; food manufacturers can also add that information to the specific product and consumers could be warned of food allergies. It also helps to shorten the time required for tracing to seconds as all the records are stored in vari-ous locations, which are highly available, accurate and complete. 
			
		

		
			6.3.3.2 Digital ID system 
		

		
			Ensuring the true identities of the customers is another critical concern regarding hotel security. In the existing self-check-in system used by Marriott [69], guests can check-in by themselves using a kiosk with facial recognition to prove the identity. Another software vendor, Clock Software [65], devel-oped a system that identifies the guest by entering the booking number and the unique PIN without checking the identity. Both automatised solutions can allow keyless entries, but do not guarantee the truthiness of the identity of the users. By using the proposed blockchain system, the digital ID stored in the mobile application is checked instead of the real identity of the cus-tomers. As the digital identity is already verified by government authorities, their truthiness of identities can be ascertained. Besides that, staffs could also check if the guests fulfil the legal age requirement to consume alcohol and enter casino by the digital ID without asking for the customer’s physi-cal ID documents which include more information than required. In the blockchain system, users have to log in into the application with their cre-dentials, biometrics or two-factor authentication. Therefore, a digital signa-ture is used to ensure the digital identity belongs to the specific user account and identity which is linked to one or more government-approved identity documents without modification. Encryption will also be used to protect the user’s privacy, other parties that are not authorised cannot view the sensitive information, and front desk staffs are allowed to access only limited infor-mation that is required rather than reading the whole profile of the users. 
		

		
			6.3.3.3 Booking system 
		

		
			
				Hilton Honors [30] allows guests to select rooms in its hotels. However, it is only available a day before the booked stay and is exclusive for members only. 
				Agoda.com 
				[5] 
				is a popular online hotel booking platform available to the public and offers more than 2 million properties all over the world. However, users cannot choose the desired room they want to stay and need to enter their requirements every time they make a booking. By using the 
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			proposed blockchain system, the room statuses are uploaded to the pub-lic ledgers and can be accessible to the general public on a real-time basis. Customers can now view and book the room they want via the blockchain mobile application, settle the outstanding balance and check in immediately instead of booking via the original hotel reservation system and waiting for confirmation from the hotel, and in the existing mode of operation, most of the guests know in which room they will be staying only when they check in. 
		

		
			Apart from this, the system in use now is not capable of handling special requests automatically. In the proposed system, individual requests are linked to the specific user identity and will be retrieved once the guest is returning. Then the guests do not require to enter their requirements every time and their requests are always arranged. Moreover, the currently existing system focuses on providing innovative functions to hotel rooms only, but the blockchain system can also be extended to the restaurants and facilities offered by hotels. 
		

		
			6.3.3.4 Payment system 
		

		
			First and foremost, in the traditional credit card payment platform, most of the transaction fee is settled by the merchants (i.e. hotel firms), while the transaction fee is collected from the sender (i.e. customers) in the world of cryptocurrencies. Hotel firms should work out an incentive to compensate the customers for paying by cryptocurrencies, or they will continue to use the credit card for payment as it charges nothing for them (except transac-tions with foreign currencies). 
		

		
			
				The payment system will use Bitcoin as the infrastructure, and it sits on a public blockchain. However, the transaction fee is paid by the correspond-ing cryptocurrency. The average transaction fee for Bitcoin 
				[11] 
				is heavily affected by the market; it cost the highest (USD 36.78) on 21 December 2017 and the lowest (USD 0.04) on 1 January 2019, which is impossible to estimate in the coming years. Most of the customers are not attracted by the loyalty programmes that are running now because of the lack of vari-ety of attractive redeemable items. For example, the loyalty programme by IHG 
				[32] 
				provides a limited number of items to redeem and most of them are discounted or free service or accommodation for night stay provided by the hotel participants in the same hotel group. It could be turned around by implementing the concept of cryptocurrency if the accumulated token can be used as a payment method to purchase items in different retailers. 
			
		

		
			6.3.3.5 Reputation system 
		

		
			Christopher Elliott pointed out some of the most trustable online reputa-tion platforms for hotels. TripAdvisor is the winner according to the author as it is the most trustable. In that system, any public can register for a free account with a valid email address. They define a fake review as a review submitted by anyone who is biased or did not have any personal experience 
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			with the hotels they are reviewing. They developed a model to figure out any suspect paid review and send undercovers to verify the review in the hotels. 
		

		
			Moreover, they allow other users to report fraud from their user account and to report any blackmail. However, they try their best to get rid of fake reviews. In addition, they do not have any reward system. Thus, users are not motivated to leave comments or report any fake reviews. By using the pro-posed blockchain system, users in the system can post any comment on the reputation system about the facilities, rooms and restaurants in the hotels. First of all, the user rating is checked to ensure the user had not posted too much inaccurate, biased or fake review before. The other users can vote it positive and negative if they think the review is correct or not by their personal experiences during the stay in the hotel. Both the user posting the comment (after their comments are reviewed as positive) and the reviewer (if the reviews are reviewed as accurate) will get some token in the loyalty programme as a reward, which will encourage them to post comments and review comments actively. By implementing this mechanism, everyone will be motivated to post and review comments as the token earned can be used to redeem or buy other items directly through the payment system. 
		

		
			6.3.4 Comparative analysis on 
		

		
			availability, privacy and costs 
		

		
			6.3.4.1 Availability 
		

		
			In most of the current hospitality systems, the systems were designed using the client and server architecture. These systems could be brought down due to various reasons; for example, the data centre of Opera System (used by Hyatt and Marriott) went down for an entire day in Germany due to severe weather. During the system outage, all check-in and check-out pro-cesses in their Europe hotels were processed manually and the staff manu-ally re-processed all the transactions into computer systems again when the system was back online. With the unpredictable cases described above, it is clear that system availability is crucial to daily operations and could cost an enormous amount of money and manpower to restore the opera-tions and compensate the customers for retaining the company reputation for hotel firm as well as other industries. For the hotel system itself, there are many vulnerabilities that will bring down the services, such as ransom-ware, which is an attack that encrypts the important files of a system and makes the system unable to function. Moreover, the DoS (denial of ser-vice) attack in which overwhelming requests beyond the server computing power were sent to the servers makes them become occupied and irrespon-sive and bring down the services. A hotel chain owned by the US president, Donald Trump, experienced a DDoS attack in 2017. When users wanted to access the system, an error showed that the website has concurrent visitors exceeding the maximum number set in the system, although Cloudflare, a 
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			computer service vendor providing Internet security service, was used to look after the site after two other attacks in 2016 and 2017. 
		

		
			In the proposed framework, consortium blockchain and public block-chain are used. They both consist of several nodes, which consist of differ-ent business partners (consortium blockchain) and public computers (public blockchain). We need to ensure all the nodes are well distributed all over the world in different geolocations and thus help to mitigate the risk of a system outage that affects a specific location, such as power outage and severe weather conditions. In a blockchain design, every node has the entire copy of the database and there will be no chance for the attackers to ran-som any single copy of the data. Moreover, the blocks in the blockchain are immutable and it is impossible to alter the data even with the permission as the system or database administrator. In addition, the fact that every node has the entire copy of the database also helps to mitigate the risk of DDoS attack (DoS attack comes from distributed sources) as it does not have a single point of failure. When some of the nodes are down during the attack, the access to data will fall on other available nodes. Bitcoin itself did not experience any significant outage since its establishment in 2008. However, there were some interruptions in the operation of some exchange platforms, such as buying and selling bitcoins and other cryptocurrencies, and some of them were caused by the overwhelming number of transactions that exceeded the handling capacity that the exchange platforms provide. Besides that, the unconfirmed transactions are more than 15 MB all over the whole network, and it keeps accumulating. With the limitation by the design of Bitcoin (only 1 MB of data is being confirmed every 10 min), it always takes hours to finish the confirmation or the sender (customers) and prevents the transactions from being completed promptly. So, in conclu-sion, decentralised network and distribution network are still more secure against attacks such as DDoS than the other client and server architectures because there is no single target for the attackers to launch attacks. 
		

		
			6.3.4.2 Privacy 
		

		
			Privacy of an individual is crucial as it is valuable to different organisations, marketers and other individuals. Nowadays, most of the systems rely on the server and client architecture. Once the personal information is stored in the organisation ’s database, the access is controlled by the organisation and users have no option to decide which and how much information they are willing to share in different circumstances. In reality, most of the data breaches are unnoticed and unreported. Lodging industry systems mostly rely on the network to communicate because they are spread in different locations and the systems are interconnected by networks, particularly large hotel chains. However, there are existing problems that hackers break into the systems and intercept and retrieve the sensitive personal information of their customers, such as credit card information, phone numbers, email 
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			addresses, bank account numbers and booking details, which can be linked to other attacks such as phishing to retrieve more sensitive information such as username and password of some financial institutes. Moreover, this infor-mation can also be used in scams and fraud in cheating money. In addition, it is hard to detect the leaking of customer information in the system as attackers replicate the data and don ’t leave any trail of their break-in. As far as 2016, Hyatt found and announced there is a breach of payment cards information affecting more than 250 hotels across around 50 countries. In 2017, a data breach happened to a third-party hotel system “Sabre ” leak-ing personal information of some major hotel brands, such as Four Seasons Hotels and Resorts. 
		

		
			In the past years, more hotels had suffered and announced they were attacked by hackers and lots of records were stolen, such as Radisson Hotel Group, Huazhu Hotels Group and Trump Hotels. Moreover, lastly, Marriott reveals that they suffered from an attack and 500 million of personal data of guests had been exposed in the late 2018 and, after investigation, it was realised that the unauthorised access had occurred as early as in 2014. It also shows the fact that it is hard to realise when the break-in occurs and how much data have been leaked during the attacks. The increasing trend of attacks alarms the industries to enhance the information security in their system to maintain the trust among customers. 
		

		
			In the proposed system, all the data saved to the blockchain system are first encrypted. Data should be encrypted with a symmetric key shared between the specific users and the hotel systems. Therefore, the encrypted cipher data can only be decrypted by both parties involved. Nowadays, AES encryption with a 192 bit key length is considered secure and used in most of the systems as it is regarded as the state-of-the-art encryption algorithm. There is size limitation to store data into a block, which limits the amount of data that can be fit into a block, and it makes the cost of storing a large file on the blockchain high, especially due to the enormous records of an individual profile for digital ID system. Therefore, the off-chain database could be used. Jonas Bentke suggested that a distributed database could be used; every node in the network has an identical database. That only the reference to the encrypted data in the database is stored on the dis-tributed ledger instead of the full set of data also helps to save the transac-tion cost and makes the blockchain system more effective. From the users ’ perspective, they can use some applications that hold the digital wallet, which stores all the personal information securely. The wallet is accessible only when the user authenticates themselves by means of login credentials, biometric information or both. The users now have complete autonomy on how to use any of their data and what data to be shared by different organ-isations or companies in different circumstances as long as they can prove their identities by digital signatures or wallets. They can always modify the access rights through the application instead of the organisation admin-istrator who manages the database held in the current server and client 
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			architecture. They can authorise another party to access the specific data in a specific period. For example, when the users want to enter the casino or consume alcohol, they can set the access right for the authority to access their age or just provide a “yes/no ” answer as a zero-knowledge proof to check whether they have fulfilled the specific age requirement. After the verification, the users can revoke the access and make the information pri-vate again. Using the above mechanism, privacy autonomy is given back to the owner, that is the users, and it also helps to mitigate the risk of data breaches by sharing the required data only. If the cryptographic key has been compromised, there is another barrier to make the attack happen. The attacker still needs to access the reference of the sensitive information in the database of the specific user and read the database with the credentials set in the database system. On the other hand, if the database system is com-promised, the attacker still cannot read the ciphertext unless they have the corresponding shared key for decryption. 
		

		
			6.3.4.3 Relatively high implementation 
		

		
			and development cost 
		

		
			Blockchain is a relatively new technology compared to the existing client-server architecture. Sophisticated programmers are required to code bug-free smart contracts, and it is clear that there is a shortage in this kind of personnel, so the hiring cost could be high. Although there could be some ready-made blockchain platform in the market, the functionalities provided could not perfectly fit what the users require. Thus, the cost of customi-sation would also be high as the cost of hiring the team for the system development. 
		

		
			For example, a wallet application should be used to store and utilise the new tokens we use throughout the proposed system. However, initial coin offerings (ICO) may not apply as the new token used in the system is given by the hotelier and not bought from the public exchange market. Service provid-ers are already in the market to help businesses build and implement their own blockchain. One of the service providers, Techcronus, reported that the cost of implementing a wallet app could be from around USD 5,000 USD up to USD 20,000 depending on the application scope and the blockchain plat-form that needs to be supported. Also, another service provider, Polygant, suggested that the total cost including the implementation cost of some of the blockchain applications may range from USD 37,500 to USD 53,500. 
		

		
			On the other hand, if a hotel firm wants to hire its team for blockchain development to maximise the suitability through customisations, the cost could be enormous depending on the application scope and the man-hour needed for the development. According to Shilov, the average annual salary for a blockchain engineer or developer is around USD 95,541. Although oversea freelance development may cost lower from around USD 50 to USD 
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			70 per hour, there may be a risk that the quality of the work may not be guaranteed and monitored closely. Furthermore, it is hard to estimate the exact amount of the total cost for the talent pool as it will be heavily depen-dent on the scale of the blockchain system, which affects the team size and the project duration. 
		

		
			However, the cost could be lower as the increasing maturity of block-chain technology and more professional developers working in this field as the technology evolves. Moreover, the development and implementation cost could be shared by any other application of the software that needs to be upgraded or replaced simultaneously. 
		

		
			6.3.4.4 Increasing transaction cost 
		

		
			The transaction cost is charged not only for the payment handled by the payment system, but also for all other systems that require consensus in the public blockchain network. According to Jenkinson, it is noteworthy that the reward for the miner who generates a new block successfully as of now is 12.5 bitcoins. While Bitcoin is designed to have a maximum 21 million of bitcoins to be mined (without changing the protocol) and the reward halved every 210,000 blocks generated, it is predicted that all the bitcoins will be mined in 2140 with the current increasing trend, which is 122 years. It is inevitable that when all the bitcoins are mined, and no more reward is given to miner to create blocks, the transaction will dramatically be higher than now as it will be only the incentives for the miner to compensate for the mining cost and make profit. Besides that, a block for Bitcoin is capped at 1 MB and the transaction time of a block is performed once at 10 min. It is clearly not enough for the current increasing volume of transaction. The users now are facing the problem of slow confirmations and high transac-tion fee as the number of transactions confirmation per block is scarce. 
		

		
			SegWit helps to lower the transaction size by dividing the signature data and non-signature data and increasing the number of transactions in a block and provides hope to increase the overall efficiency and prolongs the mining lifecycle for Bitcoin. However, it is unfavourable for the miners as they get lesser rewards of unlocking blocks with the same number of trans-actions. In fact, other cryptocurrencies will face the same problem as they have a similar reward system and a cap of the mining capacity. 
		

		
			In order to address the problem, possible considerations could be taken. With the advancement of technology, the mining chips and machines will become handier and more effective. This could help to relieve the high cost of the miners in running the mining machines. In addition, with the nature of transaction fee is in an open market, there will still be sufficient incentive for the miners if they could ask for a higher transaction fee to compensate for their cost and eventually make a profit. However, this could cause an unstable transaction fee, which becomes an unforeseeable cost to hotel firms. 
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			6.4 CONCLUSIONS 
		

		
			It is concluded that the blockchain technology is still in its infancy. Similar to the other emerging technologies, it has its benefits together with its drawbacks. Undoubtedly, plenty of researchers are trying to unground the potential of this technology in streamlining the business processes as well as lowering the operation cost at the same time. It is also considered as the solution to data breaches by providing a reference to the encrypted data stored in a distributed database. In this chapter, we first give an overview of blockchain technology and some details of its consensus algorithms and types of blockchain networks. Then some of the blockchain applications in different industries and how blockchain technology is linked to the hospi-tality industry are discussed. After that, some system frameworks of how blockchain technology can be applied to the critical systems running in lodging industries are discussed, together with the comparison between the existing platforms and the proposed idea. Finally, there is a discussion about how the blockchain technology can bring benefits and its drawbacks, security concerns and barriers in adapting the technology for the whole lodging industry. 
		

		
			The development of blockchain technology is still in very early stage. Researchers are still focusing on many aspects of blockchain technol-ogy, such as consensus algorithms and different applications in different industry sectors. However, most of the researches are focused on using blockchain in the finance sector or cryptocurrencies. In this chapter, the proposed idea is still an abstract. Therefore, in the next step, the suggested framework could be implemented and provide a practical reference to the interested hotel firms. 
		

		
			Moreover, all consensus algorithms have their drawbacks. More researches can be done to develop a better algorithm, particularly for the lodging indus-try. Finally, we can study the potential to integrate with other technologies, such as IoT, to provide extraordinary experiences to the guests, and big data analysis, to design hotel facilities and fulfil some common requirements that suit most of the general public in advance before the guests arrive. 
		

		
			BIBLIOGRAPHY 
		

		
			1. Timeline: The growing number of hotel data breaches, Nov 2018. 
		

		
			
				2. 
				LM Abenavoli, F Cuzzupoli, V Chiaravalloti, AR Proto, et al. Traceability system of olive oil: a case study based on the performance of a new software cloud. Agronomy Research, 14(4): 1247 –1256, 2016. 
			
		

		
			
				3. 
				Saveen A Abeyratne and Radmehr P Monfared. Blockchain ready manu-facturing supply chain using distributed ledger. International Journal of Research in Engineering and Technology, 5(9):1–10, 2016. 
			
		

		
			4. Noelle Acheson. What is segwit? Feb 2018. 
		

		
			
				5. 
				Agoda. Hotels, resorts, hostels & more, Feb 2019. 
			
		

	
		
			Applying blockchain technology to hospitality operation 129 
		

		
			
				6. 
				Tareq Ahram, Arman Sargolzaei, Saman Sargolzaei, Jeff Daniels, and Ben Amaba. Blockchain technology innovations. In 2017 IEEE technology & engi-neering management conference (TEMSCON) , pages 137 –141. IEEE, 2017. 
			
		

		
			7. Abdullah Al Hasib and Abul Ahsan Md Mahmudul Haque. A comparative study of the performance and security issues of AES and RSA cryptogra-phy. In 2008 Third International Conference on Convergence and Hybrid Information Technology , volume 2, pages 505 –510. IEEE, 2008. 
		

		
			8. ALYSSA.NEWCOMB. Hyatt reveals data breach impacted about 250 hotels: What you need to know, Jan 2016. 
		

		
			
				9. 
				Roman Beck, Jacob Stenum Czepluch, Nikolaj Lollike, and Simon Malone. Blockchain –the gateway to trust-free cryptographic transactions. 2016. 
			
		

		
			10. Jonas Bentke. On-chain vs off-chain, Apr 2019. 
		

		
			
				11. 
				bitcoinfees.earn.com. 
				Bitcoin transaction fees, Feb 2019. 
			
		

		
			
				12. 
				Stéphane Blemus. Law and blockchain: A legal perspective on current regula-tory trends worldwide. Revue Trimestrielle de Droit Financier (Corporate Finance and Capital Markets Law Review), (4 –2017), 2017. 
			
		

		
			13. BLOCKCHAIN.LUXEMBOURG.S.A. Blockchain charts, Apr 2019. 
		

		
			
				14. 
				Christian Cachin et al. Architecture of the hyperledger blockchain fabric. In Workshop on distributed cryptocurrencies and consensus ledgers, volume 310. Chicago, IL, 2016. 
			
		

		
			
				15. 
				Davide Calvaresi, Maxine Leis, Alevtina Dubovitskaya, Roland Schegg, and Michael Schumacher. Trust in tourism via blockchain technology: results from a systematic review. Information and Communication Technologies in Tourism 2019, pages 304 –317, 2019. 
			
		

		
			16. CERTNZ. Phishing | cert nz, Apr 2019. 
		

		
			17. CERTNZ. Scams and fraud | cert nz, Apr 2019. 
		

		
			
				18. 
				Prakash K Chathoth. The impact of information technology on hotel opera-tions, service management and transaction costs: A conceptual framework for full-service hotel firms. International Journal of Hospitality Management , 26(2):395 –408, 2007. 
			
		

		
			19. Gertrude Chavez-Dreyfuss. Coinbase exchange has outage due to high trad-ing volume, Apr 2019. 
		

		
			
				20. 
				Jaewon Choi. Modeling the intergrated customer loyalty program on blockchain technology by using credit card. International Journal on Future Revolution in Computer Science & Communication Engineering , 4(2):388 –391, 2018. 
			
		

		
			
				21. 
				Luisanna Cocco, Andrea Pinna, and Michele Marchesi. Banking on block-chain: Costs savings thanks to the blockchain technology. Future Internet, 9(3):25, 2017. 
			
		

		
			
				22. 
				Mitel Networks Corp. Top 10 communication trends in hotel technology for 2018, Jan 2018. 
			
		

		
			
				23. 
				IBM Corporation. About ibm food trust, Mar 2019. 
			
		

		
			24. Samburaj Das. World’s largest crypto exchange suffers outage amid bitcoin cash craze, Nov 2017. 
		

		
			
				25. 
				Tarik Dogru, Makarand Mody, and Christie Leonardi. Blockchain technol-ogy & its implications for the hospitality industry. Boston University , 2018. 
			
		

		
			
				26. Christopher Elliott. These are the best hotel review sites in the world, Feb 2019. 
				27. 
				Valentina Gatteschi, Fabrizio Lamberti, Claudio Demartini, Chiara Pranteda, 
			
		

		
			and Victor Santamaria. To blockchain or not to blockchain: That is the ques-tion. IT Professional , 20(2):62 –74, 2018. 
		

	
		
			130 Emerging Real-World Applications of Internet of Things 
		

		
			
				28. 
				Stuart Haber and W Scott Stornetta. How to time-stamp a digital document. In Conference on the Theory and Application of Cryptography , pages 437 – 455. Springer, 1990. 
			
		

		
			29. Alex Hern. Marriott hotels: data of 500m guests may have been exposed, Nov 2018. 
		

		
			
				30. 
				Hilton. Digital check-in and room selection faq, Mar 2019. 
			
		

		
			
				31. 
				Nan Hua, Cristian Morosan, and Agnes DeFranco. The other side of tech-nology adoption: examining the relationships between e-commerce expenses and hotel performance. International Journal of Hospitality Management, 45:109 –120, 2015. 
			
		

		
			
				32. 
				IHG. Ihg reward club homepage, Mar 2019. 
			
		

		
			
				33. 
				Wherefour. Inc. Food, beverage, natural product traceability erp production software: Lot tracking and inventory control, Mar 2019. 
			
		

		
			
				34. 
				Ori Jacobovitz. Blockchain for identity management. The Lynne and William Frankel Center for Computer Science Department of Computer Science. Ben-Gurion University, Beer Sheva , 2016. 
			
		

		
			35. Gareth Jenkinson. A glimpse into the future - what happens when there are no more bitcoin to mine? Mar 2019. 
		

		
			
				36. 
				Reshma Kamath. Food traceability on blockchain: Walmart ’s pork and mango pilots with ibm. The Journal of the British Blockchain Association, 1(1): 3712, 2018. 
			
		

		
			
				37. 
				Thomas P Keenan. Alice in blockchains: surprising security pitfalls in pow and pos blockchain systems. In 2017 15th Annual Conference on Privacy, Security and Trust (PST) , pages 400 –4002. IEEE, 2017. 
			
		

		
			
				38. 
				Kari Korpela, Jukka Hallikas, and Tomi Dahlberg. Digital supply chain transformation toward blockchain integration. In Proceedings of the 50th Hawaii International Conference on System Sciences, 2017. 
			
		

		
			
				39. 
				Kristián Ko št ’ál, Tomá š Krupa, Martin Gembec, Igor Vere š, Michal Ries, and Ivan Kotuliak. On transition between pow and pos. In 2018 International Symposium ELMAR , pages 207 –210. IEEE, 2018. 
			
		

		
			
				40. 
				Nir Kshetri. Blockchain ’s roles in strengthening cybersecurity and protecting privacy. Telecommunications Policy, 41(10):1027 –1038, 2017. 
			
		

		
			
				41. 
				Chelsea Lam. Applying blockchain technology to online reviews. LES Business Review Blog, 2017. 
			
		

		
			
				42. 
				Rob Law, Daniel Leung, Norman Au, and Hee Andy Lee. Progress and devel-opment of information technology in the hospitality industry: Evidence from cornell hospitality quarterly. Cornell Hospitality Quarterly , 54(1):10 –24, 2013. 
			
		

		
			
				43. 
				Iuon-Chang Lin and Tzu-Chun Liao. A survey of blockchain security issues and challenges. International Journal of Network Security, 19(5):653 –659, 2017. 
			
		

		
			
				44. 
				Emydex Technology Ltd. Complete flexibility - emydex - factory floor soft-ware for food processors, Mar 2019. 
			
		

		
			
				45. 
				B Marr. 30 real examples of blockchain technology in practice. Al ınt ıtarihi, 11(14): 2018, 2018. 
			
		

		
			46. Lee Mathews. Travel giant sabre confirms its reservation system was hacked. Apr 2019. 
		

		
			47. Rene Millman. Trump hotels website appears to be under ddos attack by hackers. Feb 2019. 
		

		
			
				48. 
				Christopher Muller. Hospitality technology: A review and reflection. Worldwide Hospitality and Tourism Themes, 2(1):9 –19, 2010. 
			
		

	
		
			Applying blockchain technology to hospitality operation 131 
		

		
			49. Netsurion. The top five cyber threats hotel brands and franchisees need to know about, Mar 2019. 
		

		
			
				50. 
				Takeshi Ogawa, Hayato Kima, and Noriharu Miyaho. Proposal of proof-of-lucky-id (pol) to solve the problems of pow and pos. In 2018 IEEE International Conference on Internet of Things (iThings) and IEEE Green Computing and Communications (GreenCom) and IEEE Cyber, Physical and Social Computing (CPSCom) and IEEE Smart Data (SmartData), pages 1212 –1218. IEEE, 2018. 
			
		

		
			51. John Ollila. Opera hotel management system outage in western Europe on Sunday. Mar 2019. 
		

		
			
				52. 
				Georgios Papadopoulos. Blockchain and digital payments: an institutionalist analysis of cryptocurrencies. In Handbook of Digital Currency , pages 153 – 172. Elsevier, 2015. 
			
		

		
			53. Polygant. The cost of blockchain projects, Feb 2019. 
		

		
			
				54. 
				Deepak Puthal, Nisha Malik, Saraju P Mohanty, Elias Kougianos, and Gautam Das. Everything you wanted to know about the blockchain: Its promise, components, processes, and problems. IEEE Consumer Electronics Magazine, 7(4):6 –14, 2018. 
			
		

		
			
				55. 
				Rogelio Rivera, José G Robledo, Víctor M Larios, and Juan Manuel Avalos. How digital identity on blockchain can contribute in a smart city environment. In 2017 International smart cities conference (ISC2) , pages 1 –4. IEEE, 2017. 
			
		

		
			
				56. 
				J. ROETS. Dragonchain business summary, Jun 2016. 
			
		

		
			
				57. 
				Renato P dos Santos and Melanie Swan. Pow, pos, & hybrid protocols: A mat-ter of complexity? arXiv preprint arXiv , 2018. 
			
		

		
			
				58. 
				Markus Schuckert, Xianwei Liu, and Rob Law. Hospitality and tour-ism online reviews: Recent trends and future directions. Journal of Travel &Tourism Marketing , 32(5):608 –621, 2015. 
			
		

		
			
				59. 
				Maja Šeri ć , Irene Gil-Saura, and María Eugenia Ruiz-Molina. How can inte-grated marketing communications and advanced technology influence the creation of customer-based brand equity? evidence from the hospitality indus-try. International Journal of Hospitality Management, 39:144 –156, 2014. 
			
		

		
			60. Kirill Shilov. Blockchain jobs and salaries —2018 report, Feb 2019. 
		

		
			
				61. 
				Ajay Kumar Shrestha, Ralph Deters, and Julita Vassileva. User-controlled pri-vacy-preserving user profile data sharing based on blockchain. arXiv preprint arXiv: 1909.05028, 2019. 
			
		

		
			
				62. 
				Arjun J Singh and Michael L Kasavana. The impact of information technology on future management of lodging operations: A delphi study to predict key technological events in 2007 and 2027. Tourism and Hospitality Research, 6(1):24 –37, 2005. 
			
		

		
			
				63. 
				SOEGJOBS. Hotel industry analysis and market statistics for 2018, Jan 2019. 
				64. 
				SOEGJOBS. Overview of the hospitality and tourism industry today- and 
			
		

		
			projections for future, Aug 2021. 
		

		
			
				65. 
				Clock Software. Hotel check-in/out and self service kiosk, Mar 2019. 
			
		

		
			
				66. 
				Jianjun Sun, Jiaqi Yan, and Kem ZK Zhang. Blockchain-based sharing ser-vices: What blockchain technology can contribute to smart cities. Financial Innovation , 2(1):1–9, 2016. 
			
		

		
			
				67. 
				D. Taylor. 6 ways technology can improve the hotel guest experience, Feb 2018. 
			
		

		
			68. Techcronus. How much does it cost to develop blockchain wallet app? Feb 2019. 
		

	
		
			132 Emerging Real-World Applications of Internet of Things 
		

		
			
				69. 
				Hospitality Technology. Marriott to trial facial recognition check-in technol-ogy in China, Mar 2019. 
			
		

		
			
				70. TripAdvisor.LLC. About tripadvisor reviews | tripadvisor insights, Mar 2019. 
				71. 
				Mark Wolfskehl. Why and how blockchain? The Journal of The British 
			
		

		
			Blockchain Association, 1(1): 3562, 2018. 
		

		
			
				72. 
				Karl Wüst and Arthur Gervais. Do you need a blockchain? In 2018 Crypto Valley Conference on Blockchain Technology (CVCBT) , pages 45 –54. IEEE, 2018. 
			
		

		
			
				73. 
				Xiwei Xu, Ingo Weber, Mark Staples, Liming Zhu, Jan Bosch, Len Bass, Cesare Pautasso, and Paul Rimba. A taxonomy of blockchain-based systems for architecture design. In 2017 IEEE international conference on software architecture (ICSA) , pages 243 –252. IEEE, 2017. 
			
		

		
			
				74. 
				Affan Yasin and Lin Liu. An online identity and smart contract management system. In 2016 IEEE 40th Annual Computer Software and Applications Conference (COMPSAC) , volume 2, pages 192 –198. IEEE, 2016. 
			
		

		
			
				75. 
				Zibin Zheng, Shaoan Xie, Hongning Dai, Xiangping Chen, and Huaimin Wang. An overview of blockchain technology: Architecture, consensus, and future trends. In 2017 IEEE international congress on big data (BigData congress) , pages 557 –564. IEEE, 2017. 
			
		

		
			
				76. 
				Hengyu Zhou, Yukun Niu, Jianqing Liu, Chi Zhang, Lingbo Wei, and Yuguang Fang. A privacy-preserving networked hospitality service with the bitcoin blockchain. In International Conference on Wireless Algorithms, Systems, and Applications, pages 696 –708. Springer, 2018. 
			
		

	
		
			
				DOI: 
				10.1201/9781003304203-7 
				133 
			
		

		
			Chapter 7 
		

		
			Hardware security 
		

		
			considerations and challenges 
		

		
			in IoT architectures 
		

		
			Mohammad S. Khan 
		

		
			East Tennessee State University 
		

		
			Sherali Zeadally 
		

		
			University of Kentucky 
		

		
			Nathan Eggers 
		

		
			East Tennessee State University 
		

		
			A bstrAct 
		

		
			The Internet of things is a transformational technology for society. IoT offers a wide variety of applications as computing devices shrink and become embedded in virtually everything. Smart devices can be used in home appliances, infrastructure, and even medical technologies. Smart homes, smart factories, and autonomous vehicles will eventually give rise to entirely automated cities. As IoT grows and advances, it becomes more critical that existing security concerns will be addressed. 
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			Embedded systems are small and are cheap by necessity. It is impor-tant that effective, inexpensive, and low-cost solutions for security are found for IoT devices. While it is not yet clear whether the best solu-tions will be provided by software or hardware, it is clear that regu-lation must be part of the solution. Effective policies and procedures for the Internet of things should mirror effective security solutions for existing cloud infrastructure. The primary differences will be that IoT solutions should be scalable to low-memory application, of low cost, standardized, or even open source and should be efficient in their use of processing power. As such, the security needs for IoT will require greater commitment and research. Research avenues which include blockchain and improved algorithms, encoded within both hardware and software systems, will make a more secure and resilient IoT infra-structure possible. Secure IoT networks will be crucial as distributed computing applications gain importance in society. Distributed secu-rity can be as transformational as the applications which it enables. 
		

		
			7.1 INTRODUCTION 
		

		
			The Internet of things has unlimited potential. The unfortunate problem is that this potential also carries with it a certain level of risk. Connected devices can vary in scale and in the type of operating system that they can employ [56,88], if they employ an operating system at all. Some specialized low-resource devices may be designed to utilize programs which are boot-loaded on device start-up, a well-known technique in embedded systems design. Mobile devices often connect to and control IoT systems [58,71], which are typically small embedded systems [56,58,68] which vary from the scale of the Raspberry Pi system to smaller devices which are also typi-cally based on RISC instruction set architecture [88] and are similar to the processing chip found in Arduino microcontroller systems. 
		

		
			
				The things featured in the Internet of things typically have a minimal operating system [88] and connect to the external control of Internet cloud applications in order to provide advanced features [58]. Because it may be challenging to providing strong security mechanisms within these devices, the most obvious way to protect these devices is through continuous moni-toring and intervention [87]. This may become a particularly problematic approach as these devices increase in number, however. The need to reduce the vulnerability of these devices can now be approached by the use of mini-malized versions of decentralized secure technologies, such as blockchain, which are being adapted by companies such as IBM in their ADEPT system 
				[56]. 
				Until now, this may have been impractical due to the traditionally high processing demands of decentralized technologies such as blockchain [70]. Efforts to reduce the need for excessive processing for blockchain have led 
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				to the development of IPFS, an interplanetary file system based on block-chain technology which utilizes an alternative consensus system which is less demanding of processing resources 
				[36]. 
				This technology alone is unlikely to work to secure the minimal systems, which comprise the Internet of things, but such a technology does act as a good model for how such a system ’s architecture may be designed when applied to identifiers 
				[52]. 
			
		

		
			7.2 BACKGROUND 
		

		
			7.2.1 IoT hardware 
		

		
			
				IoT devices can be built around ARM architecture [88], AVR architecture [88], and specialized architectures such as FPGA devices [73]. ARM archi-tectures for IoT tend to utilize ARM Cortex series processors [16,56], which include the M4 or M7 processors 
				[48]. 
				More recent Raspberry Pi systems now use alternative ARM Cortex processors with more processing power than the ARM Cortex M4 or M7. The Raspberry Pi 4 uses a quad-core 64-bit ARM Cortex A72 processor 
				[22], 
				while the Raspberry Pi 3b + uses a quad-core 64-bit ARM Cortex A53 processor 
				[21]. 
				The low cost and high availability of Raspberry Pi platform mean that systems based on Raspberry Pi have a high likelihood of being implemented in IoT environments [51]. AVR architectures are of wide range, but full IoT devices typically use the ATmega series 
				[16] 
				such as ATmega328, which is widely available in Arduino kits. Although FPGA devices are not found in most kits for IoT, the programmable hardware has been used for research in hardware-based security and in optimizing processing efficiency for specialized applications [16,59,62,83]. FPGAs, such as ASICs, can be used for specialized devices in which the physical logic of the chip can be programmed using a hardware description language such as Verilog [44]. FPGAs are more cost-effective than ASICs for most applications due to the requirements for a high initial investment for ASIC development [44]. 
			
		

		
			
				Security considerations for AVR architecture as seen in 
				Figure 
				7.1 
				may be the hardest to accomplish, due to the minimal nature of microcontroller units. MCUs are slower than processors 
				[2,17,29] 
				and may have less internal memory [88] depending on the model. AVR development requires a differ-ent toolchain than ARM development and relies on manufacturer-provided development environments rather than open-source development environ-ments, such as those available for Raspberry Pi, for deploying software to the hardware system. Security approaches designed for operating systems and software which run on processors may not be implementable for micro-controllers 
				[56]. 
				MCUs, due to their low processing speed and low memory 
				[17,19], 
				are likely to be less capable of encryption or the maintenance of secure user accounts. Role-based access and authentication are critical issues in IoT security 
				[66]. 
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				ARM Cortex M4 and higher processors seem to be the standard for IoT applications 
				[48]. 
				Security approaches that are minimal enough to be used in AVR systems should be applicable to most other systems, how-ever. Considering the addition of security features to even more lightweight systems, it may be possible to produce a system that is both lightweight and secure. AVR architectures such as Atmel ’s ATtiny RISC chips are one example of what kind of systems may be used for this type of experimental setup. By using the lightweight Femto OS and adding the necessary fea-tures for security and IoT within the limits of one of the ATtiny chips, a security-focused operating system may be produced. The limits of this microcontroller are very challenging for development, with only 8KB of flash program memory and 512 bytes of RAM 
				[27]. 
				The Femto OS stress test program, which is named Remember, is intended to replicate the sys-tem running near its limits and runs at 2.6KB and with 368 bytes of RAM 
				[11]. 
				The results of adding appropriate security measures to Femto OS are likely to be similarly within the limits of the operating system. The sug-gested experimental system would have value as an example of what mini-mal security measures should be within IoT systems, both in policy and in practice. In this system, IoT communication features would be expected to be provided within another more computationally robust system which 
			
		

		
		
			Figure 7.1 Artix FPGA architecture [3]. 
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			would be integrated with this minimal secure system, or be controlled by another such microcontroller as ATtiny MCUs are very inexpensive. 
		

		
			
				A RISC architecture is also available for programmable hardware devices, such as FPGA 
				[23,24]. 
				This open-source architecture is referred to as RISC-V 
				[23,24], 
				with V representing the Roman numeral for five. Security is already a built-in concern with FPGA devices, so RISC-V pro-vides an additional layer of security within its design [24]. Another RISC architecture that is popular is the ESP8266 and ESP32, which use Xtensa assembly language 
				[15,19]. 
				The combination of 32-bit architecture with a low-cost single chip, which combines Wi-Fi with processing [19], has con-tributed to the success of the ESP8266 in IoT projects. 
			
		

		
			7.2.2 IoT operating systems and software 
		

		
			
				Because FreeRTOS is compatible with both AVR and ARM architectures 
				[12], 
				it would be possible to adapt this work into a secure operating system that is adaptable to most IoT devices as seen in 
				Figures 
				7.2 
				and 
				7.3. 
				Being built on a more minimized device, however, should make the operating sys-tem even more capable of additional security features once it is on a slightly more robust platform. If the chip is kept in a minimal form and if it is pos-sible to add monitoring features, which update a remote server to potential intrusion, it would be an embedded intrusion detection system. 
			
		

		
			
				Keeping this type of system within the constraints of the limited hard-ware would be very challenging. Programs on these devices are flashed or stored in a semi-permanent memory known as EEPROM. These programs must be designed to work within the specific constraints of the chip being used. The programming tools are sometimes provided by the manufacturer, as they are with Microchip’s Atmel Studio for AVR architecture 
				[4]. 
				Similar toolchains are provided by FPGA manufacturers for development on the FPGA boards. Xilinx provides the Vivado and ISE suites to support FPGA development on the boards which they manufacture 
				[7]. 
			
		

		
			
				Most available programs for security have been developed with the X86 architecture in mind due to the prevalence of the x86 in laptops and desktop computers, as well as servers. These security suites are not easily adapted to ARM or AVR architectures due to lower processing and memory resources within these systems 
				[56]. 
				The company SEGGER has developed an operating system with security features for embedded systems, however 
				[9]. 
				Transport layer security is one feature that is part of embOS [9]. Transport layer secu-rity, which takes the place of SSL, is incorporated in the open-source wolfSSL library 
				[26]. 
				Alongside the FreeRTOS library and several adapted libraries for web protocols, such as HTTPS, which can be found on the 
				FreeRTOS.org 
				website, a fully secure IoT-compatible operating system could be produced with these considerations. Security can be added to AVR systems using an additional hardware unit as well, which Microchip sells under the trade name 
			
		

	
		
			138 Emerging Real-World Applications of Internet of Things 
		

		
			
				of CryptoAuthentication or as the Trust Platform 
				[28]. 
				The units with the wid-est feature set are sold as Trust&GO, TrustFLEX, and TrustCUSTOM [28]. 
			
		

		
			The use of transport layer security does not justify the development of additional operating system functionalities by itself, however. If deeper security concerns than encryption, security certificates, and secure HTTP are addressed, that would make the development process worthwhile. This 
		

		
		
			Figure 7.2 ESP8266 architecture [19]. 
		

		
		
			Figure 7.3 ARM architecture [21]. 
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			security concern could be a low-level trust protocol. There are many con-siderations for a trust protocol, but many of these would bear some level of similarity to blockchain consensus. 
		

		
			7.2.3 Cyberthreats and security breaches 
		

		
			
				Common types of security breaches include DDOS, MiM, and various injection attacks 
				[63]. 
				For IoT devices, man-in-the-middle attacks are a par-ticular vulnerability [35,38,39,46,54]. The connected nature of the device and its reliance on particular cloud applications for functionality introduces a scenario for attack as seen in 
				Figure 
				7.4. 
				The scenario would be that some intercepted communication to or from the cloud server is intercepted and changed 
				[63]. 
			
		

		
			An attack on the server would be detrimental enough, but a server requires more resources to compromise than an IoT device [49]. The most likely target for these attacks is the IoT device itself if this IoT device can be made a profitable target [35,57]. An IoT device is a connected device like a computer on the Internet, but it is less secure. The vulnerable situation of unencrypted communication involving IoT devices [35,75] creates an ideal target for individuals who wish to create a botnet of compromised devices. If one device could be compromised by a man-in-the-middle attack, such a compromised device could be used to automate further man-in-the-mid-dle attacks on other IoT devices. Compromised devices in a botnet could, in fact, be used to do almost anything within the collective ability of the devices that are compromised. This may lead to a chain reaction. A num-ber of IoT devices may be breached, one after another. The compromised devices could reach staggering numbers if no successful intervention is car-ried out, but it is unknown whether such attacks currently target IoT devices over mobile devices such as smartphones and tablets. Mobile devices have been compromised in this fashion before, and this may form the largest botnet traffic currently. 
		

		
			
				IoT devices often lack authentication or trust features [56]. One solution to this problem is to use a dedicated security device for authentication. Microchip produces such devices; ATECC508A or TrustFLEX is one such device that is uniquely suited for IoT 
				[28]. 
				This device is MCU, or proces-sor, agnostic 
				[28]. 
				A C library grants the ability to authenticate transactions using the device. Additionally, there are cryptographic hashing features for encoding communication. Because Microchip requires a minimum order quantity of 2,000 units, however, it would be difficult to order these units in amounts which are appropriate for research and testing. Additionally, each unit must be used with a development board, which is likely to be paired with a form factor of MCU available from Microchip 
				[25]. 
			
		

		
			For the development of secure devices in this way, the cost for such mea-sures is not extravagant in terms of per unit pricing. The ATECC508A itself is priced by the manufacturer at about 0.80 cents per unit. The MCU itself 
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			is much higher, at about 8 dollars per unit depending on the order quan-tity. This only amounts to 10% of the price of the MCU, if the price of the development board were not included. It is unclear whether the boards that support these features will be competitive with similar boards at this point. If providing similar features requires the addition of more circuit boards, hardware-based security may be expensive on the per unit basis depending on the details of implementation. 
		

		
			7.2.4 IoT web portals 
		

		
			
				IoT web portals are the cloud technology that drives IoT. Some of these technologies are more secure than others, and much of the challenge in choosing an adequately secure service lies in the protocol options used. The AWS IoT portal platform allows for the use of three different protocols for communication packets. MQTT with TLS encryption is possibly more secure than WebSocket communication or a non-encrypted HTTP packet [45]. MQTT is standardized by both ISO and open OASIS [45]. Because MQTT is designed for a small footprint and uses TLS for encryption, it is a very good option for IoT 
				[18]. 
			
		

		
			Another IoT web portal platform service is Microsoft Azure for IoT. Azure IoT also supports MQTT, but for multiple device connections, also 
		

		
		
			Figure 7.4 AVR/ATmega architecture [17]. 
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				supports the open OASIS standard AMQP (Advanced Message Queuing Protocol) 
				[6]. 
				HTTPS is also available, but is less efficient than the other standards available due to larger packet size and limitations in how cloud server to IoT device must be addressed in HTTPS. AMQP is also limited to use with devices with RAM over 1MB, which is over the SRAM specifica-tion for ARM Cortex M4 for any microchip manufacturers which provide RAM with their ARM MCUs 
				[30]. 
				Azure allows for the use of MQTT and AMQP over a WebSocket connection 
				[6]. 
			
		

		
			
				Both Watson IoT and Google Cloud IoT core support the use of MQTT [8]. Google Cloud IoT core may also use a HTTP 1.1 bridge 
				[20]. 
				Google Cloud IoT uses JSON to create Web Tokens and a public key for authentication 
				[20]. 
				Watson IoT also has some use for JSON in cloud device management 
				[8]. 
			
		

		
			7.2.5 IoT protocols 
		

		
			
				MQTT is an application layer protocol that runs on top of TCP/IP, which is the Internet standard transport layer protocol 
				[45]. 
				MQTT is being used by the most popular IoT platform services currently 
				[5,6,8,18] 
				and, with small improvements to the standard, could become the primary applica-tion protocol of IoT due to its prevalent use among platform providers. An overwhelming amount of options for datalink layer services exist currently, however. Bluetooth is for short-range applications only 
				[25], 
				LoRaWAN is able to send data at low power over a few miles 
				[25], 
				but Wi-Fi has several advantages, which may cause it to prevail over the others in the long term. Other competing technologies to Wi-Fi in IoT include Z-Wave and Zigbee, which are used in smart home applications. There are hybrid gateways, nodes, and hubs available, which utilize Wi-Fi alongside other protocols. 
			
		

		
			Many kits are available for IoT at this time, and these include many con-siderations. Kits for LoRaWAN are relatively expensive when compared to Wi-Fi-enabled kits, which include Raspberry Pi, or other conventional kits which are built around the ARM Cortex M4 or extension kits for Arduino based around the ESP8266 chip. While Zigbee is often presented as a good overall solution to IoT, it is interesting that options for Zigbee or Z-Wave must be found using smart home-related search terms. After doing so, it is possible to find development kits in online marketplaces for electronics, including Amazon. 
		

		
			7.3 ANALYSIS OF CURRENT AND FUTURE 
		

		
			SECURITY STANDARDS AND METHODS 
		

		
			Ubiquitous standards tend to win out over time, unless there is a clear advantage. The low power and long range of LoRaWAN devices may jus-tify their use in certain applications, such as smart farm and smart grid 
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			applications. The wide coverage of 4G and 3G networks and the wide-spread use of 3G or 4G in mobile devices encourages future interest in cellu-lar IoT. Another suitable option is to simply convert cellular signals to Wi-Fi utilizing a hotspot device. Various protocols are being adapted to become more secure because of the need for specialty devices needing additional security, such as home healthcare devices or smart grid appliances. It is still unclear which data link technology will succeed in capturing this market. 
		

		
			
				Many devices in IoT, whether connected by Wi-Fi or some other net-work data link layer technology, have failed to implement available security options in previous years of manufacture [35,75]. Higher-end IoT devices, such as those with ARM cortex M4 processors or higher, should have options such as TLS available to them 
				[26]. 
				Many such devices have not been developed with these options fully implemented, however [75]. The failure to encrypt data makes it far easier for bad actors to execute a man-in-the-middle attack. 
			
		

		
			Interfaces, such as mobile apps, which are used to access IoT devices may also be insecure. Two or more factor authentication should be used to pre-vent unauthorized access to devices by malicious individuals. In addition, efforts to validate user data should be made to prevent injection attacks and other such exploits. It is advisable that home Wi-Fi settings utilize WPA2 security measures, as well. 
		

		
			
				The MQTT protocol is often used with TLS for encryption. Because MQTT sends binary files for data rather than human-readable text, it should be somewhat more secure than similar HTTP applications. The use of a secure protocol as well as recommended security measures is very important in preventing cyberattacks. Authentication and the principle of non-repudiation 
				[56], 
				which connects users to their actions (presumably through time-addressed logging of actions performed), is very important as the foundation of other measures to protect users, their devices, and their data from potential harm from cyberattacks. 
			
		

		
			
				Cyberattacks occur much more frequently than most people realize. In the industrial environment, physical access to systems may expose such systems to attack by Trojan horse or virus, or by creating a backdoor to systems, which could be utilized by hackers or botnets. IoT systems in a SCADA environment, which utilizes a complex layered architecture of con-trol, may be particularly vulnerable due to the inherent security weaknesses of legacy devices which are often found in this environment [40,65,72,79]. Compromising either the control system computers, or the IoT device itself, or both, could cause immense financial harm to a company. The use of external USB thumb drives by employees can heighten this risk immensely. Banning the use of USB storage devices that haven ’t been fully scanned by the company is one policy which could address this weakness. The use of blockchain to secure normally insecure legacy devices may be an important measure of security which could find use in industry as IoT starts becoming more prevalent in industrial cyberphysical systems 
				[86]. 
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			RFID devices lack the internal complexity of higher-end IoT devices, but give stores and warehouses the ability to log and track events in an item ’s history. Because trackability is critical in ISO quality management stan-dards, using RFID devices may be appealing due to the low cost of pas-sive RFID and the ability to automate tracking. Security by obscurity may not be an option to prevent access if bad actors possess an RFID reader writer device themselves. Reader impersonation is a known vulnerability of RFID systems. Modifications to the security authentication standards in use can make these systems more secure to such attacks. Zero-knowledge proofs could potentially add further security to these systems, a solution which would require further inquiry. With RFID having several known vulnerabilities, GPS tracking RFID systems should make some attempt to anonymize location data in the case of a breach through the use of internal proprietary schema as well as standard encryption. 
		

		
			7.3.1 Security algorithms and methodologies 
		

		
			
				Using ECC (a discrete logarithm problem on elliptical curves), it is possible to use low memory and low execution time with secure results [32,61]. There does seem to be a threshold of tolerance, however, for the size of the message that can be encoded using this technique 
				[61]. 
				Fragmented mes-sages resulting from the use of these protocols will overload the systems that must communicate using them 
				[61]. 
				This is by no means the only avail-able answer to the problem of keeping vital information secure. 
			
		

		
			
				Anonymity is one of the three requirements for the goal of maintaining privacy 
				[42,56], 
				with unlinkability and untraceability being the others. Anonymity is the inability of an outside entity to recognize an individual identity in a system 
				[42,56]. 
				Unlinkability is related to anonymity as an outside entity should not be able to surmise what a person ’s identity is from the information they produce 
				[88]. 
				Untraceability is the difficulty of tracking a particular entity ’s behavior within the system [88]. For health-care-related IoT, the maintenance of privacy within the system is a mis-sion-critical concern. 
			
		

		
			The security concern of non-repudiation is, on the surface, contradictory to being untraceable. The interactions of these requirements may lead to some complexity in implementing a secure yet private system. The key is to be sensitive to the legal requirements of the system and to avoid sharing any information with any individual who does not absolutely need that information. This may lead to some data being held in confidential trust rather than being completely private, but as long as the access is within the constraints of the law, this is appropriate. 
		

		
			
				Distributed identification (DID) is one measure to anonymize users within a system 
				[52,56] 
				and could be used to identify devices in an IoT environ-ment. This technique is similar in some ways to a cryptographic hash used by blockchain to access cryptocurrency 
				[52]. 
				By using the hash, which is 
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			generated by the system at the time of use, a user may access the data gener-ated during use. This could be a way to secure transactions in IoT. 
		

		
			Alternatively, a hidden identification system could be used. If a hidden ID was created using a testable algorithm, but no longer directly referenced, but data generated from it were tested against algorithmically, this would be a secure usage of IDs. Because these data would only be available to the machines that are part of the system transaction, either as client or as server, it would be unlikely for a bad actor to compromise the communica-tion with a man-in-the-middle attack. This hidden ID system would create and share an ID one time only. No other entity should have received it, and only data which suggest that the ID is known would be given to the server. 
		

		
			No system is perfect, and every system may be vulnerable in some way. The key to IoT security is to use the available resources to make each device as secure as it can possibly be within its own individual constraints. Security is a moving target and requires continuous effort to achieve. IoT devices can be engineered with security in mind, but until recently, security has not been given enough thought by the companies that were producing these devices [35,50]. 
		

		
			The continuous nature of cyberthreats and the potential to upend com-petitors on a global scale using hackers for hire to command and con-quer rives is too large a concern to be ignored any longer. IoT devices are widely known to have vulnerabilities [35,75]. These vulnerabilities can be addressed one by one and engineered to be less relevant to reduce the ability of bad actors to target these devices. This is akin to patching software to mitigate security risks. These updates have to be applied universally to be effective, however. With IoT security, the primary option for the universal application of secure practices will likely be regulation. 
		

		
			
				IoT, like many other technological frontiers, is rapidly changing. Programmable hardware such as FPGAs creates new opportunities and risks for IoT development 
				[73]. 
				Securing devices with efficient hardware-driven algorithms could be a worthwhile challenge for future research. FPGAs have a wide variation in price, but some are becoming affordable enough to allow academic experimentation in optimizing hardware for use in IoT 
				[44]. 
				Secure IoT platforms may require specialized hardware to effi-ciently calculate zero-knowledge proofs or cryptographic hashes 
				[59]. 
			
		

		
			
				There are many other algorithms, from the field of AI or swarm intel-ligence, which also may have security application 
				[59]. 
				Those algorithms that are minimal enough to be created in a programmatic manner within a hardware development language, such as Verilog, may prove essential to the security of power-constrained system architectures like those in IoT [23]. Evolutionary computing provides the ability to respond to threats in a more adaptable way. Currently, it is unclear whether the best method would be to obscure targeting or to find effective counter-solutions to attack, but cyberse-curity is mainly driven by human intervention 
				[57] 
				currently or by large and complex software systems such as current intrusion prevention systems [49]. 
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			Interventions may be distributed in IoT systems driven by swarm intelligence or artificially intelligent agents. Such systems may be empowered by creating application-specific, hardware-driven algorithms for intelligent security. 
		

		
			
				Privacy is one of the key issues for IoT devices [31,42,47,60,76,80]. Until very recently, unencrypted communication has still been common for many IoT services 
				[66]. 
				Because poor privacy practices continue in IoT develop-ment, there could be public resistance to adopting the technology along with all of the myriad benefits that the advancements in technology bring. Lack of a strongly supported standard for security, privacy issues, and encryption in IoT will cause legal, social, and political issues related to the use of these devices. 
			
		

		
			7.3.2 Legal, political, and social 
		

		
			rationale for security in IoT 
		

		
			Legally, European companies already have strict privacy laws, and in the USA, strict standards exist for the exchange of health-related information [37,76]. Biometric devices, which also handle personal information, may cause breaches of the law relating to health privacy. This could be a legal gray area due to IoT device manufacturers rarely selling such devices as actual medical diagnostic equipment, and perhaps falling into some loop-hole by not being a health-related company. Historically, legal gaps in the regulation of new technology happen quickly after a few landmark cases. 
		

		
			Socially, IoT devices allow for a new form of social media, which is auto-mated. Automated devices may generate a huge amount of data, and there may be implications for society which are similar in nature to the initial impact of social media. Social media extends the reach of the individual, but in some respects, isolates and anonymizes existing social networks and rela-tionships. Unintended complexities, which have been prevalently negative, have arose from the immersive nature of social networks. With IoT devices being able to constantly monitor our behaviors and actions, social applica-tions, which connect to these data and share them, risk exposing a person to social shaming, micromanagement, and cyberbullying. IoT-enabled cyber-bullying would be far worse than through current social media, because IoT devices may be everywhere in a smart home, smart car, or smart city. 
		

		
			Politically, IoT is both dangerous and promising. Connected devices may be able to democratize information and may aid in current struggles for social equality and prevention of injustices. The danger comes from the motivation of repressive governments to monitor individuals and suppress political rivals or humanitarians. Aside from the misuse of IoT technology from repressive governments, there may also be misuse of IoT to perform acts of corporate espionage or use by cyberterrorists groups to infiltrate previously secure systems. 
		

		
			Clear laws and standards for what IoT devices should and should not be able to do are the primary way to prevent the misuse of these technologies 
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			to breach personal privacy, or to damage the financial security of corpo-rations. IoT devices create the ability to automate services at deeper and deeper levels. This can create a lucrative opportunity for companies to streamline and mobilize assets. Such opportunities are rarely risk-free. Risk management is an important security concern for IoT. 
		

		
			Redundancy and self-healing networks would be important consider-ations for future development in IoT. Backup systems are commonly used to minimize threats in standard cloud technologies. For IoT, the need to automate the mobilization of backup systems would be incredibly impor-tant. Policies and procedures to ensure that backups are in place should be part of the risk management approach to IoT. 
		

		
			7.4 FUTURE CONSIDERATIONS FOR IoT SECURITY 
		

		
			Critical infrastructure is often a significant investment. For IoT, this infra-structure would include servers that act as portals to cloud platforms and services. Additionally, the data represented and exchanged between devices could be critical transactions to secure. The loss or tampering with such transactions could create a significant cost to companies that sustain such losses. Secure transactions thus represent a loss prevention program, which can be established within the risk management policies and procedures of an organization. 
		

		
			Another aspect of loss prevention that should be considered is trade secrets and intellectual property. With continuous transactions occurring on a minute-by-minute basis, a lot of data could be leaked, which would allow a bad actor to infer the workings of a system. Knowledge of the inter-nal workings of an IoT system are twofold, allowing both the reverse engi-neering of the system by competitors and effective attacks by cyberthreats such as hackers and botnets. 
		

		
			Leakage of such data is difficult to prevent as communication must be preserved. One method would be to use short-range communication, which is encrypted to keep too much of the network from being exposed. Obviously, this is not an option for all components in an IoT system, but for some components of a system, this would be a good approach to prevent loss. Considerations for loss prevention such as intellectual property, reverse engineering, and trade secrets should be included in a risk management plan. 
		

		
			To be truly effective, any risk management plan must include a risk assessment. Risk management and risk assessment are essential practices in cybersecurity [40,41,64,82]. Each system and each organization utilizing it are unique, and this implies unique risks and threats. Effective policy and procedure create guidelines for the development of secure systems within each unique organizational environment. This allows for the advancement of IoT security even without the additional guidelines, which would be cre-ated by international standards for security in IoT. 
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			The formal risk assessment for an organization should include both the risks and suggestions to prevent such risks. Legal issues should be consid-ered, from privacy to risk of lawsuit or risk of loss of intellectual property. Any government standards or existing organizational policies should be considered and adhered to. Any replacement systems should, at a mini-mum, accomplish every necessary task that previous systems were able to do. Wireless systems should include more security considerations than wired systems due to the fact that wireless systems may be more easily penetrated. 
		

		
			
				The opportunities for IoT systems include smart factories, smart appli-ances, smart homes, autonomous vehicles, product tracking, smart cities, and smart energy grids [56,68,77]. Additionally, there are uses for IoT for home healthcare automation and for medical devices, which could sim-plify remote healthcare 
				[37]. 
				Even though many of these devices will not be deployed within an organizational environment, there is still risk of cyber-attacks and there are definite privacy issues and concerns [42,85]. 
			
		

		
			Cloud-enabled devices, such as consumer robotics, may create security concerns. Consumer IoT devices, which can respond to human voice com-mands, may create opportunity for consumer privacy breaches. Voice-controlled smart hubs and voice-controlled robots could leak information related to political preference, lifestyle choices, and health issues. Social implications for such breached data are still unknown, but it is likely that public outcry would result following major breaches of privacy. 
		

		
			In some ways, IoT devices allow an individual more control over their own lives. Accessing services over the Internet could be streamlined; refrig-erators could order more groceries to be delivered when certain grocery supplies run low or run out, for instance. In other ways, IoT devices rep-resent a lack of control; privacy breaches and loss of control over personal data will increase in poorly implemented IoT systems. Balancing risk with opportunity through the creation of secure devices will allow consumers to have more control without being at significantly increased risk of loss of privacy or personal data. 
		

		
			
				Smart factories increase the organizational financial risks. When smart factories are tampered with, or hacked into, these systems could incur sig-nificant costs from a single attack 
				[40,41]. 
				Efficient manufacturing systems may produce thousands or tens of thousands of products a day. If the manu-facturing system is compromised, resources will be used, but errors in the manufacturing process could make the products unusable. This may be a risk consisting of millions of dollars a day. Efficiently coupling ordering to manufacturing may also save millions of dollars a day, as well. Utilizing blockchain smart contracts together with IoT could be one technological framework for such coupling to occur. The implication is that smart facto-ries utilizing IoT technology must create secure technology, which reduces the likelihood that such losses will be incurred. One route to achieve this is to integrate blockchain into IoT to add another layer of security 
				[86]. 
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			Autonomous vehicles are another device that requires more complete secu-rity concerns. Vehicular networks should be more robust than home net-works, but data will still be exchanged between the vehicle and the Internet inevitably. This implies that autonomous vehicles will be IoT devices. Loss of control of vehicular applications, which could occur during a man-in-the-middle attack, virus, or botnet, could result in loss of life. International cyberterrorist attacks on vehicular networks will become more of a concern when autonomous vehicles are widely available to consumers. Since autono-mous vehicles are in an active development stage, it should be possible to prevent such risks before they actually arise. 
		

		
			
				Autonomous shipment vehicles, which are unmanned, may also be at risk of tampering from competitors or from bad actors that wish to take advan-tage of criminal opportunities for redirecting shipments. Unmanned ship-ment vehicles are also larger than consumer vehicles and may incur greater damage if they are compromised. The additional risk of targeting implies that such vehicles must be made to be more secure than consumer vehi-cles. Virtual private networks may be one way to increase security for IoT devices 
				[10] 
				such as unmanned vehicles, but other measures should be taken as well. Invasion detection and prevention are critical [33,34,74,78,87], and hardware-level security [16,28,59] could add another layer of security for at-risk devices such as autonomous shipment vehicles. 
			
		

		
			
				Product tracking could also be utilized by bad actors to anticipate and tamper with shipments of products. Increased risk of stolen product in route may arise from insecure systems for product tracking. RFID is often sent as plain text and may contain product information, which would allow targeting 
				[43]. 
				This is a particular risk for high value products, such as elec-tronics, which may be resold online fairly easily. 
			
		

		
			Smart homes with electronic locks may be another particular risk of loss. Electronic door locks, which can be unlocked over the Internet, could allow a robber to invade your home. These systems also may increase the risk of other types of home invasion, such as murderers or kidnappers. This level of risk certainly implies a high level of security, such as requiring authen-tication for the operation of any lock at the time of use. Facial recognition or voice recognition technology within the mobile application could aid in security measures to prevent infiltration of the system and the resulting home invasions. 
		

		
			
				Smart energy grids also represent a risk of attack [39,49,53]. Infrastructure, which could be disrupted, is a potential target for cyberterrorists. Power plants, hospitals, and manufacturing could all be affected by disruption to the energy grid. Denial of power service by redirecting power, affect-ing power production, or directly shutting down service could be potential attacks to a smart energy grid. Attempts to overwhelm the system to cause permanent damage may also occur, similarly to the damaging of equipment noted in a 2016 Z-Wave exploit experiment 
				[75]. 
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			Smart cities would also include other infrastructures that could compro-mised. Water systems, sewage, and coordination of city services could all be affected by cyberattacks. These attacks could occur for many reasons, from cyberterrorism to simple grudges. City services can be highly political, and the temptation to damage the reputation of city officials could result in a greater danger of attack. 
		

		
			7.5 DISCUSSION 
		

		
			The Internet of things is growing. People who travel or spend a lot of time away from home may see energy savings from a programmable smart home, which reduces energy usage while they are away. Smart appliances can cus-tomize our daily experiences, with smart refrigerators letting users know when they have run out of certain grocery items and smart thermostats providing temperature settings which coincide with our regular schedules. 
		

		
			As IoT grows, it is important that IoT devices and services are more secure than computers rather than less secure. The potential for harm is greatly increased by the power that these devices have over our lives. Smart ovens should only be programmable by their owners, not by children or by hackers, for instance. Such devices have potential for accidental or purpose-ful harm if security is not addressed. 
		

		
			When IoT is applied to infrastructure, the power of these devices only grows larger. Smart cities and smart grids could increase the ability to become energy efficient and the ability to provide services in a timely man-ner. The problem arises with the misuse and abuse of these abilities to cause harm to the underlying infrastructure, services, and the citizens which are being served by these. 
		

		
			Security has many aspects, and aside from potential harm to person or finances, there is potential for a person to be harmed by reputation or the violation of trust. Such emotional harm can and does damage lives and can also cause deaths. This is one reason why privacy is of such impor-tance within the profession of cybersecurity. An additional consideration is that some information that is being kept private is financially important. Patents, copyrights, and trade secrets can all be violated by the leakage of information. It is important that privacy concerns are met. 
		

		
			
				Privacy is protected legally by many acts both in the USA and internation-ally. Youth in the USA are protected by COPPA, which includes IoT devices such as wearables [13,42]. Health information is protected by HIPAA, and health data used by IoT are included in the legal concerns of this act [14,42]. The right to privacy could be a constitutional concern as well and may be considered a basic human right. European laws in recent years has further restricted digital privacy violations and what customer contracts can or cannot dictate in terms of privacy 
				[42]. 
				The lack of security in IoT devices 
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			goes beyond being a practical concern for IoT companies and can cause expensive legal liabilities. 
		

		
			
				Many companies that are already making IoT devices, such as smart appli-ances, have failed to respect previous security standards such as SSL protocol 
				[35]. 
				Internet communications are now protected by the TSL protocol, and the same should be done for IoT devices. Encryption should be considered a mini-mal layer of security in modern Internet applications. Multi-factor authen-tication, voice recognition, and facial recognition are all additional security measures that should be used to prevent unauthorized access to IoT services. 
			
		

		
			As a relatively new technology, regulation has not yet caught up with IoT ’s security challenges and concerns. Additional international standards should be created to address this issue. Other regulatory actions will also be needed to further protect both the customer and the IoT industry from security breaches. The stakes are high, and security violations can cause significant financial and personal harm. 
		

		
			Vehicular networks, which may eventually utilize Internet technology, will also be a regulatory challenge. While it is important that autonomous vehicles are embraced by consumers and automotive producers, it is also important that autonomous vehicles are safe and error-free. Security con-cerns for autonomous vehicles should be addressed the same way as for other mission-critical applications, such as smart factories and home health devices. If done sensitively enough, these concerns should not be enough to have a chilling effect on the production of autonomous vehicles. Because additional regulation makes such vehicles safer, it should encourage the consumer market to embrace this new technology as well. 
		

		
			As IoT technology improves, we will see further uses for it. Smart farms will one day make food production more efficient. Sensor networks con-nected to the Internet could monitor potential risks of flooding, drought, earthquakes, tidal waves, and fires. Such an early warning network could improve the safety and well-being of everyone. 
		

		
			7.6 CONCLUSIONS 
		

		
			Security is an important concern in society. Trust in critical infrastructure has enabled free trade and free movement of people at an unprecedented scale. For IoT technology, increased security will create trusted distrib-uted applications, which have the potential to create economic growth and increase the efficiency of vital services. 
		

		
			It is a harsh reality that vital technological infrastructure is under con-stant attack. Unfortunately, it has taken time to apply that lesson directly to IoT devices and many smart devices fail to be as secure as computers are. There are challenges to securing IoT devices, but the technology does exist to secure these devices in a more robust fashion than companies and other organizations are currently doing. 
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			Standardization and regulation are the key to secure IoT. Despite legal, social, and political pressure to create secure IoT applications, many orga-nizations have failed to properly implement basic encryption. Additionally, improper authentication can allow attackers access to private data or con-trol over devices, which affect the daily routines of individuals. 
		

		
			
				Algorithms are being discovered, which can add greater security and protection to IoT devices. ECC and zero-knowledge proofs are capable of exchanging information both efficiently and securely [1,61,81,84]. It is worth noting that blockchain environments such as Ethereum have added zero-knowledge proofs as an additional security option recently 
				[69]. 
				If efficient ECC techniques and zero-knowledge proofs are applied to authentication, it may allow IoT devices to become a more secure environment. Efficient authentication is a necessary measure to prevent an attacker from having access to devices that are critically connected to our lifestyles as well. Authentication is becoming available at lower and lower levels within the architecture of IoT devices 
				[28]. 
				FPGAs and dedicated security ICs will enable efficient hardware-based security [16,59]. It is likely that hardware-based security will supplement rather than replace software-based security practices. In particular, combining a hardware technique utilizing manufacturing variance known as PUFs and blockchain has recently been proposed as a framework for secure authentication 
				[67]. 
			
		

		
			There is no question of whether IoT devices should have increased secu-rity. The lack of security within IoT continues to be a potential threat as IoT grows in scale and ability to be used in applications, which affects society on a large scale. IoT security must be faced differently than computer-based security, but must meet the same challenges. The threat of cyberattacks and of the particular vulnerabilities is known by both industry and research-ers in the field of IoT. Designing IoT solutions to this challenge will likely require an integrated approach, combining software and hardware security methods to address the widespread threat of attack. IoT devices must be secured, and to this effect, there must be effective policies and regulations that standardize secure practices in IoT. 
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			A bstrAct 
		

		
			Many developers are having software packages for supplying them to other different users. These software packages are provided in the envi-ronment where all the required settings and dependencies are already available. This scenario gives the opportunity to all users to execute the applications in a similar environment. All the requirements of such users who are in need of providing their software can be fulfilled by Docker. At the same time, it provides the implementation of least level isolation (also known as process sandboxing) to other different processes that are running over the system in which Docker is hosted by utilizing fea-tures of Linux ’s kernel. Such types of containers can be utilized as an alternative in some scenarios to conventional virtual machines because the overhead involved is negligible in most of the cases. The objective of this chapter is to present an overview of different methods of virtual-ization keeping in focus the Docker containers with a case study. This virtualization platform is different from the conventional approaches of virtualization, which are based on virtual machines. Docker-based 
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			projects are emerging from a single command-line tool to the entire operating system. Describing Dockers ’ internal mechanism is the focus of this chapter with a demonstration of Docker API. 
		

		
			8.1 INTRODUCTION 
		

		
			Virtualization is the process of executing multiple user applications and operating systems (OSs) in isolation to each other on the same hardware [1]. Virtualization is used all over the world in almost all information systems. Many companies such as Amazon, Google, and Facebook use it on their several infrastructure layers. The methodology is not restricted to several clusters of servers, but is used by millions of users on their personal computers. There can be an enormous number of use cases for virtualization. Some of them can be like executing an instance for resource-intensive applications such as MATLAB. Utilizing the virtual-ized environment, the system ’s computational power and memory can be restricted from being exhausted; testing is an integral part of the software development life cycle. Running large multiplatform software or projects on different system configurations could be a tedious task without a vir-tualized environment; emulation is just like adding another feather to the virtualization cap. Software written for different architecture can run on entirely different machines. 
		

		
			8.2 BACKGROUND 
		

		
			This section provides some background concepts related to Docker-based virtualization. 
		

		
			8.2.1 Virtual machine-based virtualization 
		

		
			Some of the approaches for virtual machine-based virtualization are as follows. 8.2.1.1 Virtual machine monitors (VMMs) 
		

		
			Virtual machine monitors (VMMs) are often known as hypervisors. They enable creating and running virtual machines (VMs), and they have been distinguished into two different types, namely Hypervisor type 1 which runs directly on the hardware and Hypervisor type 2 which acts as an application in another OS. The OS that can directly access hardware is known as a host, although the OS which is in a virtualized environment is known as guests. Microsoft Hyper-V, Oracle VM Server, etc., are an example of Hypervisor type 1, whereas VMware workstations and Virtual Box are examples of Hypervisor type 2. 
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			8.2.1.2 Software-based virtualization 
		

		
			The guest OS runs over the top of the hypervisor, and it is not given direct access to hardware as it can get control over it or corrupt the host. Nowadays, CPUs often use resource protection schemes, where various privileged rings are generated with different trust levels. A paravirtualiza-tion compile time technique can be used to replace the instruction statically if it fails to execute in a virtualized environment. On the other hand, mod-ern processors utilize the virtual memory concept in which every applica-tion has the false belief that the whole memory is being utilized by it only. 
		

		
			8.2.1.3 Hardware-assisted virtualization 
		

		
			A Virtual Machine Control Block (VMCB) was introduced, representing a VM, which is inside the CPU. When it gets executed, the host state is saved in memory. The state of the guest is unloaded from the memory area, and the guest code starts to execute. Intel and AMD also came up with a methodology that eliminates the requirement of page tables shadowing. In the model, the hardware does transformation from guest ’s physical address space to virtual address space and vice versa. 
		

		
			8.2.1.4 Virtual Box 
		

		
			Virtual Box is a Hypervisor type 2 branded by Oracle and is termed as Oracle VM Virtual Box. It mainly supports all the operating systems as a guest or host. Both hardware- and software-based virtualizations are implemented in it. Shared folders, clipboards, and the cloning of virtual machines are some of its added features. 
		

		
			8.2.1.5 VMware Player 
		

		
			It is a type of virtualization software, which is generated by VMware Company. It can be utilized for free, and it can provide better performance in comparison with Docker. 
		

		
			8.2.2 Containers-based virtualization 
		

		
			
				The container provides an execution environment that is self-contained. This environment also shares kernel of host system. It is (optionally) iso-lated from other different containers that are in the same system 
				[11]. 
				Development of Linux brought into the idea of keeping processes isolated form the host file system and for the same purpose “ chroot ” command was created. Chroot, which stands for root change, is both a system and utility call. This command allows specifying new commands other than /. The program, along with its children, cannot access files that are above the newly created root directory. But the programs that are placed at any other 
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			place can still look inside the newly created root. It becomes critical that inside processes could not get privilege of root. As it could permit them to divide the specific directories, the procedure is termed as Jailbreak. Chroot is often employed to provide an isolated environment for testing unstable applications and to discover unwanted dependencies. 
		

		
			Namespaces are also the key feature of Linux for helping in the light-weight virtualization. Its objective is to bind a resource which is global in an abstraction like the process within the namespace feels to have its iso-lated global instance. There are about six namespaces currently available in Linux. They are as follows: 
		

		
			• Mount Namespace: This is the first one to be implemented, and all mount/unmount from the global space is visible. 
		

		
			• UNIX Timestamp Sharing (UTS): It allows to isolate gethostname () and getdomainname () identifiers. The alterations done by calling the routines sethostname () and setdomainname () are visible in the namespace which is the caller. 
		

		
			• Interprocess Communication (IPC): This namespace gives isolation of memory that is shared along with semaphores. 
		

		
			• Process ID (PID): This namespace is an isolated list of process IDs. • Network Namespace: It allows each namespace to have its network stack. • User Namespace: It is the last to get implemented and provides means 
		

		
			to process different user and group IDs inside user namespaces. 
		

		
			The use of namespaces could isolate the process from each other; however; it is still far from the fundamental definition of virtualization. Then, control groups came into the scene in 2006, abbreviated as cgroups. It is a kernel fea-ture that enables the administrator to limit or restrict system resource usage for a group of processes. Moreover, a control group provides a subsystem that can freeze a non-root group of processes and monitor each relevant subsystem. 
		

		
			8.2.3 Various container architectures 
		

		
			and their management 
		

		
			
				In order to achieve the expansion of large allocated resources, the virtualiza-tion process is implemented in the cloud 
				[12]. 
				Virtual machines (VMs) are the backbone of the infrastructure. Separate segregation allows for easy identifi-cation with bespoke use of containers as program packages from individual images (usually found in the archive), which are small and time-consuming resources. They also provide in-house support for the required application of portable, cloud-based software applications 
				[13]. 
				Containerization is depen-dent on the ability to test, develop, and deploy systems on numerous servers and to connect these containers accordingly. The address of containers is concerned at the cloud level of PaaS. If the significance of the whole cloud is given, an inclusive view in recent activities is very much important. 
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			8.2.3.1 Basis of container technology 
		

		
			The container contains the components of custom applications, ready to be shipped, and, if required, it also contains the business logic (in binaries and libraries) and the middleware for making applications. Tools such as Docker are prepared around engines of container when they are served like portable ways for packing apps. It creates the requirement for managing interdepen-dence among containers that are present in many applications. The orches-tration system can define the components with their dependencies along with the life cycle into a systematic process. The PaaS cloud then enables workflow from system through several agents (such as container engine). Submission of requests from containers can be supported by PaaS. The orchestration [10] here includes its formal construction, dispatch, and continuous management. 
		

		
			Many solutions of container are dependent on the techniques of Linux LXC. Part of the latest Linux allocation for the Linux LXC container proj-ect provides channel processes such as namespaces and batch separation processes in the shared application. Docker is the most famous solution of container at the present time, and it can be utilized for illustrating integra-tion. The image of Docker is made from the systems of files that are sepa-rated from each other, such as a Linux stack, using LXC methods. Docker also uses the mountain of the union to install a file system above the file system which is read-only, and it allows these systems of file to be placed on the top of one other. This area is utilized for creating novel images by creating more than just basic images. There is no other layer than the top layer that can be written, which is the container itself. 
		

		
			
				The container installation process facilitates the transition from single con-tainer usage to container clusters that can run applications that contain all clus-ter centers. This is the benefit of containers that are built-in. Individual-type containers are then collected into linked containers. Each collection contains multiple nodes (hosting). App services are the containers of logical groups from an image. The application allows scaling of system at various hosting locations. The volumes are methods utilized by the applications that need data persis-tence. The containers load these different rolls for storing afterward. The links permit the connection and connection feature of two or more containers. The setting and management of these containers also needs support of orchestra-tion for internal communication, service meetings, and links 
				[13]. 
			
		

		
			8.2.3.2 Cloud-based container architectures 
		

		
			The container configuration does not work by opening or closing only applications (i.e., starting or stopping containers) and transferring them between servers. The orchestration is defined as the creation and continuous management of potentially distributed clusters. These clusters are made of applications that are container based. The container setup process permits users for specifying the way containers are linked to the cloud at the time 
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				of installing a multi-container system. Container configuration means not only the starting flow of containers, but also managing multiple containers as a single business. It is responsible for taking care of the measurement, availability, and communication of containers. Basically, the construction of a cloud-based container is an orchestration method within a distributed cloud space. The cloud may be considered as a territorial and distributed structure with a tiers of basic infrastructure platform and application that are distributed in cloudy areas 
				[1]. 
				The technology of the vessel is very help-ful. As such, vessel technology plays a major character in future in the man-agement of application and especially in the context of PaaS. 
			
		

		
			Recently, the construction of facilities for small services has been seen in the framework of the cloud with the help of containers [8,9]. The API compatibility, PaaS, automation, and orchestration as shown in Figure 8.1 highlight the procedure in which management server works in accordance with REST API, Plugin API, and Resources API. 
		

		
		
			Figure 8.1 API compatibility, PaaS, automation, and orchestration. 
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			8.3 DOCKER 
		

		
			
				The ultimate goal set up by the development team of the Docker project was to “Build a button which entitle any application which is to be developed and also deployed over a server, any place. ” Docker is a platform that is an open source and permits applications to be deployed in the containers of software 
				[5]. 
				Google, Microsoft, Amazon, and many others have added assistance for Dockers to the platforms along with the contribution to the development of the project 
				[6]. 
			
		

		
			
				The Docker infrastructure is shown in Figure 8.2, where it can be seen that Docker engine is layered upon operating system which itself is layered upon physical server or virtual machine. The container application is run on Docker engine. To run an application on any platform, the first step is to bring out its binaries, scripts, and data 
				[7]. 
				The entire application is pack-aged inside the pack in Docker, which is known as image. These images, in turn, are stored in registries. There is a default registry available that can be explored using a browser or Docker search command. The search com-mand returns repositories containing many images, but one is distinguished as “latest. ” An ID uniquely identifies every image in Docker. An image is executed to bring out the virtualization; Docker creates a container and puts the application from the image inside it. 
			
		

		
			To run an image, the user can specify the image ID, repository name with tag, or repository name with default tag “latest. ” A number of optional parameters can be passed, including the option to name the container and specify the port mapping from the container to the host. Docker pull 
		

		
		
			Figure 8.2 Docker infrastructure. 
		

	
		
			Virtualization using Docker container 165 
		

		
			command can be utilized in downloading the image, and Docker create command can be used to make a container out of an image without run-ning it. 
		

		
			On the host, Docker provides all the essential features to the contain-ers, such as listing the running containers, stopping them from running, or removing them. Some interesting capabilities can also be added, such as docker logs for examining logs, docker top for viewing processes inside containers, or Docker attach for connecting to a running container. The daemon mode with -d switch can be used to execute the container in the background. Restriction can be also possible while starting on the usage of a number of resources. To impose a maximum memory limit -m can be used. Similarly, to set CPU priority level -c parameter can be used. 
		

		
			The Docker environment contains applications in the form of read-only images. A layered architecture is created, as the application image contains a reference of its parent image. An image is called a base or root image if it does not have any parent image. For building a customized image, there are two possible methods. An existing image can be executed as a container, and changes can be made to it. Then the docker commit command will save the changes, and the docker push command will save the changes in the repository. The other method is to take advantage of the automated build-ing of images. It is handled by the docker build command , which needs the instructions to be provided in a Docker file. Instructions may include copying files, downloading files, excluding scripts, specifying parent or root image, exposing ports, or anything, etc. 
		

		
			If a developer wants to publish his image, then it can be uploaded to a Docker registry. A public registry at the Docker hub or a private registry can be used for this purpose. Docker hub registry contains three types of repositories: official, private, and public. The public and private reposito-ries can be used to share public and non-public images, whereas the official repository contains images from vendors and Docker contributors. 
		

		
			8.3.1 History of Docker 
		

		
			Preliminarily, an interior project on dotCloud was published as an open source in the month of March 2013. Then, after two months later, the public register of Docker was infused. In the second part of the year 2013, Baidu, Yandex, and Google (the most widely used search engines in Russia and China) included Docker in their services of cloud. Docker enters in the year 2014 by reaching a fund of $ 15 million [15], which allows it for invest-ing mostly in open-source-type projects and organized support of business along with its expansion into the public domain. 
		

		
			In the month of April, LXC was downgraded as default location for mak-ing the Dockers ’ lib container. The very next month, Ubuntu 14.04 was a first-class distribution of Linux traditional Docker shipping integrated, 
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				coming together millions of servers of Ubuntu. These are at most three commands far from the use of such container. Its first version, i.e., 1.0, was ultimately published in the month of June in the first conference, which is Docker-centric. This conference is known as Docker Con. In September, it was announced that another large $ 40 million fund had been raised 
				[17], 
				in the announcement of the project of approximately $ 400 million. After 1 month, Microsoft and Docker announced their co-partnership along with the idea of building a Docker Engine of Windows Server and a model of container, which is multi-Docker. It includes the favor for applications con-taining both Windows and Linux Docker containers. 
			
		

		
			In the month of December, the first conference of Docker was held at Amsterdam in Europe, where new projects which are concerned to Docker and Enterprise of Docker Hub were announced. Another version of it, i.e., 1.4, was published in the year 2014, becoming a 24-star project on the GitHub. In the month of February 2015, another version 1.5 was published, which provided support of IPv6. It is read-only container and provides sup-port for many Docker increased per project. After that, orchestration tools, namely Docker compose, Docker Machine, and Docker Swarm [8], were declared. The recent stable version 1.6 was published in the month of April. It comes along with long-awaited Windows client and the capability to use defined labels on containers and photos. 
		

		
			8.3.2 Docker daemon 
		

		
			Docker utilizes a model that is a client-server model. In this model, the server is a daemon that can work with a completely different system in com-parison with the client. This daemon can be initiated by giving the Docker command during the transfer of -d flag, or start the application with the program ctl start docker or service docker start. The use of a privileged account is needed for using a Docker in the mode of daemon, or a concerted effort is done to eliminate this problem, so that even ordinary users can use them. The server only hears to the UNIX socket by default. It makes itself unavailable via network. It threatens security because anyone with the right of access to these daemons can easily control every administrator [2]. Minor attacks can be made using a container with hosts/directory installed. The container will then can easily rewrite any file of host. It is hence very important to use Docker only on public IP via TLS, where every client is certified through a trusted authority of certification. 
		

		
			8.3.3 Libcontainer 
		

		
			In the Docker version 0.9, the notion of execution drivers was proposed. It was supported by two drivers, namely the LXC driver and traditional driver. The LXC driver was utilized previously, and it needs a lib lxc with a traditional driver using the library of Dockers, a Libcontainer. Written 
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			only on Go, it is handled by container management, by utilizing the ker-nel powers. In the past, it was known as control groups and word spaces. Libcontainer is anticipated to be exported to other different languages with support applications, eliminating the requirement of extra tools such as Boot2Docker when the Docker was being used on the platform of Windows. 
		

		
			8.3.4 Layering file system in Docker 
		

		
			At the time of introduction of the container, Docker utilizes a process known as union mount – systems. These systems are not installed in mul-tiple locations but in more than one location, so the contents of the guide may be made up of files and references from various programs. In Docker, apps probably mean an image of parent. One example can be if a web application may be dependent on a particular web server, which is, on the contrary, dependent on the operating system (OS) only. That is to say, the whole picture adds a new layer of reading only to the system on the top of its origin layer. When the application starts in the form of a container, one extra writing layer is placed on top. When dough from a layer, which is read only, requires to be adjusted or replaced, this insert is imitated to a written layer and then a change or adjustment is done. It is also vital that the altera-tion made for the upper layer continues after the container becomes out and so operates at its next stage. 
		

		
			
				The only exceptions to the existing union are the data volumes 
				[9]. 
				They offer a way to share information among containers, doing direct alteration to this system, and these alterations are not present at the time of updating of a utilized image. The user can construct a blank volume of data or install a directory or host. These data volumes can be included to a particular con-tainer, or a container of devoted data volume can be constructed. This cre-ated container not only is being allocated to containers, but also enhances different functions such as Docker migration, retrieval, and backup. 
			
		

		
			8.3.5 Security in Docker 
		

		
			The current requirements for Dockers is root rights, in case of violation, the manager or host is exposed. One illustration of such a condition in this chapter is concerned with Docker daemon. Due to these security threats, one of Dockers ’ goals is its capability in which non-root-type users use con-tainers. The Docker has declared that it is working and is varying the struc-ture into more than one daemon. The recent daemon is to be created in the space of user; however, the functions of privileged type are to be transferred to the novel service in the space of kernel. In the month of December 2014, Docker introduced one novel feature known as photo signing. It has been expected by users since long that images contain a cryptographic signature, to be verified before processing. However, a detailed implementation check 
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			reveals that “Dockers ’ claimed that the verification of the downloaded image is dependent only on the existence of a manifest which is signed, and it has nevermore confirmed the checksum of image which is from the manifest. The attacker may render an image next to the manifest which is signed. Some moreover problems were searched. These problems can be poorly created bitumen utilized to secure the image, manifest processing after capturing the photo, or the statement that if this manifest was not correct solely an alert message was issued and this image was so far valid. ” It will update Dockers ’ security. 
		

		
			
				Another probable fear for container-based visibility is with the issues of security in the use of Linux usernames. That is, the bugs are found in the namespace of user, which has not been properly tested in producing as it has been used presently. One example of a presently found risk is that the procedure may result in systemic intrusion, and the user ’s access to such intrusion is not allowed. It can be achieved by the probability of dumping additional groups inside the user namespace. It can be accessed by calling preset groups, which could have happened before the guide map was avail-able (thus you only have root rights in the namespace). There are many other weaknesses recorded and mixed in the later months. Presently, during fixation of security in the month of December 2014, another kernel engi-neer warned that “while it may appear to contain a right within the user-name space, there is ever probability of such surprises of concealing in the nook of system. There may be chance of occurrence, before it can be truly assured that unfair construction of user spaces is a safe bet” 
				[24]. 
			
		

		
			8.3.6 Performance using Docker 
		

		
			A detailed Docker performance test was conducted by IBM in January 2014. Tests compared Docker with visual devices that hide access of mem-ory; blocking of I/O, connect and measure MySQL and Redis instances. Given the distinction between the two technologies of simplification, the outcomes were anticipated: “Both containers and VMs have grown techno-logically advanced from the decade of hardware development and software development. By standard comparison, the performance of Docker is equals or supersedes in comparison to KVM in all the tested cases. The outcomes prove that both Docker and KVM present high-performance CPU as well as memory (excluding the extreme cases). ” The overhead moves slowly at the time when data are collected in a volume which is shared and not in the union system. 
		

		
			8.3.7 Future technologies related to Docker 
		

		
			Docker tool encouraged the construction of several different projects, tak-ing benefit of their opportunities. While the development of these projects, novel ones have also emerged, as everyone wishes to close the recess in the 
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			market very quickly. It is always a difficult question as to who will emerge as the winner in this competition, but below are the comments of those who seem to be showing a good place. 
		

		
			8.3.7.1 Kubernetes 
		

		
			The Google is indeed one of the biggest data center providers and has also accepted all of its services work within a container of Linux [26]. However, they did not share their interior work plans – Omega, and they hired other managers of corporate vessel Kubernetes, as a project which is open. At present, containers are operated within Docker, even if supported by rkt, which will be included in the next chapter. 
		

		
			Kubernetes introduced the concept of pods – groups of containers that are tightly packed and the smallest unit that can be used. A typical usage case can be a key tool that uses a web application and uses many other different containers with their auxiliary services. It can be made sense for these different containers to start and stop at a time and work in the similar host. Pods ordinarily attach tags (pair of key and value) with them, enabling queries for cluster nodes that run a specific pods group. 
		

		
			Another release is the service which is a group of different ports made by label, which produces the same hole and performs the same program. The pod may stop working at one node and can be duplicated in other, so that with the utilization of the service, some pods do not require to identify which pod is executing on any node, but they can utilize the visible ser-vice IP address. For supporting the measurement, Kubernetes introduced duplicate controllers. The duplicate controller utilizes a template, depend-ing on how the pods are structured, and it also permits setting the number of replicas of pod to work. It may help to enhance or easily reduce the count of active application conditions. Another use case would be an app update; when you use one repetition controller in the version which is old and another in the novel version, continued downtime can be found. 
		

		
			8.3.7.2 Mesos 
		

		
			Apache Mesos, published in the year 2013, incorporates the resources pres-ent in the collection, placing you as one big computer. The design of it defines the notion of a framework – an app which is written for Mesos includes a scheduler program that manages application functions. Kubernetes can be used as one of the frameworks and therefore potential tasks for pod imple-mentation. The cycle among the collection, framework, and Mesos can be described as below: 
		

		
			• Mesos slaved daemon that works over all nodes in the collection. • A master daemon is utilized to control different slaves. 
		

		
			• The slaves bring present resources from node to master. 
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			• The master node chooses a framework and assigns a portion of pres-ent resources and node recognizers – a policy document for determin-ing what framework determines which unreliable resources. 
		

		
			• The framework editor determines what functions will be applied to the nodes and specifies resource allocation. 
		

		
			• Master node requests a framework provider for chosen nodes, along with the resources which are requested. 
		

		
			Mesos speedily obtained fame in the companies, which used large collec-tions. The companies, namely Airbnb, Vimeo, Netflix, PayPal, and Twitter, all use Mesos. The company Apple has declared that Siri, which is a human subsidiary on iOS, is using Mesos behind it. The Mesosphere database is presently built on Mesos, which focuses on growth, tolerance, and self-healing. It is anticipated to be published in the year 2015. 
		

		
			8.3.7.3 CoreOS 
		

		
			CoreOS is an operating system (OS) dependent on the Google Chrome Operating System. Along with its very first release in the fall of year 2013, it began to further its objective of an OS that is container-centric. The mean-ing of it is that CoreOS excludes a package manager, but applications are offered in the form of containers. The Docker is presently being utilized as a container manager. CoreOS attempts to aim infrastructure for cloud along with two essential resources, fleet and etcd. The etcd is a compilation of integration management, which provides the API for the integration of inte-gration changes across a collection of etcd situations. On the other hand, a daemon is included in the control of the level of the collection. It allows the shipping of containers either worldwide (to all equipment in the collection) or to a single failover-supported machine. 
		

		
			8.3.7.4 Snappy Ubuntu Core and LXD 
		

		
			Another app, aimed at using applications installed in containers is Canonicals ’ Snappy. This project attempts to provide the minimum application required to use container-based applications, although very few applications are installed. Multi-container providers are supported (including Docker), called frames. Renewals occur in a transactional manner; therefore, it is always probable to reverse an unsuccessful/unwanted update. Snappy maintains basic versions of all the different packages inside, and updates are just sent with the distinc-tion from the past version. Ubuntu also created Linux Contained Daemon (LXD), which aims to “receive all the skills and speeds of the Docker, and also turn it into a complete sense of visibility ” [29]. The LXD should be an enhanced version of LXC, provide the API of REST, and in particular, sup-port live transfer with the ability to re-contain containers. 
		

	
		
			Virtualization using Docker container 171 
		

		
			8.3.7.5 Project Atomic 
		

		
			Project Atomic (PA) is a collection of materials that give solutions for delivering installed systems. The main results of PA are Project Atomic Organizations (PAOs), which are applications of lightweight. These appli-cations are dependent on Fedora, Red Hat Enterprise Linux, or CentOS. The features mainly include Kubernetes, Docker, SE Linux, Project Cockpit, and rpm-ostree. The past version is reserved for retrieval motives, as it performs by fixing an upgraded version on the newly structured sys-tem roots. This system also deviates from the novel system, by maintaining the past version stable. Project Cockpit (PC) is a distant server manager of Linux. It also includes a GUI which is web based. Its prime advantage is to provide a clear view for the status of the server, which is very useful for administrators of novel system. PC is anticipated to be shipped also with Fedora Server 21. 
		

		
			8.3.7.6 Rkt 
		

		
			In the month of December 2014, the team of CoreOS had articulated its care for the direction taken by the project Docker. It published a blog post, which instantly grabbed attention. The dissent with the increase in the wideness of the Docker ’s scope has been expressed. “In the early of the year 2013, when the Docker was first published, the thought of standardized container was shaped and soon becomes tempting, a normal component part namely com-posable unit, which can be utilized in several different types of systems. The repository of Docker contains a declaration what should be the standard of a container. The declaration of standard container was then removed. The discussion about Docker container should be stopped instead the discus-sion about Docker platform should be started. The imagination of normal composable building block is not come into existence. ” This criticism was probably targeted at the trio of projects, Docker Machine, Docker Swarm, and Docker Compose, which were released in 2015. They also claimed that the architectural model of Docker, where all things are executed through a daemon which is central, is “fundamentally flawed ” from the security ’s perspective. Such arguments immediately spawned discussions whether or not Docker is trying to do too much and becoming a large monolithic plat-form, without providing reasonable modularity, or has only stepped into the business area of other projects/start-ups, and this blog is an example of an attempted defense. 
		

		
			Furthermore, the post contained an announcement of Rocket – a new container runtime and a direct competitor to Docker. CoreOS vision is to center it on speci fications for containers and the “App Container executor, ” which they included and encouraged developers to submit feedback. Later, it was renamed to rkt – “rockit. ” The rkt is currently under heavy develop-ment, with very little documentation or examples, but it already allows 
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			running of native Docker images. The team has also expressed that it is possible for Docker to implement their App Container Speci fications, mak-ing the two projects interoperable. A statement that CentOS will continue to ship Docker was included, too. 
		

		
			8.3.8 Docker orchestration tools and APIs 
		

		
			Some Docker orchestration tools are available, such as Docker Swarm, also known as a clustering tool for Docker. It takes several Docker Engines and exposes them as a single instance. The most dynamic solution to add the indi-vidual machine to the cluster is to generate a cluster ID and then send it to the swarm to join each node ’s command. Once the swarm is made, a swarm man-age command will start the swarm manager, and all the Docker commands can now be issued for the whole swarm. While using the Docker Swarm, some additional parameters can be passed to the Docker run command, which imposes the restriction for selecting the node to run the image. Such restric-tions can also be named as filters and may be used to exclude the selection of specific nodes based on name, available ports, operating system, etc. 
		

		
			Docker Machine is another tool that is not only available in Linux, but also available in Windows. It is an example of how a classical and con-tainer-based virtualization can coexist. The basic idea for having a Docker Machine was to have a dedicated virtual machine whose main function would be to run Docker daemons. It also creates a cluster with Docker swarms. It runs all the basic commands of creating, stopping, restarting, etc. It also upgrades the Docker daemon into the virtual machine. The Docker Machine can work with local virtual machines created by the vir-tual box or cloud solutions as Microsoft Azure. 
		

		
			In most cases, complex software is composed of several components as, for example, a database or a web server. Therefore, it became a repetitive and error-prone task to install every single component manually. A proj-ect called fig came into existence, which was later deprecated as Docker Compose. The main idea behind it was making the ability to link several containers, which allowed composing a complex application using several images. It used the YAML configuration that allowed specifying the set-tings for exposing ports, mounting data volumes, and passing environment variables. Docker Compose works well with Docker Swarm as well, where linked containers can be shared on the same host. 
		

		
			The Docker platform uses three separate APIs to allow interaction with third-party applications: Docker Hub API, Docker Registry API, and Docker Remote API. All API work over HTTP and conform to the REST style. Docker Hub provides services to users, such as registering, updat-ing, logging, and creating and deleting repositories. Docker Registry API is responsible for handling putting and getting images with exposure to the search function. And, to establish a remote connection with containers, Docker Remote API is utilized. 
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			8.3.9 Docker on Linux 
		

		
			Ubuntu 16.04 is being chosen to install Docker Engine in it since this is a ver-sion of long-term support for 5 years and provides greater stability. The privi-leges of sudo are assumed to be with users, which allows the user to execute commands as a superuser, also called as root. Internet connectivity is thought of as permanent and stable. The dollar symbol in front of every line depicts it as a terminal command, and the user shall omit it while typing the command. 
		

		
			• For updating the packages and for making the system up to date, the below command is used: 
		

		
			$ “sudo apt-get update && sudo apt-get upgrade ” 
		

		
			• For ensuring that apt-transport-https and ca-certificates packages are to be installed in the system, the below command is used: 
		

		
			$ “sudo apt-get install apt-transport-https ca-certificates ” 
		

		
			• For adding GNU Privacy Guard Key from Advanced Packaging Tool repository, the following command is used. This command verifies that packages are not manipulated. 
		

		
			
				$ sudo apt-key adv –keyserver 
				hkp://p80.pool.sks-keyservers.net:80 
				– 
				recv-keys 58118E89F3A912897C070ADBF76221572C52609D 
			
		

		
			• Docker APT repository is then added to the system repository list by utilizing the below command: 
		

		
			
				$ echo “deb 
				https://apt.dockerproject.org/repo 
				ubuntu-xenial 
				main 
				” 
				| 
				sudo 
				tee/etc/apt/sources.list.d/docker.list 
			
		

		
			• For updating index of the local APT package, the below command is used: 
		

		
			$ “sudo apt-get update ” 
		

		
			• For installing the requisite packages of Docker, the driver of default storage AUFS (advanced multilayered unification filesystem) can be utilized with the below command: 
		

		
			$ “sudo apt-get install linux-image-extra-$(uname -r) linux-image-extra-virtual ” 
		

		
			• The Docker Engine can be installed in system using the following command: 
		

		
			$ “sudo apt-get install docker-engine ” 
		

		
			8.3.10 Implementation of Docker 
		

		
			use case: WordPress 
		

		
			This use case exhibits a WordPress appliance using Docker and the container images from WordPress with the supported database MySQL. For setting up the complete WordPress LAMP, i.e., Linux + Apache + MySQL + PHP stack in other environment not in Docker, the following things need to be accomplished: 
		

		
			• Installing and configuring Apache. 
		

		
			• Installing and configuring MySQL. 
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			• Installing PHP (Hypertext Preprocessor) and modules of PHP (Apache, MySQL, and GD support). 
		

		
			• Downloading WordPress and keeping it in the proper directory of the web server. 
		

		
			• Setting up permission of a file. 
		

		
			• Editing file of WordPress configuration for matching settings of MySQL. • Resetting of Apache as well as MySQL for applying changes. 
		

		
			With the advent of Docker Compose, the above-said things can be easily done. The Docker Compose tool gets into the system as soon as installation of Docker is finished. It can be called by the command: 
		

		
			$ docker-compose 
		

		
			There is a requirement of the docker-compose.yaml file for this com-mand, which is available in the directory when it gets executed. Docker Compose takes two containers and performs linking in between two, but allows the user to maintain and organize the resources better. The first step in writing the definition of Docker Compose is to choose the images of con-tainers and their versions that are going to be utilized. 
		

		
			8.4 DOCKER APPLICATIONS IN INTERNET 
		

		
			OF THINGS (I o T) 
		

		
			Here, we will explore the usage of Docker containers in the IoT applications based on the current research. Here, we briefly describe the usage of Docker for the IoT. These findings are based on the journals and conferences pub-lished in the IEEE digital library from 2014 to 2018. 
		

		
			8.4.1 Message Queuing Telemetry Transport (MQTT) broker cluster 
		

		
			
				MQTT broker is used to exchange measurement data and other data between IoT devices in the IoT environment. Researchers in 
				[15] 
				proposed the imple-mentation of MQTT broker that is of low cost and scalable by using Docker containers. The MQTT cluster is implemented by using Raspberry Pi clus-ters with the Linux operating system. The MQTT broker is running in the Docker container within the Raspberry Pi. By using Raspberry Pi cluster rather than normal server for MQTT broker, better message broker through-put is achieved at a fraction of cost of normal server implementation. 
			
		

		
			8.4.2 Edge/Fog computing 
		

		
			
				In the article 
				[4], 
				Docker resided in the node of IoT edge. The BeagleBone Black is used for edge nodes [20]. Due to being lightweight and consuming 
			
		

	
		
			Virtualization using Docker container 175 
		

		
			less memory, Docker is chosen for the project to provide low-latency real-time applications in the IoT edge computing. 
		

		
			
				In the paper 
				[19], 
				the authors proposed an emulation framework called EmuFog for Fog computing. This emulation framework uses Docker to build emulation platform that can simulate real Fog computing environ-ment based on user-defined requirement scripts 
				[21]. 
				With the EmuFog 
				[42], 
				workloads and performance of the currently studied Fog computing envi-ronment can be evaluated and can be adjusted to suit the requirement of the users for the deployment of Fog computing infrastructure. 
			
		

		
			Foggy [25,38] is a workload orchestration and resources management platform based on open-source software to support IoT in Fog infrastruc-ture. Docker Containers are used to Implement Foggy Negotiator, Foggy Orchestrator, and Foggy Inventory within clustering environment for Fog computing infrastructure. With Docker and Kubernetes cluster, workload orchestration and resource negotiation can be implemented in Foggy platform. 
		

		
			Researchers experiment containerization of an IoT/M2M platform called one M2M. Fog Manager, Fog Workers, and Fog Nodes are implemented in the Docker environment. They have also used Docker Swarm to manage container clusters in the platform. 
		

		
			8.4.3 IoT analytics 
		

		
			
				IoT systems may be located in a distant place between each other [22]. Data analysis latency is expected to be at low latency between the user and the IoT application. Researchers in [3] designed GeeLytics, a platform of ana-lytics type which does analytics in real time at the network edge in cloud using Docker environment. With GeeLytics, they can achieve outcomes of low-latency analytics and are able to decrease the consumption of band-width consumption between IoT cloud and IoT edges 
				[34,35]. 
			
		

		
			
				Docker containers are also used in the analytics application as in the article 
				[12] 
				to analyze greenhouse environmental data. The greenhouse environmental data are supplied to analytics applications that are running in Docker containers. Docker containers are used in this analytics applica-tion due to easy deployment. 
			
		

		
			8.4.4 Smart healthcare monitoring system 
		

		
			
				Docker containers can also be used in IoT applications in healthcare areas 
				[13]. 
				Patients ’ data collection can be automated with the function of the Raspberry Pi as edge devices, and Docker is installed in the Raspberry Pi. This will assist doctors to diagnose patients easily disregarding the patient ’s location. Vital data of a patient will automatically be collected and pro-cessed within Docker containers in Raspberry Pi. Patient ’s current statuses are viewed by using a web browser or with a mobile application. This 
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			so-called IoT-cloud healthcare model enables up-to-date patient data and improves doctor response toward the patients. 
		

		
			8.4.5 Vehicle-to-everything (V2X) applications 
		

		
			Researchers proposed that by using Docker, V2X applications [23] be eas-ily deployed and monitored through DevOps methodology [36]. DevOps methodology enables software developer team and operation team to work together to achieve better software development and deployment lifecycle. The Docker containers are used as self-contained applications for V2X applications. Clustering of applications is done with the help of Docker Swarm. Thus, the real-time monitoring of V2X applications can be done. 
		

		
			8.4.6 Aquaculture 
		

		
			Docker containers and Docker Swarm are used in intelligent turtle breeding [40]. A few of the Raspberry Pi are located at each turtle breeding station to monitor environmental data. Each of them is installed with the Docker platform. Docker Swarm is used to cluster all Raspberry Pi within a breed-ing station. Therefore, the Docker implementation in the turtle’s breeding base not only reduces the operating cost of the turtle breeding station, but also improves the turtle’s survival rate. 
		

		
			8.4.7 Precision agriculture 
		

		
			Containerized applications are used in the precision agriculture graduate project. This project implements Docker for the data collector framework in more than 8,000 hectares of precision agriculture site in Hungary. Docker Swarm is also to manage the cluster of Docker. With Docker virtual machines, it is able to create a knowledge center for precision agriculture. 
		

		
			8.4.8 Smart homes 
		

		
			
				Researchers in 
				[17] 
				showcased a “Smart Bell in a Collaborative Neighbourhood, ” an application of IoT. They used Docker to deploy appli-cations for smart homes using Fog computing. Their application lifecycle for Fog computing 
				[27] 
				is based on Docker technologies. 
			
		

		
			
				Some researchers are working on a DeCy Mo architecture for the use of blockchain for cyber-physical systems for home and industry 
				[10]. 
				In DeCy Mo, IoT gateway not only acts as MQTT broker, but also acts as a blockchain node. The Raspberry Pi is used to implement IoT gateway in the DeCy Mo. 
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			8.4.9 Energy management 
		

		
			
				Docker containers and Docker Swarm are used to implement a prototype of IoT-cloud services for smart energy 
				[16]. 
				In the cloud-based environment, the services provided users with a web interface called “Control Room ” to maintain a proper temperature for server rooms and lower operational costs. 
			
		

		
			8.4.10 Industrial IoT (IIoT) 
		

		
			
				A modular and scalable architecture based on Docker is proposed for industrial IoT (IIoT) applications 
				[37]. 
				Docker Environment is used in the Raspberry Pi 
				[31] 
				for cyber-physical and border gateway. Docker is also used in the enterprise systems of the proposed architecture. With the Docker orchestration, reliability can be achieved for the IIoT. 
			
		

		
			
				Cyber-physical systems are a combination of the mechanical components such as programmable logic controllers (PLCs) and software components tightly integrated to form a single entity. The authors in paper [18] proposed an architecture to modularize control applications in real time 
				[41] 
				by uti-lizing Docker containers in the pre-emptive real-time Linux kernel 
				[28]. 
				Linux kernel patched with pre-emptive real-time function is necessary to enable real-time control in the Linux environment. By doing this, it is pos-sible to run real-time applications into the Docker containers 
				[43]. 
			
		

		
			
				In paper 
				[11], 
				the researchers proposed an industrial robot control plat-form by using Docker because of its lightweight and flexible characteris-tics. Consistency is achieved through different development and production releases with this architecture. 
			
		

		
			8.4.11 Smart cities 
		

		
			
				Researchers in 
				[14] 
				described the use of Docker containers in the applica-tion of video analysis to guarantee public safety. They designed IoT cam-eras by using Raspberry Pi 
				[44] 
				and Raspberry Pi Camera module. Docker installed the Raspberry Pi and containerized IoT camera application in wireless connection 
				[30]. 
			
		

		
			8.5 CONCLUSIONS 
		

		
			
				This chapter introduced the virtualization using Docker containers in IoT. It is possible to run Docker containers in the IoT environment, espe-cially in the edge/Fog computing 
				[32] 
				since the devices have more capa-bilities in computing power and Docker platform requires Linux-based operating system to be operational. Lightweight, consistency, and easy orchestration of application containers in Docker are an attraction for 
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				researchers and developers to explore the possibility of integrating the Docker platform into their IoT applications. The IoT, which is currently in rapid advancement, sparks new ideas on how to implement IoT appli-cations. With the narrowing gap between IoT, cloud computing, and Fog/edge computing, IoT applications are designed for improved lifecycle development, robust application orchestration, fast deployment, and tol-erance of failures 
				[33]. 
				Docker environment is still considered to be large and limited in the IoT environment due to the lack of computing power and low memory capacity of the IoT devices. However, with the rapid development and advancement in the IoT technologies, this gap will be narrowed in the future 
				[39] 
				and Docker containers can be widely utilized in the environment of IoT. 
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			The ubiquitous connectivity and decision-making capabilities of intelli-gent devices have paved the way for the integration of Internet of things (IoT) to numerous applications, especially in a smart city. Intelligent control of street lights using real-time information of weather and traf-fic data is an emerging application of IoT in smart cities. In addition, the sustainability goals of modern smart cities necessitate effective strategies to achieve energy-efficient operation. Integrating IoT-enabled street light control technologies with demand response applications can help in reducing electricity consumption. In this regard, the proposed research develops a framework for intelligent control of smart street lights based on weather data, traffic density and demand response sig-nals. The framework optimises the number of street lights in a certain area that should be turned off or dimmed to reduce energy consumption according to the demand response signal. The developed algorithm con-siders the cloud cover and visibility and defines priority thresholds for individual streets based on traffic density data. The proposed technique is evaluated numerically in terms of reduction in energy consumption 
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			under different weather condition scenarios for a real-life case study in Victoria, Australia, which demonstrates the effectiveness of the pro-posed framework in IoT-enabled demand response applications. 
		

		
			9.1 INTRODUCTION 
		

		
			
				The advancement of information and communication technologies enables the adoption of intelligent devices in almost every possible application in today’s world. These intelligent devices or “things ” with the ability to con-nect with each other for sharing information can solve the optimal decision-making problem even in complex scenarios. Thus, Internet of things (IoT) has emerged as an indispensable component of the modern smart cities. The smart city ecosystem enables a common platform for integrating intelligent applica-tions with sustainability objectives 
				[1]. 
				In this essence, demand response (DR) applications have attracted significant attention from researchers, industry and government for their ability to achieve sustainable energy systems. 
			
		

		
			
				DR refers to technologies that can control electricity consumption when and where requested by the electricity utility. These technologies often aim to curtail loads when the overall electricity consumption is beyond the safe operating limits of the electricity distribution networks. IoT-enabled DR applications involve sending DR requests to intelligent controllable devices that can reduce their consumption accordingly while electricity is available to other critical applications 
				[2]. 
				On the other hand, smart city applications promote better controllability through the integration of information and intelligence from a multitude of platforms 
				[3]. 
				One such application can be smart street lighting enabled by light-emitting diode (LED) technologies, dif-ferent sensors and lighting control circuits that can control light levels based on weather or traffic conditions 
				[4]. 
				Utilising street light control to reduce electricity consumption of street lights to match the amount requested from the utility can be an effective mechanism to satisfy DR requirements 
				[5]. 
			
		

		
			
				Existing research on smart street lights has focussed on the energy-saving benefits of street light control technologies. To improve the energy saving from existing lighting systems rather than installing LED lamps, a part-night lighting scheme has been investigated for Coventry, which dims lights by 100% in residential areas from midnight until 5 a.m. Although the pro-posed method has a lower energy saving, its deployment is less expensive as compared to LED installations 
				[6]. 
				To facilitate technologies that pro-mote energy-efficient and environment-friendly street lighting systems, the authors in 
				[7] 
				developed a decision support system based on environmental and energy performance criteria. The tool helps to rank lighting systems using power density and annual electricity consumption as well as environ-mental factors such as colour temperature and light distribution. 
			
		

		
			Replacing existing street lights with smart street lights will incur capi-tal investment, and so an economic analysis will be necessary to deem the 
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				feasibility of such initiatives. In this essence, the authors in 
				[8] 
				performed an economic analysis for street light replacement project in Pontedera, Italy, and investigated the sensitivity with respect to electricity prices. A case study for controlling the lighting levels for the typical routes taken by pedestrians and cyclists in Helsinki has been considered in 
				[4], 
				where passive infrared (PIR) sensors are used for tracking motions. The approach has a limitation of recording false movements due to strong wind conditions. The authors in 
				[9] 
				developed a real-time adaptive street light control algorithm, which obtains information on pedestrian and vehicle movement using wireless mesh net-works and controls the light level accordingly. The energy efficiency of the proposed approach is evaluated based on a street utility model. 
			
		

		
			
				Recently, a number of research papers have investigated IoT technolo-gies for advanced street light control applications. The smart street lighting applications such as asset management, energy monitoring and maintenance that can be integrated in the smart city platforms have been elaborated in 
				[10]. 
				The authors in 
				[11] 
				proposed Fog computing-based street light control mechanisms comprising of dynamic dimming and autonomous alarm sys-tems, where street lights can communicate using narrowband IoT (NB-IoT) technologies. A smart lamppost integrated with sensors for environmental parameters monitoring and light and image sensing, which can communi-cate using Long Range Wide Area Network (LoRaWAN) technologies, is proposed in 
				[12]. 
				When smart street lights are connected to the IoT network, they often become vulnerable to cyber-threats such as denial of service, eavesdropping and session hijacking. As a result, cyber-security assessment of the IoT-enabled smart street lighting system has been conducted in 
				[13]. 
				The authors in 
				[14] 
				presented a street light control approach using a remote web server communicating with local sensors enabled with Zigbee commu-nication as well as video processing features for motion detection. 
			
		

		
			Although the aforementioned research papers have considered the energy-saving aspects of smart street lights, the integration with demand response strategies has been an open research problem. Although a DR strategy for street lights integrated with energy storages are proposed, the integration of motion detection or traffic parameters to dynamically dim the lights has not been considered. Given that smart street lights with dim-ming features can act like an adaptive controllable load, these lights can be controlled to reduce electricity consumption based on the DR requested from the utility. As a result, this research addresses the problem of develop-ing an IoT-enabled smart street light systems for supporting DR requests by dimming or turning off lights. To be specific, the following contribu-tions are made: 
		

		
			• An IoT-enabled street light control algorithm has been developed, which monitors the weather conditions using weather service application pro-gramming interface (API) and turns off or dims the light levels when sufficient visibility is present. 
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			• The proposed algorithm also uses traffic data API to obtain real-time traffic conditions and, based on DR request from utility, dims or turns off street lights on roads with smaller amount of traffic. 
		

		
			• The IoT-enabled street light control algorithm is evaluated for a real street light network in Belmont, Victoria, Australia, for different DR values and different days for 1 hour before sunrise and 1 hour after sunset. The evaluation shows that the considered street light network is able to achieve the requested DR when external weather conditions have sufficient light levels. 
		

		
			The rest of the chapter is organised in the following manner: Section 9.2 elaborates on existing smart street light control technologies. Section 9.3 outlines enabling IoT technologies for controlling smart street lights. Section 9.4 discusses the DR opportunities from street light control. Section 9.5 presents the proposed street light control approach. Section 9.6 defines the case study considered in this research, while Section 9.7 incorporates the numerical results and discussion. Finally, Section 9.8 concludes the chapter. 
		

		
			9.2 SMART STREET LIGHT CONTROL TECHNOLOGIES 
		

		
			
				Traditionally, street lights have been hard-wired to distribution boxes as a group and integrated with some automation equipment such as program-mable logic controllers for remote operation. However, these deployments were far from the concept of smart street lighting technologies, which heav-ily rely on information and communication technologies for more sophis-ticated and intelligent controllability features. One of the key enablers of smart street lighting technologies is the LED street lights, which can be integrated with intelligent control mechanisms. Such intelligent control techniques allow monitoring of energy consumption of individual smart street lights. In addition, the lights can be dimmed based on weather condi-tions or traffic density 
				[15]. 
			
		

		
			
				Smart street light control incorporates a central management system, com-munication network and electronic devices that can connect with the central management system using the communication network. The central manage-ment system can integrate advanced monitoring and control features such as dimming of the lights. Moreover, the status of individual smart street lights can be monitored through visualisation platforms. The communication tech-nologies that enable interaction between the street lights and the central con-trol can encompass cellular technologies as well as IoT technologies such as LoRaWAN and Sigfox, which are relatively cheaper to deploy 
				[15]. 
			
		

		
			
				An energy-efficient street lighting control that adapts depending on traf-fic density has been proposed in 
				[16]. 
				The approach utilises Zigbee mesh network to control the smart street lights incorporated with sensors to measure temperature, light level and power consumption. The optimal 
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				scheduling of dimming operation of the LED lights is coordinated through an energy management system. The approach allows controllability of indi-vidual or predefined group of street lights. For traffic density monitoring, vehicular communication networks are deployed and traffic pattern is mod-elled based on vehicle speed and distances among vehicles 
				[16]. 
			
		

		
			
				A smart street lighting control based on artificial neural networks and fuzzy logic controller has been developed in [17] to improve the energy efficiency of the street lighting application. The developed approach utilises street lights based on the lighting requirement for pedestrian movements. The street lights are integrated with motion sensors and PIR sensors, which help in detecting the movement of pedestrians or vehicles. Accordingly, the lighting levels of the street lights are adjusted. For controlling the lighting level based on the natural light available in the streets, fuzzy logic control-lers are used. To improve the efficiency of the decision-making process, ANN is utilised, which can make inferences based on the lighting condi-tions from the training process 
				[17]. 
			
		

		
			
				A quadratic integer programming-based optimisation problem to select optimal action for improving energy saving while satisfying cost constraints is formulated in [18]. The solution considers distributing the optimal actions over the subsets of street lights. The actions considered include replacing 150 W or 250 W high-pressure sodium (HPS) lamps or installing energy-harvesting modules 
				[18]. 
				Although the aforementioned approach achieves energy saving, it does not consider low-cost smart control features, which can further reduce energy consumption. 
			
		

		
			
				An autonomous street lighting control mechanism based on solar gen-eration forecasting and then adjusting the lighting level according to the available solar generation is proposed in [19]. The street lighting system is powered by solar cells and batteries to operate as a stand-alone system with-out depending on the utility grid. Long short-term memory (LSTM)-based deep learning techniques are utilised to generate weather and irradiance forecasts from which solar generation for the next 5 days is predicted. The street lights form a cluster and communicate the information from light and motion sensors to the routers that forward the signals to the network coor-dinator 
				[19]. 
				Although the developed approach ensures grid-independent operation resulting in significant energy saving, the integration of demand response applications has not been considered. 
			
		

		
			Although the aforementioned approaches developed a number of intelli-gent techniques to achieve energy-efficient operation of the street lights, they often rely on separate sensors for individual street lights, which can add to the installation cost of such smart street lighting systems. Often, these intelligent techniques operate on their own and cannot exploit information from the network of connected things. Moreover, the focus is either energy consump-tion saving, or grid-independent operation. However, coordinating with the energy network to reduce energy consumption when the energy is required by higher-priority applications is not explored in these research. 
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			9.3 IoT FOR STREET LIGHT CONTROL 
		

		
			IoT technologies can offer ubiquitous connectivity among the smart street lights as well as other sensors and intelligent devices connected to the network. Such connectivity can allow for coordination of weather and traffic data from global databases to generate optimal control actions for the street lights. Enabling IoT for smart street lights can help street lighting systems to form an integral part of the smart city ecosystem. As a result, smart street lights can act like a common sensor platform for a range of applications such as air qual-ity monitoring, traffic pattern analysis and surveillance systems [20]. 
		

		
			
				IoT-enabled street light systems will need to utilise low-power wireless communication technologies such as NB-IoT, LoRaWAN and Sigfox. NB-IoT can exploit the benefits of the widespread cellular infrastructure, but offers an expensive solution to IoT devices as cellular connection costs are involved. LoRaWAN and Sigfox are cheaper and have good receiver sen-sitivity although the coverage can be an issue. Apart from these, there are wireless mesh network technologies such as IEEE802.15.4 and Bluetooth mesh networks, which are short-range techniques and utilise multi-hop communication to relay the messages across the nodes 
				[21]. 
			
		

		
			
				A number of control strategies for IoT-enabled smart street lights have been evaluated in 
				[22] 
				using an open-source street light simulator StreetlightSim. These control strategies are simulated for Phillips Luma street lights, which are embedded with dynamic dimming options. The study compares Dynadimmer, Chronosense, part-night and adaptive schemes. The comparative analysis shows that dynamic dimming and part-night (turning off lights at night) have similar energy saving. However, the adaptive scheme which monitors traffic flow and turns on/off street lights accordingly demonstrates significantly lower energy consumption. 
			
		

		
			
				The authors in 
				[14] 
				considered an IoT-enabled street light configuration where street lights incorporated with smart cameras communicate with each other and gateway devices using Zigbee protocol. On the other hand, the weather and traffic data as well as control commands are communicated using cellular networks. The lights are controlled based on the video pro-cessed by smart cameras, which can detect motion and send this information to lighting boards. The lighting board then calculates the appropriate lighting levels for street lights based on the traffic density and weather conditions. In addition, a web application is developed to visualise street light status, energy consumption patterns and alarms. 
			
		

		
			
				To enable long-range communication with increased battery life, LoRaWAN communication is integrated among smart street lights and IoT gateways in 
				[23]. 
				Communication between the gateway and cloud storage is achieved using Wi-Fi connection. In this work, each street light is equipped with Arduino Nano microcontroller boards, current/voltage sensors, motion detectors and dimmers. Based on the detected motion and illumination levels in the streets (obtained from gateways), the microcontroller computes the required light 
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				level and operates the dimmer accordingly 
				[23]. 
				However, the approach does not consider utilising cloud databases for weather forecasts or traffic data. 
			
		

		
			The aforementioned research work has focussed on the communication network design aspects considering multiple sensors connected to individ-ual street lights. Moreover, the day-ahead optimisation of lighting levels based on weather forecasts has not been considered. These papers high-lighted the key objective of lighting control as reduction in energy consump-tion. However, the integration of demand response applications through IoT-enabled smart street lights has not been addressed. 
		

		
			9.4 DEMAND RESPONSE USING 
		

		
			STREET LIGHT CONTROL 
		

		
			Controllable street lights (e.g. LED lamps with dimming feature) present an option for offering DR services when information on electricity demand and the system status of street light networks in a particular location can be integrated. In the existing research, the optimisation of smart street lights has often been performed to achieve energy consumption or cost sav-ing. When the sustainability objectives of the smart street light systems are aligned with the reliability objectives of the electricity networks, the result-ing benefits can be massive. 
		

		
			
				To achieve energy saving in existing HPS lamps, a dimming technology is proposed in 
				[24] 
				by controlling the voltage wave shape applied to the lamps. The authors demonstrate that a trapezoidal voltage supply can effectively address the dimming problem locally in the lamp, rather than centralised control where voltage drop across the network can cause issues. The authors also experimented using rectangular and sinusoidal voltages with regulated frequencies and found that these waveforms can also achieve similar effective-ness for dimming applications. Although it can achieve energy saving, it cannot offer the best outcomes without the integration of optimal dimming schedule. 
			
		

		
			
				An energy audit is performed in 
				[25] 
				for different cities in Indonesia to quantify the savings from street light systems. The audit recommends a num-ber of energy efficiency improvement measures such as replacing old lamps, installing dimming ballasts, adding power meters, adding capacitor to indi-vidual lamps and renewable energy integration. The study demonstrated that installing power meters for individual panels can achieve the maximum ben-efits among the aforementioned energy efficiency measures. A similar study has been undertaken by the authors in 
				[26] 
				for South Italy, which consid-ers economic assessments of dimming technologies and existing street light replacement. The study finds that when both of the aforementioned initiatives are adopted, the energy-saving strategies are economically feasible. 
			
		

		
			
				A hybrid renewable energy system integrated with street lights has been considered in 
				[27] 
				from the energy-saving perspectives. The system can suffer from uncertainties in renewable generation and load shapes, which 
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			can cause challenges in optimising the street light energy consumption. To address this problem, the authors utilise genetic algorithm to solve a multi-objective optimisation problem, which aims to reduce energy cost while ensuring energy supply quality. The method also integrates real weather and traffic model in the optimisation problem. However, the focus is energy consumption saving and the DR opportunities have not been considered. 
		

		
			The authors in [5] considered distributed energy storages with street light systems for reducing the dependence on grid. The approach can turn off street lights during peak demand conditions. However, the dimming options to satisfy variable DR requirements have not been considered. Moreover, the approach does not integrate traffic data or weather conditions. The following section elaborates the proposed approach, which combines the integration of weather and traffic data from web APIs with the optimisation algorithm to turn off or dim street lights for achieving the DR requirements. 
		

		
			9.5 PROPOSED APPROACH 
		

		
			The proposed approach for IoT-enabled street light control utilises the con-nectivity of the street lights with remote cloud servers, which coordinate demand response signals, weather and traffic data as well as the street light control applications. The demand response signals contain information on how much energy demand needs to be curtailed at what time instant. The proposed street lighting control algorithm is executed twice in a day, 1 hour before sunrise and 1 hour after sunset. The residential electricity demand is higher during these times, reflecting the operation of electric heaters and hot water systems in the early morning and cooking or air conditioner use in the evening when people come back home. Although the approach considers street light control for 2 hours, it can be readily extended to 24-hour time period. 
		

		
			
				The weather data are obtained from AccuWeather application program-ming interface (API) in the hourly format. The API returns weather data for specific location in the form of cloud ceiling, precipitation, pressure, temperature, visibility, wind gust and wind speed 
				[28]. 
				The traffic data are obtained from HERE API in the form of traffic flows and jams. It shows the positive and negative traffic flows (inward and outward traffic) for major intersections when specific GPS coordinates are given 
				[29]. 
				When a demand response signal is sent, the street light control application aims to dim or turn off street lights in a certain suburb to achieve the demand response. To determine whether natural light levels are sufficient or not, weather data are utilised. On the other hand, traffic data are used to prioritise roads in terms of traffic density. The roads with higher traffic are assigned a higher prior-ity. The proposed approach optimises the number of street lights that need to dim or turn off, ensuring that street lights in the lower-priority roads are dimmed/turned off before the higher-priority roads. In the following part, 
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			the algorithm used for weather data and traffic data processing and the street light control algorithm are outlined. 
		

		
			9.5.1 Weather data collection 
		

		
			
				First, Location API is used to obtain location key of the suburb for which street light status will be optimised. From the daily forecasts, the sunrise and sunset times for a particular day are obtained. The natural light levels based on which street lights can be turned on or off are defined based on the cloud cover and visibility metrics. These metrics are extracted from the weather data API 1 hour before sunrise and 1 hour after sunset. The visibility is represented in kilometres (km), while the cloud cover is represented using percentage. To obtain these data, HTTP requests are sent to the weather API. The responses are then converted to JSON variables for further processing. The weather data collection process is illustrated in 
				Figure 
				9.1. 
			
		

		
			9.5.2 Traffic data collection 
		

		
			The traffic data obtained from HERE API have the following format: Traffic Data = { “RWS ”: [ ], “MAP_VERSION ”: (), “CREATED_ 
		

		
			TIMESTAMP ”: (), “VERSION ”: (), “UNITS ”: ()}, 
		

		
			where “RWS ” or list of roadway items is a dictionary containing the fol-lowing elements: 
		

		
			“RWS ”: [{ “RW ”: [ ], “TY”: (), “MAP_VERSION ”: (), “EBU_COUNTRY_ CODE ”: (), “EXTENDED__COUNTRY_CODE ”: (), “TABLE_ID ”: (), “UNITS ”: ()}], 
		

		
			where “RW ” contains a dictionary of traffic data for major road sec-tions, “EBU_COUNTRY_CODE ” represents single number country codes, “TY” represents type of information, and “TABLE_ID ” is the table con-taining traffic message channels (TMCs). 
		

		
			Each major road element in “RW ” has the following format: 
		

		
			{ “FIS ”: [{ “FI”: [], “mid ”: (), “LI”: (), “DE ”: (), “PBT”: ()}, 
		

		
			where “FIS ” represents a list of traffic flow elements, “FI” contains a dictionary of the traffic intersection data, “DE ” indicates the name of the road, “LI” is the location, and “PBT” is the local time. 
		

		
			The traffic data of each intersection are represented in the following format: { “TMC”: { “PC”: (), “DE ”: (), “QD ”: (), “LE ”: ()}, “CF”: [{ “TY ”: (), “SP”: (), 
		

		
			“SU”: (), “FF”: (), “JF”: (), “CN”: ()}]}, 
		

		
			where “TMC ” is a dictionary of traffic message channel locations, “DE ” contains the name of the intersection, “PC ” is the point location code of the traffic message channel, “LE ” is the length of the road, and “QD ” is the queuing direction, which can be positive or negative indicating the direc-tion of traffic flow (inward or outward). “CF ” indicates the current flow of traffic in the given location, “SP ” is the average speed of the road, “SU ” is the speed over the speed limit, “FF ” denotes the free flow of speed, “JF ” 
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			Figure 9.1 Flowchart for extracting weather data. 
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			indicates the jam factor, which is a number between 0 and 10, and “CN ” is a number between 0 and 1 representing the confidence attribute for using the percentage of real-time data in speed calculations. 
		

		
			
				In this proposed approach, the jam factor is used as an indicator of the traffic density in a certain intersection. Given that the roadway element contains traffic data for both positive and negative directions for each intersection, the jam factors for these two directions can be different. As a result, the jam factors for positive and negative directions are compared and the larger among the two is considered as an indicator of the amount of traffic in the specific intersection. The road elements with higher jam factor will be given higher priority. The traffic data are obtained using HTML request and then converted to JSON format. The traffic data collection and processing approach are shown in 
				Figure 
				9.2. 
			
		

		
			9.5.3 Street light control algorithm 
		

		
			The proposed street light control algorithm takes user inputs for the watt-age of lights, the number of lights and street names along with the requested DR value. The weather data are collected in the form of visibility and cloud cover for 1 hour before sunrise and 1 hour after sunset, which is detailed in Section 9.5.2. The traffic data are collected and processed as in Section 9.5.3 to extract the jam factors for the roads defined by the user input. Then jam factors of all the intersections in the major road are added together and divided by the total number of intersections of that road to calculate the average jam factor. The major roads are then categorised as high-priority, medium-priority and low-priority areas based on the average jam factors. If the major road has an average jam factor less or equal to 2.2, then that road is added to low-priority category. If the major road has a jam factor between 2.2 and 4.4, then that road is added to medium-priority category. If the major road has a jam factor between 4.4 and 10.0, then that road is added to high-priority category. After that, each of these categories are separately sorted from low to high jam factors to obtain major road names in each category in the order of low to high traffic. Jam factors and major roads in high-priority category are not considered since street lights in these major roads are too critical to be included in the optimisation algorithm. 
		

		
			The algorithm checks if the current time matches the hour before sunrise or the hour after sunset. If this condition is true, the DR value is checked. If no DR is requested at that time, then the algorithm checks the current visibility and cloud cover values. If visibility is less than 14 km and cloud cover is greater than 60%, all the lights in major roads will be turned on. If the visibility is greater than or equal to 14 km and cloud cover is less than or equal to 50%, all the lights in major roads will be turned off. If the vis-ibility and cloud cover values are not in the aforementioned ranges, then all the lights will be turned on. If a certain DR is requested, and the visibility is between 14 and 16 km with cloud cover between 50% and 60%, then the 
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			Figure 9.2 Flowchart for extracting and processing traffic data. 
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				lights in low-priority area will be 50% dimmed in the order of low to high jam factors until DR request is satisfied. If DR is not satisfied even after dimming all lights in the low-priority areas, then lights will be turned off in these areas in the same order in which the lights were dimmed before. The aforementioned approach is illustrated through the flowchart in 
				Figure 
				9.3. 
			
		

		
			9.6 CASE STUDY EVALUATION 
		

		
			
				The proposed approach elaborated in Section 9.5 has been evaluated for a real street light network in Belmont, Victoria, Australia. The case study considers 11 major roads in Belmont, which includes South Valley Road, Pioneer Road, Fellmongers Road, Barwon Heads Road, Torquay Road, Thompson Road, Settlement Road, Latrobe Terrace, High Street, Colac Road and Breakwater Road. The existing street light network in the afore-mentioned locations can be obtained from [30]. As an example, the map view of the street lights in Settlement Road is shown in 
				Figure 
				9.4. 
				The number of street lights considered for each of the roads is listed in 
				Table 
				9.1. 
			
		

		
			
				According to VicRoads technical guideline for street lights [31], L1-type luminaires are used within the residential areas. L1 luminaires are a replace-ment for 150 W HPS lamps, and according to the VicRoads specification for LED road lighting luminaires 
				[32], 
				LED luminaire replacement for a partic-ular HPS lamp should provide a minimum of 30% reduction in total system watts compared to the equivalent HPS luminaire. According to this specifi-cation, typical wattage of a L1 street light will be 150 W × 70/100 = 105 W, which is considered in the case study. 
			
		

		
			
				The case study evaluates the proposed street light control approach for the hour before sunrise and the hour after sunset for three different days in terms of the number of lights turned off or dimmed due to a demand response signal. For the hour before sunrise, the required demand response is considered as 8,800 W, and for the hour after sunset, it is considered as 4,400 W. These values are considered based on the typical load demand of a Victorian house during early morning and evening time, respectively [33]. The visibility and cloud covers for the days under consideration are presented in 
				Tables 
				9.2 
				and 
				9.3 
				for 1 hour before sunrise and 1 hour after sunset, respectively. The evaluation also considers how the street lights turn off at different roads in response to different levels of demand response sig-nals 1 hour before sunrise and 1 hour after sunset on 26 July 2021. 
			
		

		
			9.7 RESULTS AND DISCUSSION 
		

		
			
				Figure 
				9.5 
				illustrates the street light status as well as jam factors in the major roads for three different days during 1 hour before sunrise. The requested DR is 8,800 W. Since the cloud cover on 2nd August was 0%, 
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			Figure 9.3 Flowchart for the proposed street light control algorithm. 
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			Figure 9.4 Map view of the existing street lights in Settlement Road, Belmont, Victoria. 
		

		
			Table 9.1 Number of street lights in each major 
		

		
			road evaluated in the case study 
		

		
			Name of the road Acronym 
		

		
			Number of 
		

		
			street lights 
		

		
			South Valley Road SVR 60 Pioneer Road PR 37 
		

		
			Fellmongers Road FR 0 Barwon Heads Road BHR 26 Torquay Road TQR 99 
		

		
			Thompson Road TR 64 
		

		
			Settlement Road SR 82 
		

		
			Latrobe Terrace LT 64 
		

		
			High Street HS 36 
		

		
			Colac Road CR 77 
		

		
			Breakwater Road BR 2 
		

		
			Table 9.2 Visibility and cloud covers 1 hour before 
		

		
			sunrise from AccuWeather API 
		

		
			Day Visibility (km) Cloud cover (%) 2 August 2021 16.1 0 
		

		
			3 August 2021 16.1 71 
		

		
			5 August 2021 16.1 66 
		

		
			Table 9.3 Visibility and cloud covers 1 hour after 
		

		
			sunrise from AccuWeather API 
		

		
			Day Visibility (km) Cloud cover (%) 25 July 2021 16.1 93 
		

		
			26 July 2021 16.1 91 
		

		
			3 August 2021 17.7 66 
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			all lights could be turned off to meet the requested DR. As a result, lights turned off from most of the roads except Fellmongers Road and Breakwater Road. The highest jam factor was recorded on Latrobe Terrace, and so a small number of lights turned off although there are 64 lights. On 3rd and 5th August, the cloud cover was more than 60%. As a result, lights could only be dimmed to maintain the required light levels in the streets. On 3rd August, lights could be dimmed from Pioneer Road, High Street and Colac Road only, as they have lower jam factors. On the other hand, Settlement Road, South Valley Road and Thompson Road have lower jam factors on 5th August, so lights are dimmed only from these roads. 
		

		
			
				The jam factors and the number of lights that can be turned off/dimmed during the hour after sunset on three different days are displayed in 
				Figure 9.6. 
				The DR requested from the street lights is 4,400 W. Due to the visibility and cloud cover conditions on 25th and 26th July and 3rd August, lights could only be dimmed in the major roads. Similar to the previous fig-ure, it can be observed that lights are getting dimmed on roads with lowest jam factors. 
			
		

		
			
				Figure 
				9.7 
				shows the number of street lights that need to be dimmed on 26th July 1 hour after sunset for different DR requests. For a DR request of 5 kW, all lights in South Valley Road, Barwon Heads Road, High Street and Breakwater Road along with 12 lights from Torquay Road are 
			
		

		
		
			Figure 9.5 Number of lights that can be turned off/dimmed and jam factors 1 hour before 
		

		
			sunrise. 
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			Figure 9.6 Number of lights that can be turned off/dimmed and jam factors 1 hour after 
		

		
			sunset. 
		

		
		
			Figure 9.7 Number of traffic lights dimmed/turned off 1 hour after sunset for different DR values. 
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			dimmed. When 10 kW DR is requested, all lights in Torquay Road and 8 lights from Thompson road need to be dimmed. For 15 kW DR, all lights in Thompson Road along with 39 lights in Settlement Road were dimmed. The aforementioned roads have low jam factors, and as a result, they have a lower priority for street lights meaning that lights will be dimmed in these streets before requesting from the higher jam factor streets. When all lights are dimmed, a maximum of 28.73 kW DR can be obtained from these street lights. 
		

		
			9.8 CONCLUSIONS 
		

		
			This chapter illustrated a street light control approach, which can achieve DR as requested by the electricity utility while satisfying the lighting level requirements as guided by visibility and cloud cover parameters. The approach utilises real-time traffic data for major roads and, based on the jam factor, assigns priority to the roads. The proposed approach dims or turns off street lights only from the roads with low jam factors. The approach is evaluated for a real location with real weather and traffic data for different days and different DR levels. The analysis shows that the proposed approach can successfully satisfy DR requirements when visibility and cloud cover conditions allow sufficient lights for street lights to dim or turn off. Future work will focus on developing a web API to monitor the street light status when optimised using the proposed street light control algorithm. 
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			The past couple of decades is since when technology has started to play a vital role in business interactions, and many vertices of technology such as mobiles, websites and social media have been enormously influencing the interaction pattern between business and customers. IoT is one such pinnacle that is extensively being adopted by marketers across the retail industry to achieve excellence in delivering services to their customers. However, the extent of literature regarding the usage of IoT in the retail industry is very minimal to this point. The present chapter focuses on filling the gap of literature paucity and gives a comprehensive under-standing of how IoT is gaining attraction in the retail industry. 
		

		
			10.1 INTRODUCTION 
		

		
			
				According to a report by McKinsey & Company 
				[1], 
				companies continue to enhance technology capabilities and are moving towards total digitaliza-tion and Industry 4.0 standards. Pertaining to various mobility regulations 
			
		

		
			CONTENTS 
		

		
			
				10.1 Introduction 203 
				10.2 
				The 
				history 
				and 
				evolution 
				of 
				IoT 
				205 
				10.3 
				Definition 
				of 
				IoT 
				205 
				10.4 
				What 
				is 
				an 
				Internet 
				of 
				things? 
				206 
				10.5 
				IoT 
				and 
				security 
				207 
				10.6 
				IoT 
				in 
				business 
				applications 
				208 
				10.7 
				IoT 
				in 
				retail 
				industry 
				210 
			
		

		
			
				10.7.1 
				IoT 
				and 
				Consumer 
				experience 
				enhancement 
				211 
				10.8 
				Conclusion 
				215 
			
		

		
			
				References 
				215 
			
		

	
		
			204 Emerging Real-World Applications of Internet of Things 
		

		
			administers across the globe, digitalization is rapidly increasing despite the market slowdown due to the pandemic which the world is going through as a result of the Coronavirus. For instance, the recent numbers show that 90% of manufacturing and supply chain professionals are planning to invest in talent, which is aimed at digitization. 
		

		
			
				According to BCC Research 
				[2], 
				IoT has emerged from an experiment con-ducted in 1999 in an attempt to link objects to the Internet through a radio-frequency identification (RFID) tag. IoT has ever since its inception been widely accepted, and it has now reached a point where researchers and practitioners argue that the IoT could be a game changer in the lives of consumers; for exam-ple, in his research in 2017, Kannan claimed that the IoT promises significant transformations in consumers ’ lives in the near future. 
			
		

		
			
				IoT essentially connects various physical items, which can be connected to Internet and can communicate through Internet. According to Khan et al. (2020) 
				[3], 
				the web of such connected devices communicating through Internet can develop an efficient system; for example, an entire system of household electronics such as air conditioning and lights can be controlled remotely by accessing them via Internet. IoT has influenced almost every sector of business activity ranging from food to apparel. The retail phenom-enon in every sector is now rapidly witnessing IoT inclusion. Just like the usage of IoT in controlling and monitoring household devices as mentioned in the example above, IoT can be used to interconnect and interlink numer-ous technologies together, making it possible to monitor, trace, coordinate and take collaborative decisions remotely between the business allies 
				[4]. 
				The devices which connect with each other on the fabric of IoT can range from small devices like beacons connecting over Bluetooth which uses inter-net to transfer data to sophisticated industrial tools which needs to interact with each other to maintain accuracy in the production. Compared to the previous year (2021) when the number of global IoT connections were 12.2 billion endpoints, in 2022, the total number of global IoT connections is expected to escalate up to 14.4 billion endpoints. 
			
		

		
			
				The whole principle of market is pivoted on the social and economic frameworks. While the context of marketing is being defined, two objec-tives of business parts, i.e. social and business contexts, should become the backbone of technology that we adopt. According to Patel et al. 
				[5], 
				the technologies based on internet plays a virtual role in the real time markets to use the collected data. According to Kaspersky ’s recent report, “The State of Industrial Cybersecurity in the Era of Digitalization ”, 20% of organizations have already prioritized IoT-related incidents, but solu-tions effective against IoT threats are yet to become widespread. The evolv-ing network of Internet penetration in the periphery of consumers ’ daily activities is skyrocketing, according to Atzori 
				[6]. 
				With the advancements in the collaboration of Internet and machine learning via smart gadgets they use, a transformation in the lifestyle of the consumers is being wit-nessed. Internet of things (IoT) is one such technological achievement in 
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				recent times. According to Pelino and Gillett 
				[7], 
				IoT is a fleet of connected devices consisting of wireless devices and sensors that can be remotely accessed through Internet or private networks. Connecting physical things with Internet to produce information, patterns, deep learning, etc., is the simplest way to explain what IoT is. 
			
		

		
			10.2 THE HISTORY AND EVOLUTION OF IoT 
		

		
			
				Though a similar mechanism of connecting two or more computers together as an experiment to transfer packets of information between them existed, Kevin Ashton a co-founder of Auto-ID Laboratory at MIT is considered as the inventor of Internet of Things (IoT). He has described a system where the internet is connected to the physical world via ubiquitous sensors which includes RFID (Radia Frequency identification). According to Gubbi et al. 
				[8], 
				RFID enables the design of microchips for wireless data communica-tion. Tripathy and Anuradha 
				[9] 
				brought in focus that technology is rev-olutionizing life and it ’s not slowing down. An assistant brand manager at Procter & Gamble delivered a presentation about wireless connectivity with an intriguing title: “Internet of Things ”, sketching out a futuristic sce-nario where computers “knew everything there was to know about things as the network connected objects in the physical world to the Internet” 
				[10]. 
				Ashton predicted the IoT “has the potential to change the world, just as the Internet did. Maybe even more so ”. 
			
		

		
			
				With the advances made in wireless sensor technologies, Vermesan and Peter 
				[11] 
				in their paper asserted that with support in place, the nanotech-nologies and other intelligent systems have brought about a turning point in communication methods we use. The IoT is representing our future of technologies. At the base of it, an Internet will consist of a connective tissue which combines reality together, that is where people have an easy access for living things and constitute even objects. The gain of IoT is enabling both inside the organization and in the production processes of companies, that is providing private and personal insights of the business to industry. 
			
		

		
			10.3 DEFINITION OF IoT 
		

		
			
				According to Pelino & Gillett 
				[7], 
				Internet of Things refers to a network of connected devices which includes networks OD sensors and wireless devices which can be remotely accessed through the internet or a private network. The entry of Internet has changed every technology boundary, that we scaled thus far, this stared to unfold a new shared economy, which is underscoring a fundamental change in the role of products and to human behaviour. It becomes apparent that the ownership of products is focused on ensuring the delivery of the product outcome rather than for the sake of ownership itself. 
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				IoT is an emerging technology [1]. This is a new concept targeting the expansion of internet utility. A fast development is happening, and intel-ligent devices are being developed for various utilities, which are being used in households, factories, hospitals and many more fields 
				[4,10]. 
				From indi-viduals to industries, everyone is streamed towards using a smart device such as a smart phone or a computer which is connected to internet to do day to day tasks enabling a smart environment improving the utilities func-tioning of our homes and factories. 
			
		

		
			According to Barnaghi [12], IoT is encapsulating a better vision in the world which is enabling billions of objects embedding the intelligence, communication means and sensing its capabilities by connecting with IP (Internet Protocol) networks. According to Carrez [13], IoT and its abilities to offer various kinds of services has made it the fastest growing technology of the present time. The Internet has gone through a fundamental radi-cal shift from custom-driven hardware (computers, fibres and Ethernet) to market-driven application such as Facebook, Amazon, thus, creating many opportunities and challenges for the present times. 
		

		
			
				The IoT is for open environments and is an integrated open architec-ture of interoperable platforms 
				[14]. 
				These smart objects of cyber-physical systems the IoT entities which are connected with the objects of everyday life which are complimented with microcontrollers, sensors such as optical radio transceivers, and actuators, and are put on various protocol stacks, which are suitable for communicating in a constrained environments. It uses limited hardware resources and then allows them to collect data from various environments within the range. The devices that will make up the IoT usually have an IP address, on-board computing power, some kind of sensing devices that let them sense their environment and network connec-tivity (often wireless) 
				[15]. 
				A device can be anything from a consumer prod-uct to a giant industrial machine. IoT devices will run software programs that let the device “decide ” when to take a specified action or to select among different actions. IoT devices may have vulnerabilities not present in a non-IoT device. 
			
		

		
			10.4 WHAT IS AN INTERNET OF THINGS? 
		

		
			IoT is a network of things which are sewn together using Internet. The things in the network shall possess the ability to interact with each. The things in IoT are usually embedded with sensors and software which enables them to transfer data across the fabric of IoT. IoT is essentially utilization of internet to establish a grid between two or more devices, things and in some cases liv-ing beings which are provided with a Unique Identifiers (UDs) and are capa-ble of sending and receiving data with minimum to no human involvement. 
		

		
			The evolution of IoT has started in 1999 when Kevin Ashton coined the term “Internet of Things ”. The primary motive of connecting the things or 
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			devices and establishing a system of interaction between them is data which can be collected, stored, analysed and the results can be used for betterment. 
		

		
			
				Business needs that required to study is not rapidly expanding and this is where 
				[16] 
				of the IoT and its abilities to offer various kinds of services has made it the fastest growing technology of the present time (BCC Research LLC 2021, [2]) (Figure 10.1). 
			
		

		
			10.5 IoT AND SECURITY 
		

		
			
				Security is a lynchpin linchpin in the technology, although for outsider, it is just the same day as he was not aware of the nitty-gritty of the complex way technology is allied with 
				[14,17]. 
				For someone who lives with it day in day out it is just a cakewalk, in this IoT is not exception in fact as it is wired to millions of things out of its natural context, it is one of toughest challenge that folks involved or dealing with security as with new comput-ing model or framework evolving, is currently one of hotbed for research-ers and developers alike. Companies working in the security areas need an extensive ecosystem and infrastructure to evolve those interconnected devices. The operational tools are felicitated to holds much bigger data. This as much the technology is promised and people vouch for better secu-rity of their modelled system and infrastructure, as it is constantly is on data transfer. 
			
		

		
			The number of security issues is rising increasing on a huge amount of rate day- to- day because of the high accumulation of data that is getting piled on, and for now there is a concern for the security, as the number of attacks has been increased, but to alleviate it, the technologies are rapidly employed to counter these issues. In turn, it enormously improved in the, process to pro-tect any object from physical damage, loss or theft, and unauthorized access, through high integrity of information, high confidentiality about the objects. 
		

		
		
			Figure 10.1 Evolution of IoT. (Source: BCC Research.) 
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			Ever since IoT devices are expected to generate large amounts of data, which will be aggregated using data management platforms on servers, the need for technologies that can index, store and process such data will has increased. Processing requirements may also be real- time in some instances, meaning that there would be windows, during which, the result must be presented. This additional demand for data processing (due to com-ponent devices constantly sending information to the cloud or data centre platforms) is the main connection between IoT and big data; the science of drawing valuable conclusions from massive data flows. In some IoT applica-tions, big data analytics are an essential part of the system. 
		

		
			
				There are different actors in IT environment, they are typically for monetary gains, and, they range from miniscule to large ones, they are organized cybercriminals, whose attacks differ considerably in IT environ-ments. There is no doubt that it is not inched into IoT environment 
				[18]. 
				IT is typically characterized by ever -evolving and intertwined technology stacks, which makes the attacks to suffer, the whole dynamics of the IT environment, primarily data traffic is hierarchical, north-sound bound. The cybersecurity is a main topic these days, as it is usually threat- based, con-stantly plugging holes with some malware or a virus. 
			
		

		
			
				When they are networked and where are processes studied to understand the current requirement to manage the assets in way, on that changing front to adopt technologies such as IoTs are impacting how people adopted. IoT is allowing everyone who get hooked on this technology, of where the com-panies are trying improve their style of livening;, in the end, it all depends on how data is are empowered 
				[19]. 
				There is a huge impact on the way we perceiving this these data -driven journey, which is taking us beyond our generation, the massive scales this these data that is generated is for analyt-ics, look deep into that mined data and to find new insights, which is trans-lating, the vast amounts of data that is collected, as it is this these raw data cannot be used, this needs to be cleaned and put some reliable algorithms to crunch that beast of data into an actionable intelligence, of it is in cities and metros, where this new in thing was created and as smart cities, and where these data getting generating, which are hyper in scales 
				[10]. 
				There is no doubt that the issues concerned with security is are of highest priority, on the one hand, accept the quality of data is at most important, and on the other hand, security cannot be compromising. 
			
		

		
			10.6 IoT IN BUSINESS APPLICATIONS 
		

		
			Innovation plays an exceptional role in the business arena. The fraternity of digitalization in business has blown the usage of internet enabled devices to control the key aspects of conducting business. Through IoT, a new fleet of machinery and devices capable of interacting among themselves as well 
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			as the other devices have brought about a new paradigm shift in the enter-prises. For an instance, the machines are connected, through devices as part of deployment of IoT for accurately mapping the workloads on factory shop floor, companies are using employee IDs embedded with RFID, to manage and control physical access to their facilities, a farmer can use this IoT their land, by integrating with environmental monitors for an update informa-tion and their field equipment can also be automated and optimize their allocations of seeds and fertilizers, that scope is too vast it that new things need to concurred. 
		

		
			
				According to Lee & Lee [15], The IoT is recognized as one of the most important areas of future technology and is gaining a lot of attention from a wide range of industries. A rapid shift in the business is being witnessed in the recent times due to the integration of the network of machines and devices which are improving the business models 
				[20]. 
				The enterprise bene-fits of IoT are unlimited. Many organizations use IoT technology in connect-ing technologies which transcend vertically in scope. The most prominent benefits of deployment of IoT in business are as follows: 
			
		

		
			• Better understanding and visibility into real-world activities. 
		

		
			• Operational cost efficiency. 
		

		
			• Enhanced output. 
		

		
			• Improved productivity. 
		

		
			• Security. 
		

		
			• Better quality control. 
		

		
			IoT has gain traction in various industries in the recent times with the increase in the reliability on internet. One can claim with high reasoning that the IoTs utilizations would escalate in the coming years with better-ment of connectivity. Below are some common areas where IoT utilization is being witnessed with high scope of increase in the same; 
		

		
			1. Smart homes: particularly in the urban set up, IoT based home set ups are becoming common. Mobile application controlled appliances are enabling a sophisticated lifestyle for many. Though there is a high scope of development in the area of smart homes, the present trend of it is highly appreciable. 
		

		
			2. Vehicles: the “self-driving cars ” is a hot topic in the automobile indus-try. With giant companies like tesla introduction of consumer segment vehicles with highly reliable self-driving capabilities, many automobile companies are focusing on the technology to develop their produce in the area of self-driving cars. 
		

		
			3. Retail stores: IoT is extensively being used and studied in the area of retail management. Many IoT technologies can be used to keep the retail store processes smooth. Innovative IoT concepts like smart 
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			shelves are helping organize the retail space in most efficient manner. We shall discuss the IoT in retail industry in detail in the coming parts of this chapter. 
		

		
			4. Managing traffic: Traffic poses a significant challenge for many coun-tries. Many countries are using IoT to management such traffic chal-lenges. The smart traffic management includes but not limited to smart signals, smart roads, smart parking solutions, etc. IoT is being used to analyse the real-time data of traffic congestions and the vehicles are diverted towards the best route with least traffic. IoT is also being used to identify the road accidents occurring at the remote location and sharing such data to the help centre enabling swift rescue actions. 
		

		
			10.7 IoT IN RETAIL INDUSTRY 
		

		
			With technological evolution, retail industry has witnessed a paradigm shift in the performance of the business itself like many other industries. With introduction and exponential growth in IoT, the retail space has seen many innovative concepts (one of it – smart shelves, is discussed in brief in the previous sub-chapter). IoT enables the conversion of simple devices to smart devices with capabilities to interact and share information, in this regard, retailers are using IoT to embed into their daily routine to organiz-ing the activities with accuracy and efficiency. 
		

		
			The evolution in consumer’s habits and dependence on swift delivery sys-tems taking over the market place, the retailers are speculating the miracle of IoT help then catch up with the shift. Retail many times is interlinked with the far end of the business process when the business meets the customer/ consumer. Given the position of retail in the business chain, it is imperative for the businesses to keep up with the technology adaption of the customers. 
		

		
			In the retail sector, there are two broad applications of IoT; 
		

		
			1. Gathering and sharing of data: 
		

		
			Consumers are one of the most important entities of marketing process, maintaining consumer relations is of high importance to the managers. The data of such customers through interconnected devices which can gather and share information of customer preference, foot-fall details, shopping trends, etc. to the managers could be very help-ful to the managers. 
		

		
			2. Utilization of data: 
		

		
			The data collected by the smart devices can be automated to be shared among the devices which can in turn use the data to perform desired or designed tasks. With enormous potential that IoT retains in the retail industry, in this chapter we will look into the major spaces of retail industry where the IoT is being extensively utilized. 
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			Retail many times has got to deal with the end customers and that ’s the sec-tor where the actual revenue is generated, enhancement of sales and so the revenue is the major target of many retailers. The integration of IoT into the business of retail has evidentially given a boost to the retail sales. Countries like India are doing exceptionally well in integrating internet in the day-to-day tasks of their citizens and retail sector is witnessing enormous change in the dynamics of customer behaviour. The ability of IoT to get easily con-nected to many smart devices handled by many people on a daily basis is making it the most favourable technology. 
		

		
			It is expected that IoT in retail industry will escalate to a net worth of USD 30 billion by 2024, which indicated what future has to hold for IoT in the retail industry and one can estimate the revenue generated from it. 
		

		
			10.7.1 IoT and Consumer experience enhancement Customer relationship management is seeing new light of day with the inte-
		

		
			gration IoT in the retail sector. The extensive data collection and presenta-tion to the retail managers is enabling them to precisely understand the behaviour patterns of the customers. 
		

		
			Delivery updates to the customer: 
		

		
			Home delivery has exponentially grown both due to recent pandemic as well as the extensive utilization of internet shopping, reason be any, the handling of deliveries is a tedious task for the managers. What goes where, when, how, in what condition, etc. has an imperative role to play in the extensive online market system. IoT is being used as a tool of main-taining the track and order of the home deliverables with efficiency like never before. The IoT based tracking is enabling the companies to keep the customers promptly informed about their products’ location which in turn is a bonus tip for increasing competitive advantage and increasing the customer loyalty. 
		

		
			Micro-targeting: 
		

		
			Data collected through the customer foot-fall or any kind of customer interaction with the retail store is closely monitored by the marketers to target customers as narrow as possible. The customer ’s experience enhance-ment is the key target to many marketers and IoT helps in fostering a supe-rior customer connection through personalising. 
		

		
			In-store upgradation: 
		

		
			The design and atmosphere of the store is being enhanced with the implementation of IoT in better organizing the store layout, minimizing the human errors and even to an extent of providing artificial support at each aisle. Not just online markets, IoT is being used for transforming in-store/ physical stores and is ex extremely impressive. An 1800 square foot store located in Seattle, USA – Amazon Go has integrated futuristic IoT handled physical stores. It uses technology like computer vision, machine learning, 
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			deep learning and sensor fusion to conduct business with minimum to no human interaction to give seamless no-wait-in-line concept in its store. 
		

		
			Personalized communication: 
		

		
			IoT can help managers to communicate with the customers with much accurate and specific information. IoT has the ability to identify and anal-yse the customer’s movement in the store/website so that such data can be utilized by the managers to interact with customers in a much-personalized manner. 
		

		
			Smart shelves: 
		

		
			Stock management is one of the most important focus point for most for any retailer. Traditionally, the stock arrangements at retail stores was handled by human resources at the store and probability of errors is high in such prac-tice. Recently with the integration of IoT, many retail outlets are able to easily handle the stocking problems by practicing concepts like Smart Shelves. 
		

		
			Smart shelves is a popular IoT integration in retail sector is. Composed of three components – an RFID Tag, a RIFD reader and an antenna, a sim-ple smart shelve can solve many complications in the organising of retail store’s shelves. For example, the reader reads the tag of a particular product and transmit the information through the antenna and when the stocking employee passes through a particular shelf or scans the relevant QR code, the status of shelves ’ stock and related details pop up in his/her device making their life easy. The information regarding the inventory management, over stocking, under stocking, etc. can be easily handled by using IoT and super-vision on critical stock running out cases can also be done well in advance. 
		

		
			Incentives: 
		

		
			Incentives such as offers, discounts, coupons, etc. has always proven to be very influential for retailers and has proven to be agents to alter consumer buying behaviour. However, the incentives has traditionally been generic, meaning, the offers would be targeting every customer visiting the store irrespective of the buying behaviour and trend of the particular customer as there was no mechanism for very narrow segmentation of customers. With the integration of IoT devices in the retail outlets, there is a flow of humongous customer data which when analysed gives behaviours, trends, orientations, etc. of the customers at a very detailed level. 
		

		
			Using beacons is one such method of collecting data of customers. Beacons are tiny devices which when connected to a smartphone, send alerts to it based on the location and proximity. This technology is being used by some retailers by sending personalized or generic offers, discounts or information to the people who passes a particular store if their application is down-loaded in that person ’s smart device. Macy ’s is a classic example which uses beacons to announce personalized offers and discounts depending of the customer ’s altered behaviour. 
		

		
			Optimizing Supply Chain Management: 
		

		
			The supply chain management ’s cruciality and demand varies from prod-uct to product. IoT has proven to be extremely beneficial when it comes 
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			to handling logistics and supply chain management. In the present online driven shopping environment, the tracking related issues are handled by extreme integration of IoT at various levels. Various crucial information such as shipment ’s location, shipment carrier ’s condition, the driver ’s details, the road map, delivery schedules, everything from the manufactur-ing to the product delivery can be easily supervised by using IoT. 
		

		
			Using beacons, RFID, GPS etc. IoT can increase information accuracy in supply chain. Such accurate information is imperative in perishable products like milk, fruits or vegetables, which needs appropriate temperature mainte-nance throughout the logistic channel. Such data can be used to regularising the transport activity, check the storage areas, and all of this in real time. 
		

		
			The global business fraternity, welcomed IoT with extended arms. A study conducted by Gartner, has showed that about 77% of the retailers had agreed that IoT has helped serve the customers better. 
		

		
			Products like beacons has helped retail stores extensively and the tech-nology of beacon has proven to be highly efficient in two areas of retail – communication and store organising. Beacons are extensively used in the retail business as they are usually cost efficient and low energy consuming Bluetooth devices which can send push notifications to the customers based on their location in-store and also near to the store. The size of the beacon is the most loved characteristic of the device allowing the markets to install it anywhere in the store with minimum to no trouble of space utilization issues. Main functions of beacons are to communicate with the potential customers and incentivise them with best customized offers altered accord-ing to their frequency to the store, buying behaviour, likes and dislikes. A beacon can send an automated push message to the customer when he/she enters an aisle in the store with information of the products of sale, new arrivals, etc. The same if to be done without such technology would be just impossible with so many numbers of human resources going to multiple number of customers and explaining things in infinite ways. Implications of IoT ranges from tiny things like beacons to large manufacturing machin-eries, however, in retail sector the utilization of robots is gaining expected attention. Already some retailers have started to test robots for stocking shelves, and these robots are capable to of taking inventory count. Some restaurants in China are employing robots to serve food to customers in place of waiters. Retail giants like Walmart are have introduced robots which are free moving smart machines which mainly scans the shelves and prompts the information such as rearranging or restoring products to the concerned authority. 
		

		
			The struggle to attain operational efficiency has become a core objective of many retailer and IoT is assisting them to attain this competency and offering them minimum cost and maximum profits. 
		

		
			The thing is that, as to theory, it is excellent to spell, but, not so easy to deal with a multitude of device types, right from the point of sale to displays and beyond and, then consider a large retailer who operate on massive amount 
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			of data, with so many devices in each store and multiply that by hundreds or even thousands of locations it is huge by any means. All those data collected by retailer from every store every day, shows merchandise that triggered as sales conversions, through which one can identify peak sales of the period. 
		

		
			The management of human resource and other important resources of the business can be managed by the retail managers by using the Point Of Sale (POS) which helps the managers to understand the peak periods lever-aging them to act accordingly. 
		

		
			In the early dawn of the IoT technology in retail arena, the major chal-lenge in conducting IoT dependent business was that many times the data collected by the individual thing/devices as a part of IoT are designed to collect data individually and this enables the retail managers to understand the store’s data in bits and pieces. However, the challenge is gradually being overcome by using newer sensor networks by which now the retail managers are able to connect multiple systems at same time and are able to extract a single view across a wide range of data sources and can even capture and organize data, access, where they are able to get rich action-able insights on the data. 
		

		
			Training of staff on identifying what the customers in the store really want is gaining extreme importance in the present business environment. The managers/retailers are focusing of training their staff in this direction. 
		

		
			Challenges with IoT in retail: 
		

		
			Retail has promising arena for IoT to flourish, it seems, neither soft-ware engineers nor businesses are letting the technology slip off, however, researchers and practitioners are many times sceptical about the down steep of the game – the challenges, the risks, the rough edges. The security and privacy of customers is a major question. Few pinching challenges what IoT has to offer for businesses are discussed below; 
		

		
			1. Competence: The technology comes with a cost. IoT is a sophisticated technology and many retailers lack the competence in the form of infrastructure, financial capabilities, network, etc. Complicated com-ponents, huge storage capacity, devices such as scanners, etc. are all need heavy investments. 
		

		
			2. Customer data security: IoT is still in the initial evolving stage with lot of security issues coming up frequently. Handling customer ’s sensitive data is a huge task in itself. Compliance with regulations and laws such as GDPR (General Data Protection regulation) is gaining high importance and aligning with such regulations might be challenging for marketers as the threat of cybercrimes can arise anytime resulting in deep trouble for the companies. 
		

		
			3. Data storage and management: collecting, storing and handling heavy datasets involves high costs and expertise, many retailers might find it difficult to handle resources for the job. 
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			4. Threat to traditional retailers: Though currently, traditional retailers seems to be not extremely affected by the IoT and retailers using the technology, if the adaption of this technology catches hurtle the flow of customers towards these fascinating stores may exponentially grow resulting in heavy pressure on traditional retailers. 
		

		
			10.8 CONCLUSION 
		

		
			IoT adaption has proven high utility to both marketers and customers. The technology has definitely evolved over the years through combined efforts of many research and development wings to come out as a finished technol-ogy with ready usefulness. 
		

		
			IoT in retail industry has flourished in the recent times by ensuring the businesses are conducted with ease. Highly efficient information sharing, better communication, improved and informed supply chain are few most celebrated reaps of IoT in retail industry. Intensive research into this tech-nology can further enhance the sophistication of the technology and usabil-ity of it in the retail industry. However, the technology is yet to evolve to its full potential with least risk of failure of fatigue. The risk of data breach, data storage and handling, etc. are still to be addressed efficiently. With more and more businesses adapting the technology, it is imperative that they are well informed about the risks associated to it so as to end up being an easy target. 
		

		
			Many companies like Amazon, Macy ’s, ZARA, etc. have already started to use IoT in their businesses and many success stories are floating from these company reports stating the utilization of IoT has bought positive trajectory in their growth graph. 
		

		
			In conclusion, the IoT in retail industry has high potential to growth and at the same time has high risk factor embedded into the execution of the technology. Bringing down the installation costs and securing the utiliza-tion patterns of the technology can assure a bright future to IoT in general as well as in the retail fraternity. 
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			Respiratory rate meter with 
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			A bstrAct 
		

		
			More and more countries are increasing the infrastructure of their Internet networks. In the same way, the speeds of communication net-works have been growing; this has made it easier for most people to have access to smartphones. On the other hand, health services are being improved; hospitals have better technology for controlling, detecting, monitoring, and treating diseases; however, not everyone has access to these services. Also, the costs for hospital stays are high and out of reach for most people. That is why the Internet of things is play-ing a crucial role in improving this situation. This chapter presents a respiratory rate meter with the Internet of things technology and all its stages for its elaboration. First, it starts with the development of several tests on a breadboard. It continues with the printed circuit (with cheap elements and easy access); then, the programming code is made to be implemented in the Particle Photon. Later, the program is presented to upload the respiratory rate information to the cloud. Finally, the user interface of the respiratory rate meter is displayed. 
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			11.1 INTERNET OF THINGS IN 
		

		
			HEALTHCARE PREAMBLE 
		

		
			Wireless technologies have greatly improved communication systems in the last 20 years. WiFi and the networks created for cell phones allow having a very good Internet connection, achieving a change in the use of people’s technologies. In indoor spaces, WiFi is the ideal connection for users. In one study, it is said that in 2016, there were roughly five billion devices com-municating over WiFi networks around the world. And for a few years now, WiFi has been creatively exploited for contactless human activity detection (Youwei zeng, 2019). 
		

		
			In recent years, mobile applications have increased and are supported by the Internet of things, which can be described in three stages: (1) The physical stage, which contains sensors of the physical environment. (2) The network stage connects to other intelligent elements, network devices, and servers; it also transmits and processes sensor data. (3) The application stage delivers application-specific services to the user (Sarangi, 2017). The stages of the Internet of things can be visualized in Figure 11.1. 
		

		
			Innovative rehabilitation based on IoT has emerged in recent years to mitigate the shortage of health-oriented resources due to the increasing population of older adults globally. An IoT-based healthcare system con-nects everyone to the resources available on a network to perform surgery, monitoring, and remote diagnostic health care using the Internet of things (Yuehong YIN, 2016). 
		

		
			The IoT infrastructure available in cities with features appropriate for smart devices is an excellent alternative to improving and expanding health-care applications (Jaganathan Venkatesh, 2018). 
		

		
			Despite having excellent infrastructure and up-to-date technology, medi-cal services are not available to everyone in the world. The purpose of intel-ligent medical services is to help users raise awareness about their medical condition and keep them updated on their health status. Smart device health care allows the management of some emergencies. Smart device health care 
		

		
		
			Figure 11.1 The stages of the Internet of things. 
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			helps make most of the resources available and lowers the cost of treatment for users (P. Sundaravadivel, 2018). 
		

		
			In recent years, smartphones have become more specialized in different applications such as alarm clocks, notebooks, cameras, dictionaries, ency-clopedias, fitness and wellness, and assistant; new functions are appearing that help make life easier for many people. Currently, we are working on the measurement and monitoring of biosignals for better management of physical well-being and health for the adoption of preventive measures. Health and wellness accessories are being created to help improve medical problems. Today, phones are equipped with thermometers, pulse monitors, pedometers, sleep trackers, calorie trackers, vein detectors, blood sugar monitors, and a host of other devices, either integrated as part of smart-phones, or connected as external devices through an application (Shourjya Sanyal, 2018). 
		

		
			Clothing with soft, comfortable fabrics is increasingly essential for home health care. The demand for portable, quiet, and lightweight healthcare devices has gradually increased over the last decade. Many smart textile sensors have been developed and applied to automate environments for per-sonalized user care. However, for many applications, multiple sensor mea-surements are needed for full sensory integration (Chien-Lung Shen, 2017). 
		

		
			Today, portable systems are becoming more popular in medical applica-tions. Innovative fabrics have increased interest in being comfortable and allowing the free movement of patients. For that reason, an intelligent mate-rial for respiratory monitoring based on a piezoresistive sensor element has been created (N. Molinaro, 2018). 
		

		
			11.2 SOME APPLICATIONS OF THE INTERNET 
		

		
			OF THINGS TO HEALTH CARE AND 
		

		
			RESPIRATORY RATE 
		

		
			The main objective of monitoring the respiratory rate is that it is simple; in addition to that, it is carried out quickly with the devices that are available or within reach of the students. It is intuitive to use, with the sensors and elements that allow the execution of simple algorithms to perform a safe measurement of respiratory rate (Daniyal Liaqat, 2019). 
		

		
			Respiratory rate is a meaningful vital sign. It is an indicator that detects physiological deterioration promptly, in addition to being an anticipator of serious adverse events. Specifically, respiratory rate is a primary predictor of cardiac arrest and admission to the intensive care unit, and it is also useful for risk assessment after acute myocardial infarction (Carlo Massaroni, 2019). 
		

		
			The first thing to consider for any respiratory rate monitoring service, to be of good quality or reliable, is that the signal from the sensor must be of good quality. This is because the main objective is to detect the presence of respiration. If the signal source is of low quality, it can affect the possibility of 
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			distinguishing whether the user is breathing or not. However, this is compli-cated because the signals often carry noise submerged by numerous factors; these include sensors, electronic components, sensor locations, unwanted human movements, and environmental factors that impair the quality of the respiratory rate mini-monitoring system (Andrea Nicolò, 2020). 
		

		
			Home health and surveillance: Mobile health care is an area for patient monitoring that has been very important in recent years. Patients at home generally do not like to use adhesives and sensors such as electrodes for a long time. Instead, they prefer mobile health apps that often include pulse oximetry, whereby patients can easily insert their fingers into a pulse oxim-eter probe. Although the pulse oximeter provides excellent measurements, the precision challenges lie in estimating the respiratory rate on mobile health meters, primarily due to the effects or disturbances that are caused by movement (Marco A.F. Pimentel, 2017). 
		

		
			11.2.1 Measurement of respiratory frequency 
		

		
			The great interest in monitoring the respiratory rate is fundamental due to the increase in the development of a large number of sensors and the new techniques to measure the respiratory rate, which is classified into contact and without contact (C. Massaroni, 2021). 
		

		
			Respiratory rate (RR) is an essential physiological parameter that is a leading indicator of critical illness. Monitoring is easy to perform and effec-tive in helping to prevent sensitive events; several different, reliable, and accurate methods have been tried for this automatic tracking. With their different limitations, these are classified into three types: extraction of RR from other physiological signals, RR measurement based on respiratory movements, and RR measurement based on airflow (Haipeng Liu, 2019). The ways to measure respiratory rate are shown in Figure 11.2. 
		

		
		
			Figure 11.2 Ways to measure respiratory rate. 
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			Predicting cardiorespiratory crises has been a challenge in patients with stable medical or surgical conditions when recovering on the general care floor. Events in hospitals can be prevented by early detection of deteriora-tion of critical points by continuous electronic cardiorespiratory monitor-ing (Ashish K. Khanna, 2018). 
		

		
			The exact diagnosis of the respiratory rate is essential in environments or places that do not have the necessary resources to obtain other forms of mea-surement such as pulse oximetry or chest X-ray for the elaboration of diagno-ses, and pneumonia is determined based only on the child ’s clinical signs. Given the high burden and infant mortality, better methods are required to measure respiratory rate as accurately as possible (Amy Sarah Ginsburg, 2018). 
		

		
			There are many parameters to determine the excellent state of health; one is the measurement of respiratory rate in a home setting because it signifi-cantly impacts the early detection of lung diseases. This variable is used as a physiological measure for disease monitoring in many areas, in particular continuous monitoring of respiration. Respiratory patterns associated with high stress levels can provide the user with relevant information about their psychological well-being over long periods. For them, it was developed. To that, a home system was designed that uses narrowband wireless signals to monitor a person ’s breathing anywhere in the house, even when behind walls, adapting to dynamically changing environments (Ruth Ravichandran, 2015). 
		

		
			Wireless breath rate verification without devices is a new technique for monitoring vital signs that can estimate non-contact respiratory rate using cycle analysis of human respiration on the surrounding wireless signals. The most modern methods have achieved excellent performance in tracking respiratory rates individually via WiFi, but they have their areas of oppor-tunity with groups of more than three people (Qinghua Gao, 2020). 
		

		
			Monitoring patients ’ vital signs in different settings can be done using radar techniques, since the respiratory rate or the heart rate determines whether the person is alive or not, and this monitoring can be done through CMOS tech-nology and the introduction of ultra-wideband radar (Cansu Eren, 2019). 
		

		
			Researchers designed a portable device without physical intervention to monitor the respiratory rate using capacitive sensors. The design and devel-opment foresee an electronic health platform based on the Internet. This system is housed in a vest suitable for comfortable, inexpensive, and unat-tached respiratory monitoring for chronic patients with lung disease during respiratory rehabilitation exercises outside the hospital (David Naranjo-Hernández, 2018). 
		

		
			In a respiratory rate meter, inkjet printing (IJP) was used to fabricate the sensors. It was easier to manufacture at a lower cost. The sensor was fab-ricated on a polydimethylsiloxane (PDMS) substrate using silver nanopar-ticle conductive ink. During the respiration, the sensor acts as a variable resistance (similar to a strain gauge) whose value changes with respiration, causing a resistive change, and using a Wheatstone bridge with three fixed resistors, and the fourth variable; plus an instrumentation amplifier, to 
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			finally provide the signal to an Arduino microcontroller to calculate the respiratory rate (Ala ’aldeen Al-Halhouli, 2020). 
		

		
			11.3 RESPIRATORY RATE MONITOR 
		

		
			WITH PARTICLE PHOTON 
		

		
			The IoT has become an everyday phenomenon because everything related to these technologies, such as hardware, software, accessories, and sensors, is within the reach of many people and is easy to use. Therefore, students, hobbyists, and non-programmers, even engineers from different disciplines, specialize in these areas. 
		

		
			In this project, it was decided to use Particle because it has hardware and software tools to facilitate prototyping, scaling, and managing IoT prod-ucts. Additionally, cloud-connected IoT prototypes can be rapidly built. It allows going from a single prototype to many units with a cloud platform that grows as devices grow (Rashid Khan, 2016). 
		

		
			Other things that are considered when choosing this device are as fol-lows: The Photon can be ordered with or without headers, which means it has the flexibility of being used as a prototype board. It is also compatible with Arduino, which is a device widely used by students. 
		

		
			The Photon has other features, such as an activation pin for waking up from low energy mode. The Photon is optimized to consume less energy, and this is possible, thanks to the new WiFi module it uses, which is very impor-tant when required in healthcare applications. Table 11.1 shows some of the main technical characteristics that were considered for choosing this device. 
		

		
			
				After making the appropriate choice of the device for the respiratory rate meter, 
				Figure 
				11.3 
				shows a general scheme that encompasses all the ele-ments used to achieve the operation. 
			
		

		
			In the first place, a facemask is connected to the patient to detect the respiratory rate using a microphone type sensor; this signal is received through one of the analog inputs of the Photon; in this device, the neces-sary programming process is carried out to condition the signal based on the respiratory rate. Once the signal is conditioned, it is sent to the cloud through WiFi, and then the necessary programming is carried out to view 
		

		
			Table 11.1 Technical characteristics 
		

		
			Photon 
		

		
			1 MB flash memory 
		

		
			120 MHz ARM Cortex M3 processor 
		

		
			128 KB RAM 
		

		
			18 GPIO and peripheral pins 
		

		
			Real-time operating system (FreeRTOS) 
		

		
			Support for AP (access point) mode (SoftAP) 
		

		
			Open-source design 
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			it on a web page so that any user with Internet access and with the permis-sions can consult the information in real time (limited by Internet speed). 
		

		
			11.3.1 Electronic circuit 
		

		
			The first thing to do is to use a dashboard to perform various tests to ensure the correct operation of all components, as shown in Figure 11.4, which is recommended for anyone who wants to reproduce the meter design of respi-ratory rate before proceeding with the printing of circuit. 
		

		
			Analog input A0 of the Photon is used to receive the input signal from the microphone-type sensor; it is also necessary to use a passive RC filter 
		

		
		
			Figure 11.3 General diagram of the respiratory rate meter. 
		

		
		
			Figure 11.4 The electronic circuit in the protoboard. 
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			to attenuate the noise immersed in the signal, caused either by the environ-ment, or by any electronic component. On the other hand, an indicator with an LED can ensure that the meter correctly detects respiration. 
		

		
			Figure 11.5 shows the RC-type low-pass filter, the response of which is calculated with the transfer function in Eq. 11.1. 
		

		
			Equation 11.2 was used to calculate the filter ’s cutoff frequency with the values of the resistance of 10 k Ω and the capacitor of 10 µ f. 
		

		
			= 
		

		
			VA 
		

		
			1 
		

		
			RCS + 1 
		

		
			0 
		

		
			(11.1) 
		

		
			1 
		

		
			2 π RC 
		

		
			fc = 
		

		
			(11.2) 
		

		
			11.3.2 Printed circuit board 
		

		
			After performing several tests of circuit operation, the printed circuit board PCB was worked out. The only item left off the PCB was the microphone sensor, because it is necessary to place it on the person whose respiratory rate will be measured. A terminal with three connection points was added to the PCB to place the sensor wires. 
		

		
			
				In addition, the power supply of the circuit is carried out through a con-nector that can be easily attached to a cell phone charger or the USB port of any computer. 
				Figure 
				11.6 
				shows the printed circuit with both sides. 
			
		

		
			11.4 PHOTON PROGRAMMING 
		

		
			For the Photon programming, the Particle platform was used because it makes it easy to integrate multiple Internet of things devices in the cloud. It also has the advantage of having a complete network infrastructure for these types of devices. 
		

		
			Programming it is recommended that the next instruction always be placed: 
		

		
		
			Figure 11.5 RC low-pass filter. 
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			SYSTEM_THREAD (ENABLED); 
		

		
			This code ensures that if the Photon runs out of Internet signal, keep receiving and executing the data from the microphone sensor. 
		

		
			Then the input variables of the microphone sensor were established. int sensor = A0; 
		

		
			int lecturasensor = 0; 
		

		
			Later, the variables were designated to create the frequency counter. 
		

		
			int intervaloEncendido = 100; // Led on time. 
		

		
			int intervaloApagado = 100; // Led off time. 
		

		
			int IntervaloBPM = 10000; // Data sending time. 
		

		
			int IntervaloBPM2 = 1; 
		

		
			The last variable is the beats per minute (BMP), which was reduced to its equivalent in 10 seconds to not wait up to a minute to obtain the result. 
		

		
			int respiracion2 = 0; // Variable for respiratory rate. 
		

		
			void setup () // Program star. 
		

		
			pinMode(4, OUTPUT); // Led output. 
		

		
			Particle.variable(“respiracion2”, respiracion2); // Variable that will be sent to the web page by wifi. 
		

		
			BPM calculations 
		

		
			señal=lecturaSensor; // Sensor reading (breath signal) 
		

		
			if ((señal) > (ultimamedicion+50)) { // This indicates that; If the analog input signal is> 50, consider it as one breath. 
		

		
			ultimamedicion = señal; 
		

		
			ciclo=1; 
		

		
			if (señal>=picodetension) { 
		

		
			picodetension=señal; 
		

		
			} 
		

		
			} 
		

		
		
			Figure 11.6 Printed circuit board. 
		

	
		
			226 Emerging Real-World Applications of Internet of Things 
		

		
			if ((señal) < (ultimamedicion-50)) {{ // This indicates that; If the analog input signal is <-50, consider it as a breath. 
		

		
			ultimamedicion = señal; 
		

		
			ciclo=0; 
		

		
			if (señal<=valledetension) { 
		

		
			valledetension=señal; 
		

		
			} 
		

		
			} 
		

		
			The millis() function is similar to delay (), but the first one was selected for calculations because delay () has the disadvantage of trapping the micro-controller until the hold is executed. At the same time, millis () returns the number of milliseconds since the Arduino board starts running immedi-ately after a reboot or power-up. 
		

		
			if(millis()-tiempoAnteriorBPM>=IntervaloBPM) { 
		

		
			lecturaSensor=analogRead(sensor); 
		

		
			estadoBPM=false; 
		

		
			respiracion2=(pulsos*6); 
		

		
			tiempoAnteriorBPM=millis (); 
		

		
			pulsos=0; 
		

		
			} 
		

		
			if(millis()-tiempoAnteriorBPM2>IntervaloBPM2) { 
		

		
			lecturaSensor=analogRead(sensor); 
		

		
			estadoBPM=true; 
		

		
			tiempoAnteriorBPM2=millis (); 
		

		
			} 
		

		
			if((millis()-tiempoAnteriorEncendido>=intervaloEncendido) &&estadoLed==true && ciclo==0) 
		

		
			{ 
		

		
			estadoLed=false; 
		

		
			picodetension=señal; 
		

		
			valledetension=señal; 
		

		
			digitalWrite (4, HIGH); 
		

		
			tiempoAnteriorApagado=millis (); 
		

		
			} 
		

		
			With the above code, the Photon is instructed to perform the respiratory rate calculation every 10 seconds, and the result is sent to the web page. 
		

		
			The following line of code contains the variable for the web page, and it must be the one that includes the respiratory rate. 
		

		
			String respiracion2 = String(respiracion2); 
		

		
			And with the following code, the data are published in Particle to verify if the information is correct. 
		

		
			Particle.publish("F. R", respiracion2, PRIVATE); 
		

		
			Like CodePen, it is a platform to share, update, view, comment on, design, and create web code, as well as being for rapid prototyping and testing of 
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			code snippets through a columnar interface for testing code of HTML, CSS, and JavaScript codes. That is why this platform was chosen to verify the results in real time. 
		

		
			Although the CodePen platform displays all three columns simultane-ously, it was decided to separate them to place the comments of the lines of code more clearly. Table 11.2 is the HTML code. 
		

		
			Table 11.3 below shows and explains the CSS code. 
		

		
			
				With JavaScript, connections were established with Particle to enter the password and the email with which the Particle chip was registered and used for the application, to be able to access the variables. 
				Table 
				11.4 
				con-tains all the JavaScript code and corresponding explanations. 
			
		

		
			Table 11.2 HTML code 
		

		
			HTML 
		

		
			<img id = "rectángulo" 
		

		
			This code indicates how the image will be called so that it can be moved in CSS. 
		

		
			
				src= 
				"https://www.frases333.com/wp-content/uploads/2019/03/rectangulo.png"</img> 
				It is to enter the image of the rectangle shown in 
				Figure 
				11.7. 
			
		

		
			<span id = "Frecuencia">???</span> 
		

		
			Name of the variable where the respiratory rate data will be displayed on the web page. 
		

		
			Table 11.3 CSS code 
		

		
			CSS 
		

		
			Positioning of variables and images with CSS. 
		

		
			#rectangulo { 
		

		
			position: absolute; 
		

		
			top:200px; 
		

		
			left:300px; 
		

		
			height:100px; 
		

		
			width: 200px; 
		

		
			} 
		

		
			
				Code to place the variable in a position within the blue rectangle in 
				Figure 
				11.7. 
				#Frecuencia { 
			
		

		
			position: absolute; 
		

		
			top:245px; 
		

		
			left:375px; 
		

		
			} 
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			In CodePen, it was only used to visualize respiration rate, as seen in Figure 11.7. 
		

		
			Table 11.4 JavaScript code 
		

		
			JavaScript 
		

		
			var $Irms = $('#Frecuencia'); 
		

		
			Assigning the frequency object to a new variable. 
		

		
			var irms=0; 
		

		
			This part of the code is required to obtain the variables published in the cloud. Then it is necessary to give access to the PARTICLE account so that the variables can 
		

		
			be seen on the web page with the following code. 
		

		
			var particle = new Particle (); 
		

		
			var token; 
		

		
			particle.login({username: '**********', password: '*********'}).then( 
		

		
			function(data) { 
		

		
			token = data.body.access_token; }, 
		

		
			Next, you have to assign the ID of the PHOTON that is being used, for the data to be sent correctly, as shown in the following code: 
		

		
			setInterval(function() { 
		

		
			particle.getVariable({ deviceId: '************', 
		

		
			Then the variable that contains the RESPIRATORY RATE is assigned to the variable: respiracion2: 
		

		
			name: 'respiracion2', auth: token }).then(function(data) { 
		

		
			At the end of the code, the variable that will show the respiratory rate is assigned: Irms = irms .toFixed(2); 
		

		
			$Irms.text(Irms+"R.M"); 
		

		
			The previous line of code indicates that “irms” is where the breaths will be displayed and the “R.M” indicates that they are breaths per minute. 
		

		
		
			Figure 11.7 Respiration rate. 
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			Finally, the website was launched to the public through Google sites; this is a tool for creating web pages. This application is to create a website in a way as simple as editing a website. 
		

		
			Figure 11.8 shows the view to enter the code for creating the web page. It is worth mentioning that the application is in Spanish because it was cre-ated to be used in Mexico. 
		

		
			11.5 CONCLUSIONS 
		

		
			The Internet of things can help improve the situation of many patients who require constant monitoring of some medical parameters and who do not have enough resources to pay for their stay in hospitals. 
		

		
			This respiratory rate meter with IoT technology was achieved using the Photon device, which facilitated the development by having technol-ogy that connects directly to the WiFi network and is also compatible with Arduino. 
		

		
			The elements used for the project were inexpensive; however, the sensor calibration was challenging to adjust. 
		

		
			Although the Photon is readily incorporated into the Internet network, its response time depends on the WiFi speed and is not recommended for when it is required to monitor a variable in less than a second. 
		

		
			One of the areas of opportunity for this prototype is to improve the sen-sor, and another is to incorporate more medical parameters for health care. 
		

		
		
			Figure 11.8 Screen to create a web page. 
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			Observing the electricity consumption nowadays may be extremely daunting; therefore, optimizing the consumers ’ usage is critical to ensuring the sustainability of energy resources. The employment of innovative technologies (e.g., artificial intelligence (AI) and Internet of things (IoT)) to boost energy efficiency in houses or buildings is becom-ing more and more vital to support the sustainability and preservation 
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			of resources. This chapter sheds light on the application of AI and IoT in improving residential energy efficiency by advancing state-of-the-art, evidence-based, AI-enabled energy efficiency recommendation systems (RSs). The framework makes use of AI and micro-moments concept and utilizes a variety of IoT sensors strategically positioned throughout the house to transform any habit according to the habit loop, where the end-user has to go through a cue, a routine and a reward. A RS is adopted in this change cycle since it relates the action to the reward and, hence, reinforces the new routine, where notifications are sent to users via the Home-Assistant app with the energy-saving advice. In order to evaluate our energy-saving framework, a mini-pilot is initiated with a number of users with distinct electrical perspectives (up to 10 users) in various locations. The study ’s findings determine the impact of AI, IoT and RSs on energy efficiency. 
		

		
			12.1 INTRODUCTION 
		

		
			
				The Internet of things (IoT) is becoming a promising technology that many other cutting-edge technologies are relying on, such as artificial intelligence (AI) and machine learning (ML), health care, energy and smart city. Typically, data collected from a plethora of IoT devices connected to the Internet are of crucial importance for developing new services, improving productivity and efficiency, enhancing real-time decision making, resolving challenging prob-lems and creating innovative experiences 
				[20,28]. 
				In the energy industry, the IoT technology has considerably helped in creating the intelligent networks, also named smart grids, by collecting, transmitting and preprocessing huge amounts of data, and hence opens the way for a new research area called big data analytics 
				[27]. 
				This area is booming due to the use of advanced deep learning models, e.g., convolutional neural networks (CNNs), recurrent neu-ral networks (RNNs) and deep autoencoders (DAEs), which have the ability of executing feature engineering by themselves in an incremental manner. In this context, IoT aims at gathering and integrating data in a smart way from all of the assets attached to the energy network, increasing the flexibility of the energy systems and optimizing operation [12,38]. 
			
		

		
			
				For the energy sector, the IoT technologies offer greater availability of information throughout the chain of value, allowing for amortization of better tools for decision making, such as AI or automatic learning 
				[26]. 
				They also permit remote control and automated execution of these deci-sions. These technologies constitute a control loop that consists of four functions: (1) physical process which includes the generation, transmission or consumption of electricity; (2) measurement process in which the sen-sors measure the statuses and outputs of the physical process; (3) decision 
			
		

		
			
				1 
			
		

		
			
				https://www.home-assistant.io/. 
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				making process that can be independent and decentralized or in coordina-tion with other components; and (4) action process where the decisions are sent back to the actuators positioned on the smart grid for implementa-tion 
				[21]. 
				Given the connectivity between the functions of this control loop, successful implementation requires architectures and standards that ensure interoperability between IoT technologies 
				[6]. 
			
		

		
			
				The majority of the IoT projects in the energy sector focus on applica-tions oriented toward demand. However, correctly used IoT brings infinite benefits for the optimization of the entire chain of value, optimizing all of the phases and the communication between them, including the generation, transmission, distribution and consumption of energy. As the energy sys-tems become increasingly complex and decentralized, the IoT applications improve the visibility and response capacity of the devices connected to the network 
				[46]. 
				Moreover, with the actual advances of AI, the algorithms can benefit from the capability of IoT devices to collect and preprocess high-quality data in real time to develop robust and accurate AI-based solutions that cover different energy aspects. In this regard, because the building energy sector is responsible for up to 40% of the worldwide energy usage, it has been of utmost importance to investigate the potential of IoT and AI together for reducing wasted energy in buildings and promoting energy-efficient behaviors 
				[29]. 
			
		

		
			
				This has been possible by combining the capability of IoT to collect accu-rate data with the analysis power of ML. Accordingly, this helps in develop-ing effective building energy-saving solutions that are based on (1) detecting abnormal energy consumption behaviors; (2) forecasting energy demand; (3) preventing non-technical loss (NTL), i.e., power theft; (4) detecting or predicting power failures; and (5) managing the balance between offer and demand [13,18]. Moreover, the advent of RSs, which are another category of ML tools that can promote behavioral change and correction of users ’ practices, has opened new perspectives toward developing a new genera-tion of energy efficiency systems. Accordingly, RSs can help end-users in correcting their energy consumption habits according to the habit loop, where the end-users have to go through a cue, a routine and a reward. Put differently, RSs promote energy consumption behavioral change by sup-porting end-users with in-time, tailored and engaging recommendations. This research area is attracting significant research and development in which several frameworks have recently been proposed to target current challenges and issues [14,39]. Additionally, the emergence of the explain-ability concept in RSs has helped in designing energy-saving recommenda-tion frameworks that generate not only high-quality recommendations, but also intuitive explanations 
				[36]. 
				A typical example in this context is the DeepMind platform developed by Google using AI and IoT for promoting 
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			energy efficiency in its data centers and monitoring cooling independently in the facilities, where an AI-powered RS is designed. 
		

		
			
				Moving forward, as smartphones are becoming an indispensable part of individuals ’ lives, it is rational to include them in the energy-saving pro-cess. Indeed, they can play the role of visualization dashboards to showcase energy usage footprints, as well as they can hold tailored mobile apps for providing individuals with energy-saving notifications, recommendations and explanations 
				[22]. 
				In this line, smartphones can also be considered as a key element for altering end-users ’ behaviors. From another perspective, to analyze the manner end-users consume energy, it is significant to look at their intent-driven moments that have an impact on load usage [4,31]. This means the moments when end-users decide to act to turn on/off a device, adjust the indoor temperature using an AC or a thermostat, open the win-dows to have more luminosity, etc. These are named micro-moments, and they are game changers for both end-users and utilities companies because of their role in manipulating energy usage 
				[37]. 
				Put differently, they rep-resent intent-rich moments when indoor environmental preferences are shaped and energy consumption decisions are made [5]. 
			
		

		
			In this paper, we present an energy-saving framework that mixes together the concepts of AI, RSs, micro-moments as well as a range of IoT sen-sors strategically placed around an academic space to (1) detect and correct abnormal energy consumption habits and (2) promote energy-saving through providing end-users with personalized recommendations. Specifically, according to the habit loop, a person must go through a cue, a routine and a reward. Therefore, the RS is used in this change cycle because it associates the action with the reward, thus reinforcing the new habit, in which alerts with energy-saving advice are delivered to users via the Home-Assistant app. To evaluate our energy-saving framework, a mini-pilot is launched with numerous users from diverse regions who have different elec-trical views (up to 10 users). The outcomes of the study indicate the positive effects of implementing AI, IoT and RSs to facilitate energy efficiency. 
		

		
			The rest of this paper is organized as follows: Section 12.2 discusses the related works. Section 12.3 describes the proposed energy-saving solu-tion based on IoT, AI, micro-moments and RSs. Section 12.4 presents the experimental results obtained on a real-world scenario. Finally, Section 12.5 derives the important findings and highlights future work. 
		

		
			12.2 RELATED WORKS: AI AND IoT 
		

		
			FOR ENERGY MANAGEMENT 
		

		
			With the advent of AI, ML and IoT, it becomes possible to offer better energy efficiency opportunities in buildings. The term of smart buildings has been coined to define the buildings adopting these kinds of technologies for enabling end-users managing the rhythms of their lifestyle, increasing 
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				their comfort and optimizing their energy consumption 
				[13]. 
				In this con-text, a plethora of research works have been conducted to develop differ-ent types of energy efficiency systems and several industrial players have entered the promising market of building energy saving 
				[47]. 
				Generally, building energy-saving methods can be split into different categories based on methodology; however, in this section, we focus on overviewing three main types, which are based on behavioral change, thermal comfort opti-mization and load forecasting. 
			
		

		
			12.2.1 Energy-saving based on behavioral change 
		

		
			
				In 
				[43], 
				Tomazzoli et al. deployed an IoT and ML-based approach for (1) defining a centralized energy-saving architecture in distributed sub-net-works of electric devices and (2) extracting behavioral energy consump-tion rules for identifying best consumption habits with reference to each device using rule-based algorithm and an ML clustering technique. In 
				[17], 
				the authors introduced an energy-saving scheme using a deep learning-based micro-moments scheme, called DeepM2, which helps in automati-cally detecting abnormal energy consumption behaviors. This was possible through analyzing appliance-level energy consumption footprints using a hybrid edge-cloud computing architecture. In 
				[32], 
				an energy management system was proposed to promote energy efficiency in IoT-based networks deployed in buildings. Genetic algorithms have been used to optimize energy usage during the operation of data sensing, processing and commu-nication. In 
				[49], 
				the authors investigated a new methodology for incorpo-rating big data analytics and ML into an intelligent platform that enables a smart building energy management. Accordingly, three different ML mod-els have been deployed, i.e., random forest (RF), Rpart regression and deep neural networks (DNNs), along with dimensionality reduction strategies for creating an energy optimization method. Similarly, in 
				[25], 
				Machorro et al. introduced an AI-big data analytics framework, which has been inte-grated into the smart home energy management system to support energy efficiency, safety and building comfort. Typically, J48 ML model and Weka API have been used for (1) learning users ’ behaviors and load usage data and (2) classifying households with reference to their power consumption. Moreover, RuleML and Apache Mahout have been utilized for (1) gener-ating energy-saving recommendations with reference to users ’ preferences and (2) preserving the buildings ’ comfort and safety. 
			
		

		
			
				Moving on, in 
				[45], 
				a smart energy consumption supervision platform is developed, which includes tree principal components for (1) data acqui-sition using IoT devices; (2) data integration using cloud data centers; and (3) big data analytics using energy consumption forecasting, anom-aly and fault detection and differential management. This framework has been validated in a public building (at the South China University of Technology). Following a 3-year monitoring and application, the annual 
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				load usage of the pilot building has decreased by 35%. In 
				[44], 
				energy sav-ing is achieved following four steps, which are summarized as follows: (1) Provide energy footprint visualizations and design smart suggestion mod-els for assisting buildings’ end-users and managers to analyze and develop demand plans based on electric equipment space occupancy; (2) use IoT for minimizing differences between predicted and real energy consumption; (3) accurately evaluate indoor environment comfort and improve equip-ment operation efficiency using quantized comfort rates; and (4) establish a persuasive energy efficiency workflow through providing personalized recommendations. 
			
		

		
			
				In 
				[31], 
				the authors developed an IoT-based smartphone energy-saving solution for endorsing end-users ’ energy-aware behaviors, namely IoT-based smartphone energy assistant (iSEA). Accordingly, this solution relies on tracking end-users ’ smartphones in a commercial building using deep learning model for identifying their energy consumption and delivering tai-lored and engaging advice to impact energy usage habits. It also employs an energy use efficiency index (EEI) for understanding end-users ’ behavior and categorizing it into efficient and energy-wasting activities. The iSEA architecture includes four layers: physical, cloud, service and communica-tion. In [3], an AI-based energy-saving platform for residential buildings is developed, in which the micro-moment concept is used for providing an accurate comprehension of end-user energy consumption behaviors. This was made by (1) collecting energy micro-moments and ambient data using a set of IoT devices, (2) detecting abnormal profiles using an ensemble bag-ging tree (EBT) model and (3) formulating an ensemble of energy-efficient recommendations using a mobile app. 
			
		

		
			12.2.2 Energy saving based on thermal 
		

		
			comfort optimization 
		

		
			
				It has been observed in different studies that building end-users are gener-ally responsible for wasting a huge amount of energy, i.e., more than 50% in some cases, because of unnecessary heating, ventilation and air condi-tioning (HVAC) operation and sub-optimal thermal settings. Thus, there has been a move to develop energy-saving solutions based on optimizing thermal comfort. For instance, in 
				[33], 
				a non-intrusive energy-saving solu-tion that can determine end-user behavior-based energy wastage related to the operation of the HVAC system in a typical building is developed. In this line, environmental patterns recorded from humidity and temperature sen-sors are fed into the ML models to infer energy-saving consumer behavior. In 
				[48], 
				an open IoT cloud-based platform is developed to promote energy efficiency of buildings ’ HVAC systems by using AI-big data analytics of dif-ferent kinds of environmental data collected and aggregated using a fusion mechanism. 
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			12.2.3 Energy saving using ML-based load forecasting 
		

		
			
				This kind of methods is receiving an increasing attention, especially with the appearance of deep learning, e.g., RNN, long short-term memory (LSTM) and bidirectional LSTM (Bi-LSTM) although they are usually complex [9,24]. In 
				[7], 
				Bedi at al. used IoT devices and ML models for promoting a sustainable and energy-efficient building environment. In this context, an energy predic-tion framework is developed using an exponential model and Elman recurrent neural network (RNN) model in an IoT-driven building. This technique fore-casts load usage via (1) using different parameters, i.e., the historical energy consumption, ambient temperature and end-users occupancy states, and (2) detecting the relation between these parameters and utilizing it as an input for the developed techniques to improve the prediction accuracy. In the same way, in [46], the authors introduced a thermal energy forecasting approach using IoT devices and ensemble classifier. An online learning methodology has been adopted to train the predictive model using collected real sensor observations and hence has resulted in an optimized thermal energy consumption. In 
				[30], 
				a RF-based energy forecasting method is proposed, which is implemented on an hourly sampling rate. Similarly, energy forecasting in hotel buildings is conducted using a support vector machine (SVM)-based approach in 
				[42]. 
				In 
				[10], 
				an improved CNN model is used to design an energy prediction method based on cross-feature analysis, namely CNN-CF. 
			
		

		
			
				Moreover, in building automation systems (BASs), forecasting energy consumption is of significant importance to enable an effective manage-ment of energy, in which AI-big data analytics techniques play an essential role. In doing so, load patterns (and ambient conditions) are constantly col-lected from diverse building smart meters and then fed into the AI models to predict energy usage. Because of the real-time characteristic of short-term forecasting, it has been more challenging than generic forecasting. Thus, various AI-big data analytics models have been proposed [1,8,9,23,40]. In 
				[30], 
				a RF model is introduced to perform a short-term energy load predic-tion at an hourly sampling rate in various buildings by using different energy consumption datasets. In 
				[41], 
				the authors investigated the performance of diverse popular ML algorithms to predict buildings ’ heating and cooling energy usage. Accordingly, specific tuning has been carried out for every ML algorithm using two building energy consumption datasets generated in EnergyPlus and Ecotect. In 
				[34], 
				a transfer learning-based load prediction scheme is introduced, where energy consumption data of different buildings are used to forecast the load of a new building. This approach is able to work with various ML algorithms with pre- and post-processing phases. 
			
		

		
			Overall, developing robust and reliable energy-saving solutions has become simpler than ever before; however, it necessitates the complementarity of various technologies, i.e., IoT, AI and ML, ICT and smartphones. The latter help in modeling and predicting the operating efficiency of buildings and enabling end-users to promote energy-saving actions at the possibly lowest 
		

	
		
			240 Emerging Real-World Applications of Internet of Things 
		

		
			cost (with simple physical experiment). In what follows, we will present an effective energy-saving solution that employs AI and the micro-moments concepts, as well as a range of IoT sensors strategically placed around the space, to alter the abnormal energy consumption habits of end-users. 
		

		
			12.3 PROPOSED METHODOLOGY 
		

		
			
				The proposed framework was created to encourage consumers to modify their behavior by increasing their awareness of energy usage in private households and buildings 
				[11,15]. 
				It consists of four key steps: (1) data col-lection (i.e., consumption footprints and atmospheric conditions) from vari-ous appliances in academic buildings, (2) data processing (i.e., consumption footprints and atmospheric conditions) to extract energy micro-moments that help identify anomalies [19,35], (3) energy-saving-based recommenda-tion generation 
				[17] 
				and (4) data visualization of the consumed power 
				[2]. 
				An illustration of the framework overview is shown in Figure 12.1. 
			
		

		
			12.3.1 Micro-moments concept 
		

		
			The notion of micro-moment was reintroduced by Google in 2015 as an adverting solution. Google defines a micro-moment as an intent-rich moment where decisions are made and preferences are established. These moments occur when a smart device users, for instance, turn to their phones to fulfill a need to learn something, explore something, purchase something or watch something . These moments are critical for companies to under-
		

		
			
				3 
			
		

		
			
				https://www.thinkwithgoogle.com/. 
			
		

		
		
			Figure 12.1 Overview of the proposed framework. 
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				stand since the appropriate intervention at the right micro-moment can increase user acceptance of a suggestion or recommendation. In the context of energy efficiency, micro-moments are described as brief periods of time during which a consumer can conduct an energy-related activity. Utilizing the micro-moment paradigm can be very beneficial in allocating the most suitable time to deliver energy-saving recommendations to the consumer and thus increasing the acceptance probability of such suggestions 
				[16]. 
			
		

		
			In this regard, aiming at identifying normal or abnormal consumption, a micro-moment analysis is conducted on the collected time series power consumption data. Therefore, the micro-moment classes are identified to describe power consumption observations of each appliance; they have been drawn using the occupancy profile analysis ( O ) and power consumption ( P ) of every domestic appliance with regard to device operation time (DOT), device standby power consumption (DSPC) and device active consumption range (DACR). In doing so, the micro-moment classes are defined as follows: class 0: Good usage refers to the case when power consumption is less than 95% of the maximum active consumption rate; class 1: Turning on the appliance refers to the micro-moment when the end-user turns an appliance on; and class 2: Turning off the appliance represents the micro-moment of switching off an appliance. These two classes are very important as they describe the intent-driven moments of decision making, i.e., starting a consumption or stopping it. Class 3: Excessive consumption is an abnormal consumption that is related to the case of having an excessive consumption, either by exceeding 95% of the maximum active consumption rate or by exceeding the DOT; and class 4: Consumption while outside refers to the case of consuming energy while the end-user is absent. This is considered as an abnormal consump-tion for an ensemble of device categories, including the air conditioner (A/C), television, light lamp, desktop/laptop and fan. Accordingly, for these kinds of appliances, the presence of the end-user during their operation is a must in order to not consider their energy consumption as abnormal. Table 12.1 sum-marizes the micro-moment classes defined and detected in this framework to analyze end-users ’ power consumption behavior. 
		

		
			Table 12.1 Micro-moment classes definition and description for anomaly detection Label Class Micro-moment description 
		

		
			0 Good consumption <95% of appliance’s maximum active power 
		

		
			consumption rate 
		

		
			1 Turn on Switch on an appliance 
		

		
			2 Turn off Switch off an appliance 
		

		
			3 Excessive consumption >95% of appliance’s maximum active power 
		

		
			consumption rate 
		

		
			4 Consumption while 
		

		
			outside 
		

		
			Appliance consumption if on while occupants are not present 
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			The last two categories result in losing a huge amount of energy. Therefore, it is of paramount importance to detect this kind of anomalous consumption and thereby correct end-users ’ behavior. This is achieved via promoting end-users with personalized advice via the (EM) mobile app, which notifies to take energy-saving actions when an anomalous consump-tion behavior is detected. 
		

		
			
				Moving on, Algorithm 12.1 describes the rule-based algorithm used to annotate energy consumption observations into the five micro-moment classes defined above, while 
				Table 
				12.2 
				presents an example of the different appliance parameter specifications that are used in the rule-based algorithm to extract power consumption micro-moments. 
			
		

		
			12.3.2 Recommender system 
		

		
			The main objective of the RS is to gradually alter the consumer ’s routine, to elaborate, reducing the energy footprint of repetitive action. To do so, the energy-saving tips must be delivered at the right moment. In the recommen-dation message, a portion is devoted to explaining the rationale behind the triggering of each recommendation. Two main causes are accountable for triggering a recommendation, including the following: 
		

		
			Algorithm 12.1: Proposed rule-based algorithm for extracting power 
		

		
			consumption micro-moment features 
		

		
			Result: M F: micro-moment feature vector 
		

		
			Read p, O, DACR, DOT, DSPC and OT : operation time; Initialization: M F = ∅ while t ≤ l (with l is the length of the power signal) do Rule 1: Non-excessive usage 
		

		
			if p(t) ≥ min(DACR) and p(t) ≤ 95% × max(DACR) 
		

		
			M F(t) = 0 (Good usage); 
		

		
			Rule 2: Switching on a device 
		

		
			if p(t) ≥ min(DACR) and p(t − 1) ≤ max(DSP C) 
		

		
			M F(t) = 1 (Turn on device); 
		

		
			Rule 3: Switching off a device 
		

		
			if p(t) ≤ max(DSP C) and p(t − 1) ≥ min (DACR) 
		

		
			M F(t) = 2 (Turn off device); 
		

		
			Rule 4: Consumption exceeds 95% of DACR or DOT 
		

		
			if p(t) ≥ 95% × max(DACR) or OT (t) ≥ DOT 
		

		
			M F(t) = 3 (Excessive consumption); 
		

		
			Rule 5: Consumption without presence of the end-user 
		

		
			if O(t) = 0 and p(t) ≥ 0.95 × DSPC 
		

		
			M F(t) = 4 (consumption while outside); 
		

		
			end 
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			• The knowledge that the user has left the room and left an appliance on, hence abusing electricity without need, and 
		

		
			• The user is occupying the room; however, the outside condition allows for turning off particular appliances and makes it possible to prevent dispensable usage. 
		

		
			12.3.3 Home-Assistant app 
		

		
			The majority of devices on the market today are cloud-enabled, making life easier for the average consumer. However, a paradigm shift will be brought about by the need to reduce transmission costs, avoid network latency and improve security and privacy, among other things. Home-Assistant is an open-source platform that helps to centralize all the sensors and gad-gets available at home. The platform utilizes Message Queuing Telemetry Transport (MQTT), to communicate with other devices. Moreover, it encompasses an energy dashboard for making the visualization of energy consumption footprints super-easy for end-users. Therefore, it allows them to visualize at a quick glance how they are consuming energy every day, with other options, e.g., breaking down energy consumption per hour to have more in-depth and accurate insights. 
		

		
			12.3.4 Pilot installation 
		

		
			Multiple environmental modules are distributed among the different pilot locations, to measure different parameters (i.e., temperature, humidity and luminosity). Additionally, the room presence is detected using the support-ing Home-Assistant app (i.e., Home-Assistant is the automation platform used for data management, visualization and analysis) includes a location tracking feature. In order to measure the power consumption of a variety 
		

		
			Table 12.2 Power consumption specifications for different home 
		

		
			appliances 
		

		
			Appliance DOT DACR (watts) DSPC (watts) 
		

		
			Air conditioner 15 h 30 min 1,000 4 
		

		
			Microwave 1 h 1,200 7 
		

		
			Oven 3 h 2,400 6 
		

		
			Dishwasher 1 h 45 min 1,800 3 
		

		
			Laptop 12 h 42 min 100 20 
		

		
			Washing machine 1h 500 6 
		

		
			Light 8h 60 0 
		

		
			Television 12 h 42 min 65 6 
		

		
			Refrigerator 17 h 30 min 180 0 
		

		
			Desktop 12 h 42 min 250 12 
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			of home appliances (e.g., monitor, laptop charger and kettle), our own designed and off-the-shelf smart plug solutions are utilized. The energy-saving tips are delivered to the supporting Home-Assistant app in the form of notifications. The participants of the study are asked to: 
		

		
			• Respond to the notifications by either accepting, rejecting or ignoring them. 
		

		
			• Solve a two-part survey to collect their views on energy saving before and after the study initiation. 
		

		
			The study questionnaire is undertaken with the goal of recognizing the energy-saving characteristics of consumers and offers foresight in order to predict how consumers can conserve energy on a daily basis. 
		

		
			12.4 EXPERIMENTAL RESULTS 
		

		
			In order to evaluate our energy-saving framework, a mini-pilot is initiated with a number of users having distinct electrical perspectives (up to 10 users) in various locations. The general setup in most locations is similar to the one shown in Figure 12.2. Participants were fairly distributed among 
		

		
			Home-Assistant 
		

		
			Web UI 
		

		
			Home-Assistant 
		

		
			Mobile UI 
		

		
			Environmental 
		

		
			Breadboard 
		

		
			Environmental 
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			Device 
		

		
			(EM) 
		

		
			Smart Plug 
		

		
			Figure 12.2 Overview of the testbed. 
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			the Qatar University (QU) buildings and various residential locations, as indicated in Figure 12.3. 
		

		
			12.4.1 Sample size and characteristics 
		

		
			To conduct the study, data were gathered from a total of ten participants, all of whom reside in Doha, Qatar. In terms of age groups, 60%, 20%, 10% and 10% of the participants are in 18 –24, 25 –34, 35 –44 and 45 –55 range, respectively. Additionally, 70% of the participants are females and 30% are males. Table 12.3 numerates the study demographics. 
		

		
			12.4.2 Survey overview 
		

		
			The distributed surveys are split into two sections, the first of which is delivered at the start of the study. The researchers will have an early sense of the participants ’ energy habits in the first section. The second section of the survey is provided at the end of the study to see whether there has been any behavior change as a result of participating in the pilot. 
		

		
			Aside from the questions given to determine the participant ’s gender, loca-tion, age group or occupation, we have prepared a list of questions to help 
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			Figure 12.3 Visual map of the study sample size and characteristics. 
		

		
			Table 12.3 Study demographics 
		

		
			Gender Age Profession 
		

		
			Group Number Group Number Group Number 
		

		
			Female 7 18–24 6 Student 2 
		

		
			Male 3 25–34 2 Researcher 6 
		

		
			35–44 1 Academic staff 2 
		

		
			45–54 1 
		

	
		
			us in recognizing the participants ’ behavior or habits toward energy saving. The list of questions is demonstrated in Table 12.4. 
		

		
			12.4.3 Results and discussion 
		

		
			12.4.3.1 Response analysis 
		

		
			To analyze the participants ’ responses, we employed the use of box and whisker plots since they are effective and easy to study. As in Figure 12.4, a clear increase is observed in the mean values of the questionnaire ques-tions in Table 12.4, from the beginning and the end of the study period. This might indicate that the participants have gained a better grasp of how to preserve energy and are now aware of the economic and environmental consequences of their excessive consumption throughout the day. 
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			Questions 
		

		
			1 How much do you care about saving electricity in your home? 
		

		
			Max range Min range Very much Not at all 
		

		
			2 How does the price of electricity affect your consumption habits? 
		

		
			Very much Not at all 
		

		
			3 How often do you turn off the AC when you temporarily leave your living area at home 
		

		
			(e.g. your bedroom)? 
		

		
			Always Rarely 
		

		
			4 How often do you turn off the lights when you temporarily leave your living area at home? 
		

		
			Always Rarely 
		

		
			5 How often do you disconnect power of your computer/tablet when you temporarily leave 
		

		
			your living area at home? 
		

		
			Always Rarely 
		

		
			6 What is the role of technology in changing energy consumption behavior? 
		

		
			Significant Minor 
		

		
		
			Figure 12.4 Visualization of the results of the questionnaire: (a) beginning and (b) end of 
		

		
			the pilot. 
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			12.4.3.2 Usefulness evaluation 
		

		
			In order to establish a viewpoint on the usefulness of the different compo-nents of the framework, a list of questions were included in the final ques-tionnaire. The questions are shown in Table 12.5. The participants ’ answers are demonstrated in Figure 12.5. Most of the questions are answered with a mean of above 3.6. Furthermore, when asked to describe the energy-saving advice they got during the course of the study, 80% of the participants gave a positive response. 
		

		
			12.5 CONCLUSIONS 
		

		
			In this paper, we presented an energy-saving solution that is based on the complementarity of different technologies. The proposed framework employs AI and the micro-moments concepts, as well as a range of IoT sen-sors strategically placed around the space, to alter particular habit patterns. 
		

		
			Table 12.5 Part 2 questionnaire questions 
		

		
			Questions Max range Min range 
		

		
			1 How much would the provided data analytics through the mobile app impact your energy consumption in the future? 
		

		
			Very much Not at all 
		

		
			2 How often did you receive energy-saving 
		

		
			recommendations through the mobile app? 
		

		
			Always Never 
		

		
			3 How often did you interact to the received 
		

		
			recommendation notifications via the mobile app? 
		

		
			Always Never 
		

		
			4 How often would you use the mobile application to visualize power consumption and/or other collected data? 
		

		
			Always Never 
		

		
			5 How would you describe the change in your attitude towards energy conservation as a result of your involvement in the study? 
		

		
			Major Minor 
		

		
		
			Figure 12.5 Visualization of the participants’ evaluation of the framework: (a) questions 
		

		
			and answers found in Table 12.5; (b) assessment of the recommendations. 
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			According to the habit loop, a person must go through a cue, a routine and a reward. A RS is used in this change cycle because it associates the action with the reward, thereby reinforcing the new habit, in which alerts with energy-saving advice are delivered to users via the Home-Assistant app. To evaluate our energy-saving framework, a mini-pilot is launched with numerous users from diverse regions who have different electrical views (up to 10 users). The outcomes of the study indicate the positive effects of implementing AI, IoT and RSs to facilitate energy efficiency. 
		

		
			Nevertheless, the current implementation has a number of limitations, as the current sensing can be enhanced by using more accurate measuring chips (e.g., HLW8012). In addition, in terms of cybersecurity, the current implementation lacks the defense mechanisms against different cyber-attacks as it mainly relies on the edge computing security, which is not enough in some situations. To that end, it will be part of our future work to investigate the use of the cutting-edge cybersecurity techniques, such as the blockchain to reinforce the security on the edge devices and address users ’ privacy concerns and other security issues in some scenarios, e.g., when there is a need to send data to cloud data centers for further complex pro-cessing. Moreover, future work could include expanding the study sample size to involve more views and opinion to observe the framework response with a wider range of participants. 
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